006 yTBep>xaeHun npocdeccmoHanbHOro craHpaprta "Cneunanucr
no nHcpopMauMoHHOM De30MacHOCTU B KpeaUTHO-(PUHAHCOBOM

chepe”

Mpukas - Ne 739H - 0T 28.11.2022 - MUMHUCTEPCTBO TPYyAa M COLMANbHON 3aLuUTLl - [leNcTByeT 6e3 n3MeHeHui

MWHWUCTEPCTBO TPYJA N COLUNANBHOW 3ALLINTHI POCCUACKOW ®ELEPALIAN
MPNKA3
MOCKBA

28 Hos6psa 2022 r. Ne 739H

06 yTBepXXAeHUN NpodeccnoHanbHOro ctaHaapTa "CneunanucT no nHgopmaunoHHon 6esonacHoCcTy B
KpeanTHo-hnHaHcoBon chepe”

3apeructpupoBaH MuHiocTom Poccnm 22 gekabpsa 2022 r.
PernctpaunoHHbin Ne 71784

B cooTBeTCTBUM C NyHKTOM 16 lNpaBun pa3paboTku 1 yTBEPXAEHNA NPODECCUOHANbHBIX CTaHAaPTOB,
YTBEPXAEHHbLIX NOCTaHoBNeHUeM NpaBuTenbcTBa Poccninckon ®egepaumm ot 22 sHaps 2013 . Ne 23
(CobpaHue 3akoHopaTenbcTBa Poccminckonm ®epepaunm, 2013, Ne 4, cT. 293; 2014, Ne 39, cT. 5266),
NprKa3blBalo:

1. YTBepAnTb NpunaraemMbin NpoeccMoHanbHbIn cCTaHAapT "Cneunannct no MHGMOPMaLMOHHOM
6e30nacHOCTY B KpeaMTHO-PMHAHCOBON cepe".

2. YCTaHOBUTb, YTO HAaCTOALLMIN NPUKa3 BCTyNaeT B cuny ¢ 1 ceHTabpa 2023 r. n pencteyeT Ao 1 ceHTabps
2029r.

MuHucTp A.0.KoTsKoB

YTBepxnaeH

npvKa3oM MuHucTepcTBa TpyLa v COLMANLHON 3aLLnThbI
Poccuiickon ®epepaLmu

oT 28 HosAbpsa 2022 r. Ne 739H

MPOPECCUOHANBHBIA CTAHIAPT
CneumanucT no nHgpopMaunoHHon 6e3o0MacHOCTM B KpeanTHO-PUHAHCOBON cdepe

1593
PerncTpaunoHHbI HoMep

Conep>xaHue

|. Obwme cBegeHuns

II. OnNucaHue TpyaoBbIX PYHKLMIA, BXOAALLMNX B MPORECCUOHaNbHbIN CTaHAapT (PyHKUMOHabHasa KapTa
BMAa NPOGheCcCMOoHasIbHON AeATeNbHOCTH)

[ll. XapakTepncTuka 0606LWeHHbIX TPYA0BbIX (YHKLNIA

3.1. O606LeHHas TpyaoBasa pyHKUus "ObecneveHne GyHKLMOHNPOBAHNSA CUCTEM U CPELCTB 3aLUNThI
MHOPMaLUN B OpraHn3aunax KpeanTHo-puHaHCOBON cdhepbl”

3.2. 0606LeHHas TpyaoBasa QPyHKUNUS "YNpaBaeHne NHUMAEHTaMM UHOPMaLMOHHOM 6e30MacHOCTY B
opraHm3aunax KpeauTHo-(hMHaHCOBOW cepbl”

3.3. O6obuieHHas TpyaoBas PyHKUMSA "AHANUTUYECKOE N OpPraHnN3aLMOHHOE CONPOBOXIEHME
LeATEeNbHOCTY MO YNpaBAEHUIO pUCcKaMn NHPOpPMaLMOHHON 6e30nacHOCTM B OpraHn3aLmnax KpeauTHo-
thmHaHcoBon cepsbl”
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3.4. O6obuieHHas TpynoBas pyHKUMs "MeTomonornyeckoe obecnevyeHme npoLeccoB MHMOPMaLMOHHON
6e30MacHOCTM B OpraHn3aLnax KpeauTHO-hMHAHCOBOW Cdepbl”

3.5. O6obLieHHas TpyaoBas pyHKUmMA "KoHTpoab obecneyveHns MHDOpMaLMoHHON 6e30nacHOCTH 1
obecneyeHne onepaLMoHHON HaAEXHOCTN (KMbepyCTONYMBOCTN) B OPraHm3aLnax KpeauTHo- (PMHaHCOBOW
cepbl”

3.6. O6obuieHHas TpyaoBas pyHKUMA "OpraHn3auuns npoueccos obecneyeHns MHHOPMaLMOHHON
6e30MacHOCTM B OpraHn3aLmnsax KpeauTHO-(hMHAHCOBOW Cdepbl”

IV. CBeaeHunsa 06 opraHusaumsax - pa3paboTynkax NnpodhecCcnoHaabHOro CTaHgapTa

|. Obwme cBegeHuns

ObecneyeHne NHMDOPMaLMOHHON 6e30NacHOCTY B OpraHmn3aumax KpeauTHO-MHaHCOBOW cdepbl (ganee -
K®C)06.053
(HanMeHoBaHWe BUAa NpodeccMoHansHoN geatenbHocTM)Koa

OcHoBHas Lenb BuAa NpohecCcMoHanbHON AeSTEeNbHOCTH:
YnpaBieHne puckamu nHhopmaLmoHHon 6e3onacHocTu, obecneyeHne 3amThl UHDOPMaLIUN,
onepaLynoHHON HaaeXHOCTK (KnbepycToninsocTn) B opraHmaumnax KOC

Ipynna 3aHaTnin:1330PykoBoanTenu cnyxb n nogpasgeneHmin B chepe MHHOPMaLMOHHO-
KOMMYHUWKaALMOHHbBIX TeXHON0rnin2529Cneumnannctbl no 6a3am gaHHbIX U CETSAM, He BXOASLWME B Opyrue
rpynnel

(kog OK3 1)
(HaumeHoBaHue)
(kog OK3)
(HaumeHoBaHme)

1 O6LLepoCCUnCKuin KnaccuruKkaTop 3aHATURA.

OTHeceHmne K BUaM 3KOHOMUYECKON LEeATeNIbHOCTU:
74.90.99
[eaTensHoCTb B 06/1aCTW 3aLUMThI UHGOPMaLMK NPoYas

62.02.9
[eAaTesbHOCTb KOHCYIbTaTUBHAsA B 061aCTN KOMMbIOTEPHbLIX TEXHOJIOMMI NpoYast

66
[eAaTenbHOCTb BCoMoraTenbHas B chepe (OMHAHCOBLIX YCIYT U CTPaxoBaHUSA

(kog OKB2M 2 )
(HanmeHoBaHMe BUAa SIKOHOMUYECKON OEATE/IbHOCTH)

2 0O6LLepoCCMnCKM KacCuUKaTop BUAOB SKOHOMUYECKON AeATENbHOCTH.

Il. OnucaHue Tpy[oBbIX QYHKLMIA, BXOAALLMNX B NPOECCMOHANbHBIN CTaHAAPT (PYHKLUMOHaNbHAsA KapTa
BMOa NpodhecCnoHa bHON OeATENbHOCTHN)

0606LLeHHbIe TPYLOBbIE YHKLMUTPYLOBLIE (DYHKLIM

KOAHaVWMeHOBaHNeYypoBeHb KBanpUKaLnMHanMeHoBaHMEKOAypoBeHb (MOAYPOBEHb) KBanuguKaLmm

A
ObecneyeHne yHKLMOHNPOBAHMS CUCTEM W CPELACTB 3alMThl MH(OPMaLMKM B opraHun3aumsx KOC6
MpoBeaeHve paboT MO yCTaHOBKE, HACTPONKE U TEXHNYECKOMY 0BC/TY)KMBAHUIO CUCTEM W CPEACTB 3aLLUTHI
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nHgopmauum B opraHmsaumnax KOCA/01.66
AOMUHUCTPUPOBAHME CUCTEM U CPEACTB 3aLnThl MHpopMaLmm B opraHm3saumnsax KOCA/02.66

Peanusauuns npoweccos obecneyeHmns onepaunoHHON HafeXXHOCTN (KnbepyCTONYMBOCTI) B OPraHmn3aLmsax
K®CA/03.66

B

YnpaBaeHne nHUnaeHTamMn nHpopmaLnoHHon 6eszonacHoCcTy B opraHm3aumnax KOC7

BbiiBIEHUE 1 perncTpauns UHUMOEHTOB NH(OPMaLIMOHHOM 6e30MacHOCTK, B TOM Yucsie obHapyXeHue
KOMMbIOTEPHbIX aTak, B opraHunsaumax KOCB/01.77

PearnpoBaHue Ha UHUMLEHTbI NHGOPMaLMOHHON Be3onacHOCTM B opraHm3aumnax KOCB/02.77

BoccTaHoB/EHNE (hYHKLIMOHMPOBAHMS B3HEC-NPOLECCOB 1 TEXHOIOTMYECKMX NMPOLECCOB N 06bEKTOB
NHMOpPMaTU3aLUM NOCE Peasn3aLnn MHLUAEHTOB MH(OPMALIMOHHON 6e30MacHOCTU B OpraHn3aLmnsx
K®CB/03.77

C

AHaNIMTNYeCKoe 1 OpraHM3aunoHHOe COMPOoBOXAEHME AeATEeIbHOCTHY MO0 YNPaB/eHN0 pUCKaMm
NHopMaumnoHHon 6esonacHoOCTK B opraHmn3aumax KOC7

OnpepeneHne yrpo3 nHpopmaLMoHHon 6e3onacHoCcTU B opraHmu3auunsx KOCC/01.77

BbisiBNEeHME, UAEHTUMNKALNSA 1 OLIEHKA PUCKOB MH(OPMALIMOHHON 6e30MacHOCTU B OpraHn3aLmusx
K®CC/02.77

Cbop 1 perncTpaums MHHOPMaLMK O BbISBJIEHHLIX pUCKax MH(OPMaLMOHHON 6e3onacHoCTK B
opraHusaunsax KOCC/03.77

Pa3paboTka MeponpuaTuin, HanpaeiaeHHbIX Ha YMEHbLUEHNE HEraTUBHOIO BANSHNSA PUCKOB
NHopMaLnoHHON Be3onacHOCTK B opraHu3aumax KOCC/04.77

MOHWUTOPUHI PUCKOB MHOPMaLMOHHON 6e30NacHOCTY 1 KOHTPOJIb MOKa3aTeslel YPOBHS PUCKOB
MHopMaLMoHHON Be3onacHocTK B opraHu3aumax KOCC/05.77

ObecneyeHne MHGOPMALIMOHHON Be30MacHOCTU 3HAaYNMbIX 0OBEKTOB KPUTUYECKON NHDOPMAaLVOHHOW
NH(PaCTPYKTYpbl B opraHm3sauunsax KOCC/06.77

OpraHun3aums 3aWwnTbl MHHOPMALLMK, B TOM YMC/IE 3aLUNTbl MePCOHabHbLIX JaHHbIX, B OpraHM3aLunsax
K®CC/07.77

ObecneyeHne onepaLnoHHON HafeXXHOCTU (KnbepyCcTonYmMBOCTM) B opraHusaumsax KOCC/08.77

D

MeTononornyeckoe obecneyeHme NpoLECCOB MHOPMaLMOHHOM Be30nacHOCTN B opraHusaumnax KOC7
Pa3paboTka nonnTukm B 06n1actun obecneyeHms nHpopmaumnoHHon 6ezonacHoOCTH, NO BONpPOCaM
yrnpaBeHns puckamMmm nHHopMaLMoHHON 6e3onacHOCTU, obecneyeHmns onepaunoHHON HaleXXHOCTH
(KnbepycTonynBOCT) 1 3anTbl MHGOPMaL MK B opraHusaumax KOCD/01.77

Pa3paboTka meTogonorun obecneyeHnsa 3aWwmnTbl MHPOPMaLMM U ONEPaLMOHHON HaZEXHOCTM
(kmbepycTonumBocTun) B opraHusaunsx KOCD/02.77

Pa3paboTka MeTO40/10r MM YNPaBAEHUsI pUCKaMn MHOPMALIMOHHOM 6€30MacHOCTI B OpraHu3aLmsx
K®CD/03.77

Pa3paboTka MeTOA0M0r NN BLIBIEHUS MHLUMAEHTOB MHGMOPMaLIMOHHON 6e30MacHOCTY, pearmpoBaHns Ha
HUX 1 BOCCTAHOBJIEHNS MOCJIE UX peanmn3aumm B opraHmnsaumsax KOCD/04.77
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E

KoHTponb obecneyveHns nHgopmaLnoHHon 6e3onacHOCTM u obecneyveHne onepaLuoHHON HageXXHOCTU
(kmbepycTonineocTmn) B opraHusaunsx KOC7

MpoBeaeHNe KOHTPOJIbHLIX MPOBEPOK PaboTOCMNOCOOHOCTM U OLEHKA IPDEKTUBHOCTY MPUMEHSAEMBIX
nporpaMMHo-annapaTHbIX CPeACTB 3allnTbl MHpopMaLun B opraHunsaunsx KOCE/01.77

KOHTpOb NPOLECCOB 3alnTbl MHGOPMaLun 1 obecneyeHust onepaLMoHHON HaAeXHOCTY
(kmbepycTonumBocTmn) B opraHusaunsax KOCE/02.77

Peannsaumsa nporpaMm noBbILEHNS 0CBEAOMJIEHHOCTU opraHunsaunin KOC no Bonpocam 3alinTl
NHMopMaLun 1 obecnedyeHns onepaLnoHHON HaleXXHOCTH (KnbepyCToNYnBOCTU) B OpraHn3aLmax
KO®CE/03.77

F

OpraHu3saumsa npoueccos obecneyeHns MHopMaLMoHHOM be3onacHOCTH B opraHusaumnsax KOCs
OpraHu3saumsa ynpaBiaeHus puckamm nHgopmaLnoHHon 6e30nacHOCTM Ha BbICLLEM YMpPaBieHYeCKOM YPOBHE
B opraHmsaumax KOCF/01.88

OpraHu3saumsa obecneyeHns 3aWUTbl MHPOPMALIMM N ONEPALMOHHON HaAeXHOCTUN (KMbepyCTOMYMBOCTI) Ha
BbICLLEM YNpPaBJ/IeHYeCKOM YpOBHe B opraHunsaunsx KOCF/02.88

KOHTpoJ1b NpoLiesyp ynpasneHns puckamu nHgopmaunoHHon 6esonacHocTn n obecnevyeHns 3awmThl
NHOpPMaLUK 1 onepaLMoHHON HaleXXHOCTK (KnbepyCcToNYMBOCTH) Ha BbICLLEM YrNpPaBieHYeCKOM YPOBHE B
opraHusaunsax KOCF/03.88

CoBepLUEeHCTBOBaHME CUCTEMbI YIPaBIEHUSA puCcKaMu HopMaLoHHon besonacHocTK, obecneyeHme
3alWMTbl MHGOPMALIUN 1 ONepPaLMOHHON HaaeXXHOCTN (KnbepyCTOMYMBOCTM) Ha BbICLLEM YMPaBIEHYECKOM
ypoBHe B opraHm3auunsax KOCF/04.88

[ll. XapakTepncTuka 0606LeHHbIX TPYA0BbIX (YHKLNIA

3.1. O606LeHHas TpyaoBas hyHKUUS

HanmeHoBaHneObecnevyeHne pyHKLNOHUPOBAHNA CUCTEM U CPEACTB 3alnThl MHGOPMaLMK B
opraHm3aumnax KOCKopg

A

YpoBeHb KBanugukaumm

6

MpoucxoxaeHne 0606LLeHHON TPYA0BON DYHKLIAN
OpurnHanX3amMCcTBOBaHO U3 OpUruHana

Kofn opurunHana
PernctpaunoHHbIn HoMep NpoecCcMoHaNbHOro CTaHaapTa

B03M0OXXHbIE HaMEHOBaHNS OOJHXKHOCTEN, npodeccuinH)xeHep No 3alnTe nHpopmaumm
CrneumanucT no 3awuTe nHpopMaumn | kateropuu

Crneumanuct no 3awunTe nHpopmauuu |l kKateropum

CneumannucT no 3awuTte nHgopMaLnm

VH>XeHep-nporpaMMUCT N0 TEXHMYECKOW 3alLmTe nHpopMauum | kKateropum
VIH)XeHep-NporpaMMmnCT Mo TEXHNYECKON 3aluTe nHdopmaumm Il kKateropmm
VIHXXeHep-nporpaMMUCT Mo TeXHUYECKOW 3alunTe nHpopmaLumnm

VIHXeHep-nporpaMmmucT | kaTeropun

NHXxeHep-nporpammucT Il KaTeropumn

NHXXeHep-nporpammuct Il kaTeropum
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NH>XeHep-nporpaMmmucT

TpeboBaHma kK 0bpa3oBaHuMIo U 06yyYeHnoBLICLLIee 0bpa3oBaHue - bakanaBpuaT B 061acTK
NHopMaLnoHHoN 6e3onacHOCTK

TpeboBaHMA K ONbITY NPaKTUYeCKon paboTblNa LOMKHOCTEN C KaTeropue - onbiT paboTbl B AOKHOCTH C
6onee HU3KOM (NpeALIECTBYIOLLEN) KaTeropuen He MeHee 0HOM0 roAa

Ocobble ycnoBusa gonycka K pabote-

[pyrve xapakTepucTuku-

[ononHUTENbHbIE XapaKTEePUCTUKU

HanMeHOBaHMe OOKYMeHTa

Kona

HavmeHoBaHme 6a30BoM rpynnbl, 4OMHKHOCTKU (Mpodeccnn) nam cneunanbHoOCTH
0K32529CneumnanncTbl No 6azam AaHHbBIX U CETAM, HE BXOASALLME B ApYyrMe rpynnb
EKC 3 -AgMuHucTpaTop no obecneveHunto 6e3onacHoCTU UHDOpMaLUK
-NIH>XeHep no 3awmTe nHpopmaumm

-CneumanncT no 3aLmTe nHgpopmauum

-NIHXXeHep-NporpaMMmnCT No TEXHWYECKON 3alLUTE MHGOPMaL MK

OKIATP 4 2256 7VHxeHep no 3aLuTe nHpopmaunm

26579CneunanuncT no 3awmnTe nHHopMauum

OKCO 5 2.10.03.01MH¢opmaLmoHHas 6e30MacHOCTb

3 EQVHBIN KBaNNGMKALMOHHbIA CIPABOYHMK AO/KHOCTEN PYKOBOAMTENEN, CMELMANNCTOB U CAY)KaLLNX.
4 Obuiepoccuinckmin knaccmgukaTop npogeccuin paboumnx, LOMKHOCTEN CyKalUUX U TapudHbIX pa3psaos.
5 Obiepoccninckuin knaccudukaTop cneunanbHOCTeN No 0bpa3oBaHuIo.

3.1.1. Tpynosasa pyHKUUSA

HanmeHoBaHmnellpoBegeHme paboT Mo yCTaHOBKE, HACTPOMNKE U TEXHUYECKOMY 0BCNY)KMBAHUIO CUCTEM 1
CpencTB 3aLnTbl MHOopMaL MM B opraHmsaumax KOCKog

A/01.6

YpoBeHb (MoaypoBeHb) KBanUgrKaLmum

6

MpouncxoxxaeHre Tpynoson hyHKUUMOpUrmHan
X3aMMCTBOBaHO 13 OpuUruHana

Kopn opuruHana
PerncTpaunoHHbIi HoMep NpodeccMoHasbHOro cTaH4apTa

TpyLoBble feACTBUSYCTAHOBKA U MOHTaX CUCTEM U CPEACTB 3aluTbl UHGOPMaL MK, B TOM YUCIe CPeacTB
KpunTorpagunyeckon 3awmnTsel nHGopmauum (ganee - CK3W), B opraHusaumnsax KOC

HacTponka nporpaMMmHbiX (NporpamMMHo-anmnapaTHbIX) CPeAcTB 3alnTel UHopMaumum, B ToM yucse CK3U, B
opraHusaumnsax KoC

VicnblTaHus cucTeM 1 CpencTB 3alunTbl MHpOpMaLmMm B opraHmusaumax KOC

Ob6Hapy»xeHwue n ncrnpasaeHue ownbok B KOHUIypaL MM NPporpaMMHbIX CPEACTB 3alUTbl MHGOPMaL MK B
opraHm3saumnax KeC

TexHu4eckoe 06CnyXMBaHNE CUCTEM U CPEACTB 3alLMThbl MHpOopMaLmm, B TOM Yncne CK3U, B opraHusaumsx
KoC

ObHapy>XeHne n ycTpaHeHne HemcnpaBHOCTeN B paboTe nporpaMMHoO-annapaTHbIX (TEXHWYECKMX) CPeacTB
3aWmMThl MHOpMaLnn B opraHunsaumnax KOC
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Heobxonmmble yMmeHUATNPON3BOANTL YCTAHOBKY U MOHTaX CUCTEM U CPELCTB 3aluUThl MHOPMaLMK, B TOM
yucne CK3W, B COOTBETCTBUM C MHCTPYKLUAMM MO 3KCMyaTaLUnMm U 3KCryaTauUOHHO-TEXHUYECKMU
LOKYMEHTaMu

Mpon3BOANTL HACTPOWKY MPOrpaMMHbIX (MPOrpaMMHO-annapaTHbIX) CPeACTB 3allnThl UHOpMaLUK, B TOM
yucsie CK3W, B COOTBETCTBUM C MHCTPYKLMUAMM MO 3KCMyaTaLUMm U 3KCr1yaTauNOHHO-TEXHUYECKMU
LOKYMEHTaMu

MpoBOANTL UCMbITAHWUA CUCTEM Y CPELCTB 3alUWThl UHOPMALUKN B COOTBETCTBUMN C UHCTPYKLMAMU MO
3KCnayaTauuy 1 3KCNayaTauMOHHO-TEXHUYECKUMUN [OKYMEHTaMU

Mpon3soanTb 06HapyXeHMe n ncrnpasaeHne owmnbok B KOHMUIYpaLum NporpaMMHbIX CPEACTB 3aLUThI
NHopMaLuun

Mpon3BoanTb TeXHUYeCcKoe 06CyXBaHNe CUCTEM U CPEACTB 3auThl MHOPMaLLMM B COOTBETCTBUM C
NHCTPYKLMAMMW NO IKCATyaTauum 1 3KCNAyaTaLNOHHO-TEXHUYECKON AOKYMEHTaL el

Mpon3BoANTb YCTPaHEHWE BbISBAEHHbIX HEMCNPABHOCTEN NPOrpaMMHO-annapaTHbIX (TEXHUYECKUNX)
CPeLCTB 3alUnThl MHGOPMaLMK N NPy HEOBXOANMOCTU OPraHNU30BbIBaTb NX PEMOHT

Heobxoaunmble 3HaHMA3akoHOLaTeNbCTBO Poccuinckon degepalim, HOPpMaTUBHbIE NPaBOBbLIE aKThI,
HaLMOHabHbIE, MEXXIOCYLAaPCTBEHHbIE N MEXAYHapOoAHble CTaHAapThl B 06,1aCTK 3aLWMTbl MHAOPMaLMm
PykoBogslLme n MeToANYECKNE [OKYMEHThI YNOJIHOMOYEHHbIX (hefepasibHbIX OpraHoB UCMOAHUTENBLHON
BJTaCTU, HOpMaTUBHbIE akTbl baHka Poccun B 06i1acTu 3aWwmThl MHGOpMaL UK

CoBpeMeHHbIe UH(HOPMALMOHHbIE TEXHOMOr UK (ONepaLMoHHbIE CUCTEMbI, 6a3bl AaHHbIX, BEIYNCANTENbHbIE
ceTn)

Yrpo3bl 6€30NacHOCTU MHGOPMaLIMM B aBTOMAaTMU3MPOBAHHbLIX CUCTEMAX

MeTonbl 1 cpefcTBa 3aWnThbl UHGOPMaLMK, B ToM Yucne CK3U, B aBTOMaTU3UPOBAHHbLIX CUCTEMAX
OpraHun3aunoHHO-pacnopaguTesibHble JOKYMEHTbI MO 3awuTe nHhopMaL i B aBTOMaTU3NPOBAHHbIX
cucTemMax B opraHmsaumax KOC

TexHn4YeckKme onmcaHns n MHCTPYKLUMK (PYKOBOACTBA) MO 3KCMyaTauum CUCTEM 1 CPEACTB 3alnThl
NH(popMauun, B ToM Yucne CK3W, B aBTOMaTU3MPOBAHHbLIX CMCTEMAX

MopsLoK OpraHn3aLnmy TeEXHNYECKOro 06CnyXMBaHNSA CUCTEM U CPeACTB 3alLMThl MHopMaLMK B
COOTBETCTBUMN C UHCTPYKLUMAMU 1 SKCNIyaTaLMOHHO-TEXHUYECKON LOKYMEHTaunen

MopsfoK yCTpaHeHMS HEeMCNPABHOCTEN 1 OpPraHn3aL M peMoHTa NPorpaMMHO-annapaTHbIX (TEXHUYECKUX)
CpeLnCTB 3aWmnThl MHOpPMaL MK

[pyrvne xapakTepucTukun-

3.1.2. TpynoBas (hyHKLNA

HanmeHoBaHNeALMUHUCTPUPOBAHNE CUCTEM N CPEeACTB 3amnThl MHpopMaummn B opraHm3aumax KOCKog
A/02.6

YpoBeHb (MoaypoBeHb) KBaANGmKaLum

6

MpouncxoxxaeHre Tpynoson hyHKUUMOpUrmHan
X3anMCTBOBaHO U3 OpuUrnHana

Kopn opurvHana
PerncTpaunoHHbIA HoMep NpoeccMoHaLHOro cCTaH4apTa

Tpynosble genctenaOnpepeneHne cocTaBa 1 NOpsAKa NPUMEHEHNS NPOrpaMMHO-annapaTHbIX CPeacTB
3aWMTbl MHDOPMaLMK B opraHnsaumnsax KOC

KoHgurypupoBaHue nporpaMMHo-annapaTHbIX CPeACTB 3alinTbl MHGOPMaLM B ONEePaLIMOHHbIX CUCTEMaXx
B opraHmsaymax KoOC

KOHTPOJIb KOPPEKTHOCTU PYHKLIMOHNPOBAHUA NPOrpaMMHO-anmnapaTHbIX CPeaCcTB 3allnTbl MHOopMaumn B
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onepaumoHHbIX CUCTeMax B opraHm3aunax KOC

YnpasneHve npaBaMu rnonb3oBaTesierl aBTOMaTU3UPOBAHHON cUCTEMbI B opraHm3aumnsax KOC
Ob6ecneyeHune 6e3onacHOCTK MHGOPMaLMK C y4eToM TpeboBaHNs 3PHEKTUBHOIO hYHKLMOHMPOBAHNS
aBTOMATU3NPOBAHHOWN CUCTeMbl B opraHu3aunsax KOC

YnpaBneHne aHTUBMPYCHOW 3aLLMTOM OnepaLMOHHbIX CUCTEM B COOTBETCTBUN C LENCTBYOLLNMU
TpeboBaHMAMK B opraHusaumax KOC

KoHTponb cobnofeHus TpeboBaHMI K 3aimTe MHOpMaLMK Npy YCTaHOBKE NPOrpaMMHOro obecneveHns,
BKJ1I04as aHTMBUPYCHOE nporpaMMHoe obecneyeHune, B opraHusaumax KOC

Heobxoamnmble ymeHusaMNNaHMpoBaTb NOANTHKY 6€30MacHOCT KOMMOHEHTOB (ONepaunoHHbIX CUCTeM, 6a3
AaHHbIX, KOMMbIOTEPHbLIX CETEN, NMPOrpaMMHbIX CUCTEM) aBTOMAaTWU3MPOBAHHON CMCTEMbI B OpraHmn3aumax
KoC

OueHmBaTb yrpo3bl 6e30MacHOCTM MHOPMaL MM B opraHmdauunsax KOC

YcTaHaBAMBaTb 1 HAaCTPauBaTb ONepaLMOHHbIE CUCTEMbI, CUCTEMbI YpaBieHus 6azaMm gaHHbIX,
KOMMbIOTEPHbIE CETU 1 NPUKIaLHOE NporpaMMHoe obecneyeHme C yyeTom TpeboBaHMin No obecneyeHmno
3alMThl MHhOpMaLLUK

MpoTuBOAENCTBOBaTbL Yyrpo3am 6€30nacHOCTU NHGOPMaLIUK C UCMOJIb30BaHWEM BCTPOEHHbIX CPEACTB
3alWMThl MHPOPMALIUKN ONepPaLMOHHbIX CUCTEM

BbibupaTb pexxumsl paboTbl MporpaMMHO-annapaTHbIX CPeACTB 3alnTbl MHGOPMaLMK B ONEPaLMOHHbIX
cncTeMax

HacTpauBaTb aHTUBMPYCHbIE CPeLCTBa 3aLUThl UHPOPMaLUKM B OrepaLMoHHbIX CUCTEMAX
YcTaHaBnMBaTb 0OHOBMEHNS NPOrpaMMHOro obecneyeHus N CPeacTB aHTUBMPYCHON 3aLUUThl

MpoBOONTE MOHUTOPUHI PYHKLIMOHUPOBAHNSA NPOrpaMMHO-anmnapaTHbIX CPeACTB 3allnTbl MHGopMaLMm
OueHnBaTb ONTMMaJIbHOCTb BbibOpa NPOrpaMMHO-anMnapaTHbIX CPEACTB 3alUTbl MHGOPMaLMKN 1 NX
peXxnmMoB (hYHKLIMOHMPOBAHNA B OrnepaLMOHHbIX CUCTEMax

Heobxogumble 3HaHMA3aKoHO4aTENbCTBO Poccuinckon ®emepauum, HOpMaTUBHbIE MPABOBLIE aKThI,
HaLMOHabHbIE, MEXXIOCYLAaPCTBEHHbIE N MEXAYHapoaAHble CTaHAapThl B 06,1aCTK 3aLWMTbl MHAOPMaLMm
PykoBogasLLMe N METOANYECKNE AOKYMEHThI YMOJHOMOYEHHbIX (hefepaibHblX OPraHoOB NCMOAHUTENbHON
BJTaCTU, HOPMaTUBHbIE akTbl baHka Poccun B 061acTu 3aWwmThl MHGOpMaL UK

MpuHLUMNbI HOPMUPOBAHNA NONUTUKM MHDOPMALMOHHON 6e30NacHOCTY B aBTOMATU3NPOBAHHbIX CUCTEMAX B
opraHusaumnsax KoC

MpUHLMMABI NOCTPOEHUS N PYHKLIMOHUPOBAHMA COBPEMEHHbIX ONepaLOHHbIX CUCTEM, CUCTEM YyrnpaBieHus
6a3amMn JaHHbIX N KOMMbIOTEPHbIX CeTeN

MporpamMMHo-annapaTHble CpeacTBa obecrneyeHns 6€30nacHOCTU MHGOPMaLIUK B TUMOBLIX ONePaLNOHHbIX
cMcTeMax, cucTemax ynpasneHns 6azamm gaHHbIX, KOMMbIOTEPHbIX CETAX

OCHOBHble KpuATOrpamyeckme MeToabl, aJirOPUTMbl, MPOTOKOJIbI, UCMOAb3yeMble A8 obecnevyeHuns
6e30nacHOCTY NH(OPMaLIMM B aBTOMATU3MPOBAHHbIX CUCTEMAX

MpUHLMNLI OpraHn3aLmnm U CTPYKTYpa NOLCUCTEM 3aLLUUTLI COBPEMEHHbIX ONEPaLMOHHbIX CUCTEM, CUCTEM
ynpaBneHuns 6azamMm faHHbIX U KOMMbIOTEPHbIX CETEN

Mopsapok peannsaunm MeToLoB U CPeACTB aHTUBMPYCHOM 3alMThbl B ONepPaLNOHHbIX CMCTEMAX

MpyHUMnibl paboTbl M NpaBuaa 3KCNayaTauumn NporpaMMHo-annapaTHbIX CPEACTB 3allnTbl MHopMaLmm
PyKOBO,EI,ﬂLLI,I/Ie n MmetTognyeckne OOKyMeHTbl YNOJIHOMOYEHHbIX cpep,epaanblx OpraHoB NCNONHUTENBHON
BJIACTM MO 3almTe nHpopmaunn n obecrnevyeHunio 6€30MacHOCTN KPUTUYECKON MHGDOPMALIMOHHON
NHPaCTPYKTYPbI

OCHOBHble Mepbl MO 3aLnTe MHPOPMaLMM B aBTOMaTU3MPOBAHHbLIX CUCTEMaX (OpraHn3aLnOoHHbIE,
npaBoOBble, MPOrpaMMHO-anmnapaTHble, KpUNTorpaduryeckmne, TeXHNYecKne) B opraHunsauusax KOC

[pyrue xapakTepucTuku-
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3.1.3. Tpynosasa pyHKUUSA

HanmeHoBaHmePeanusaums npoueccos obecneyeHms onepaLoHHON HafeXHOCTH (KnbepyCTon4MBoCTU) B
opraHusaunsax KOCKog

A/03.6

YpoBeHb (MoaypoBeHb) KBanugurKaLlmm

6

MpouncxoxxaeHve Tpynoson hyHKUUMOpUrmHan
X3anMCTBOBaHO U3 OpuUrnHana

Kopn opuruHana
PerncTpaunoHHbIA HoMep NpoeccMoHaLHOro cTaHhapTa

TpyLoBble feCTBUSPeann3aLna 1 CoBepLUeHCTBOBaHME npoueccoB obecnevyeHuns onepaLmoHHoON
HaOeXHOCTN (KMbepyCcTonyYnBoCTM) B opraHmnsaumax KOC

dopMnpoBaHMe OTHETHOCTM O 3aluTe nHopMaumm n 06 obecneveHnm onepaLMoHHON HaAEXHOCTK
(kmbepbezonacHocTn) B opraHm3aummn KOC

ObecneyeHne He0bX0AMMOro YPOBHS 3peNoCTH (MOJIHOTHI 1 KayeCTBa) MpoLeccoB obecrneveHuns
onepaLynoHHON HaaeXHOCTH (KubepycToninmsocTu) B opraHusaumnax KOC

Heobxoanmble yMEHUSAHANN3MPOBATL U NMPUMEHATbL METOAONOrMYECKYto 6a3y, TpeboBaHMs
3aKoHozaTenbCcTBa Poccminckon ®epepaunm, HOPMaTUBHbLIX akToB baHka Poccum, mexxayHapoaHbIX v
HaLMOHaAbHbIX CTaHAapToB B 06iacTy obecnevyeHuns onepaLMoOHHON HageXHOCTW (KnbepyCcTon4mBoCcTr) B
opraHmsaunsax KeC

Pa3pabaTbiBaTbh NPeasoKeHNs N0 COBEPLUEHCTBOBAHMNIO MeTOL0 0K obecrneyeHuns onepaLioOHHON
HaOeXXHOCTN (KnbepyCTonyYnBoCcTMn) B opraHmnsaumax KOC

MpYMeHATb OpraHM3aLnoHHbIE N TEXHNYECKME Mepbl 0becrnevyeHuns onepaLMioOHHON HaaeXXHOCTY
(kmbepycTon4meocTur) B opraHusaumax KOC

BHOCKTb NpennoXeHns 06 n3MeHeHUN KOHTPOJIbHLIX MOKa3aTesien YPOBHSA PUCKOB UH(OPMaLMOHHOW
6e3onacHoOCTK B opraHu3aumnsx KOC

AHaNM3MpoBaTb TEXHNYECKYIO NOKYMEHTaLUM0 Ha 06bekTax nHpopMaTnsaumm B opraHmsaumax KOC

Heobxogumble 3HaHMA3aKoHOAATENLCTBO Poccuinckon ®enepaumn, HOpMaTUBHbIE MPABOBLIE aKThI,
HaLMOHa/bHbIE, MEXOCYAAaPCTBEHHbIE N MeXAYHapOAHble CTaHAapThl B 06/1aCTK 3aWMThl MHGOPMaLUN,
peanunsaunm N KOHTPOSA NpoLeccoB obecneyeHns onepaLuoHHON HageXHOCTU (KubepyCcToninBoCTm) B
opraHusaumnsax KoC

PykoBogsLLMe N MeTOANYECKMNE OKYMEHTbI YMOJIHOMOYEHHbIX (hefepasibHblX OPraHOB NCMOSHUTENbHON
BJ1ACTW, HOPMaTMBHbIE aKTbl baHka Poccum B 061aCTh 3alnTbl MHDOPMaLMK, peann3aunm n KOHTPoS
npoueccoB obecneyvyeHmns onepaLUnoOHHON HaJeXHOCTU (KnbepycTonynBocTu) B opraHnsaumsax KOC
MpuHUKMnbl obecneyveHns onepaLoHHON HageXHOCTU (KMbepyCToMn4nMBOCTM) B opraHu3aunsx KOC
ba30BbIN COCTAB OpraHn3aLMOHHbIX, TEXHOJIOTNYECKUX N TEXHUYECKNX Mep obecnevyeHuns onepaLMioHHON
HaOeXXHOCTN (KMbepyCTonyYnBoCTM) B opraHmnsaumax KOC

MoaxoAdbl K CerMeHTaUUN BbIMUCANTENbHBIX CeTelr B opraHm3aumnax KOC

Cneunduka nnaTexHbIX NPoLEeCccoB B opraHm3aunax KOC

OcHoBbl 0becneyeHmns 6e3onacHOCTM 06bEKTOB MHOPMATM3aLMM NPUKIAAHOIO YPOBHS B OPraHmM3aLunsx
KoC

MooxoAdbl K NOATBEPXAEHMIO peann3aunm QyHKLMA 6e30NacHOCTN 1 KOHTPOJIA (Hannymns) ysa3BuMocTen
06bEKTOB MHOPMaTM3aLMM NPUKSIAAHOIO YPOBHSA B opraHm3dauunsax KOC

[pyrune xapakTepucTuku-

3.2. O6obuieHHas TpynoBas MyHKLUMS
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HanmeHoBaHneYnpaBneHme NHUUAEHTaMN NHGOPMaLIMOHHON B6e3onacHoCTM B opraHm3auunsx KOCKog
B

YpoBeHb KBaungpukauum

7

MpoucxoxaeHne 0606LeHHON TPyA0BON DYHKLUMOPUrMHaN
X3auMCTBOBaHO U3 OpuUrnuHana

Kopn opuruHana
PerncTpauunoHHbIn HoMep NpodecCcnoHaNLHOro CTaH4apTa

B03MOXXKHble HaUMeHOBaHUA OOHKHOCTEN, npodeccunCneymanncT no nHGopmaLnoHHon besonacHoCTK
BeayLwun cneumanncT no 3awmte nHdopmaumnm

TpeboBaHuns k 0bpa3oBaHuio 1 06y4eHuOBLICLIee 0bpa3oBaHKe - CneunanMTeT UAU MarucTpaTypa B
obnacTu nHgopmaumoHHoN besonacHOCTH

TpeboBaHMA K ONbITY NPaKTU4eckon paboThi-

Ocobble ycnosus gonycka kK pabote-

[pyrvne xapakTepucTukun-

[JononHuTenbHbIe XapakKTEPUCTUKN

HanmeHoBaHWe JOKyMeHTa

Koz

HaumeHoBaHme 623080 rpynnbl, 4OHKHOCTU (NPodeccnm) nam cneLmanbHOCTM
0OK32529CneumnanncTsl no 6a3am OaHHbIX U CETSM, HE BXOASLINE B ApYyrue rpynnsb
EKC-AoMuHmncTpaTop no obecneveHnto 6e30nacHOCTM UHGOPMaLun

-MH>XeHep no 3awmTe nHdopmaLmm

-NHXXeHep-NporpaMMmUCT No TEXHWYECKON 3alLNTE NMHGOPMaL MK

-Cneumannct no obecneyveHmnio 6€30nNacHOCTU NHMOPMALIAN B KITHOYEBbIX CUCTEMAX MH(OPMALIMOHHON
NHPaCTPYKTYPBbI

OKNATP22567WH>xeHep no 3awmTe nHhopMaLmnm

26579CneunanncT no 3awnTe nHopmaumm

OKC02.10.04.011HhopMaLmoHHasa 6e3onacHoCTb

2.10.05.01KomnbloTepHas 6e3onacHOCTb

2.10.05.02/HdopMaumoHHas 6e30NacHOCTb TENEKOMMYHMKALMOHHbBIX CUCTEM
2.10.05.031HpopMaLnoHHas 6€30nacHOCTb aBTOMaTU3NPOBAHHLIX CUCTEM
2.10.05.04NHopMaLIMOHHO-aHaNNTYECKE CUCTEeMbI 6€30MacHOCTM
2.10.05.05be30nacHOCTb MHMOPMALIMOHHbBIX TEXHOJIOMMIA B MPaBOOXPaHUTENLHOW Cdhepe
2.10.05.06KpunTorpadus

2.10.05.07MpoTuBOAENCTBUE TEXHNYECKUM pa3BeaKaMm

3.2.1. TpynoBas (hyHKLNA

HanmeHoBaHWeBbISBNEHNE 1 perncTpaumns MHLMAEHTOB MHOPMaLIMOHHON 6e30nacHOCTK, B TOM Yucie
obHapy>XeHne KOMMNbIOTEPHbLIX aTak, B opraHm3aunax KOCKog

B/01.7

YpoBeHb (MoaypoOBEHb) KBaNGMKaL

7

MpoucxoxxaeHne TpyaoBoN yHKLMMOPUrnHan
X3anuMCTBOBaHO U3 OpuUrnHania

Kopn opurvHana
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PerncTpaunoHHbI HoMep NpodeccMoHabHOro CTaHaapTa

TpyZoBble AeAcTBUSONEPaTUBHBIN MOHUTOPWHT 1 BbISIBIEHNE COBLITMI MHGOPMaLMOHHON 6e30MacHOCTK, B
TOM yucne obHapyXeHne KOMMbIOTEPHBIX aTak, B opraHm3aumnsax KOC

C6op AaHHbIX ANs perncTpaumm cobbliTuin MHGOPMaLMOHHON 6e30MacHOCT, B TOM YNC/IE KOMMbIOTEPHbIX
aTak, B opraHmsauunsx KoecC

ObecneyeHne HYHKLNOHNPOBAHUSA MEXAHU3MOB N NHULMATUBHOMO MHDOPMMPOBAHNS Noapa3aesieHni,
OTBETCTBEHHbIX 3@ YMpaBJeHne puckamm MHPopMaLMoHHon be3onacHoCTH, paboTHMKOB opraHusaunin KOC
0 cobbITNAX MHOPMaLMOHHOM Be3onacHOCTU B opraHm3aumnsax KOC

OpraHusaums n BbiMOJHEHNE OEATENLHOCTY MO NOMYYEHNIO N NCMOb30BaHNIO CBEAEHNI 00 aKTyanbHbIX
NHAMKaTopax KoMnpoMeTaumm 06beKTOB MHGOPMaTMN3aL MK B opraHmn3aumax KOC

ABTOMaTU3aLNA NpoLeayp BbISBNEHUS HANNYNSA NHANKATOPOB KOMMpoMeTauun B opraHunsaymsax KOC

Cbop n perncTpauns nHhopmaumm ob nHUMAEHTaxX NHGOPMaLMOHHON 6e3o0nacHOCTY B opraHmn3aumax KOC

Heobxogumble yMeHUSAHaNM3NPOBATL U NPUMEHATL METOoA0M0rnYeckyto 6asy, TpeboBaHus
3aK0HOZaTeNbCTBa Poccninckon Pegepaunm, HOPMaTUBHBLIX akTOB baHka Poccun, mexxayHapogHbIX 1
HaLMOHabHbIX CTaHAaPTOB B 061aCTy 3alnThl MHDOPMauuK, obecneyeHnss HHOPMaLMOHHON
6e30nacHOCTY, yNpaBieHnsa pUuckamm NHPOPMaLIMOHHOM Be3onacHoCTU B opraHu3aunsx KPC, a Takxe
obHapy)XeHus, NpeaynpeXxaeHns u MINKBNAaLNM NoCneaCcTBUN KOMMbIOTEPHbIX aTak, MPOBEAEHHbIX B
OTHOLUEHUNN 3HAYUMbIX 0O EKTOB KPUTUYECKON MHDOPMALMOHHON NHPPACTPYKTYpbl opraHm3aunin KOC, n
pearnpoBaHMsa Ha KOMMbOTEPHbIE UHLMAEHTI

HacTpamBaTb cpeacTBa (areHTbl, MHTepdelchl) cbopa TEXHNYECKUX AaHHbIX A4 BbiaBAeHNS COBbITUN
NHMopMaLMOHHON Be3onacHOCTY B opraHu3aumax KOC, B Tom yncie ans 0bHapy>XeHUs KOMMNbIOTEPHbIX
aTakK

OcywiecTBnATb paboTy C TEXHUYECKMMM CPeACTBaMM 3aLLNTbl UHDOPMALMKN U CUCTEMAMK, Pean3yoLLNMn
(OYHKUMKN yNpaBIeHUS MHUMAEHTaMN MHOPMaLMOHHOM 6e30nacHOCTN B opraHusaumnax KOC
AHaNM3MpoBaTb TEXHNYECKNE AaHHblE, CBUAETENbCTBYIOLMNE O BOSHUKHOBEHUMN COBLITUA NHGOPMALIMOHHON
6e3onacHoOCTK B opraHmnsaumax KOC, B Tom yucne 06 obHapy)XeHnn KOMMbIOTEPHbIX aTak

®opMMpoBaTb OTYETHOCTb O BbISIBJIEHHbIX COOLITUAX N MHUMAEHTAX NHGOPMaLMOHHON B6e30MacHOCTM B
opraHm3saumnax KoeC

Heobxogumble 3HaHMA3aKoHOAATENLCTBO Poccuinckon ®enepauumn, HOpMaTUBHbIE MPABOBLIE aKThI,
HaLMOHaNbHble, MEXIOCYLapCTBEHHbIE N MeXAYHapoaAHble CTaHAapThl B 061aCTu 3almThl MHOpMaLLnK,
obecneyeHns NHGHOPMaLMOHHOM 6e30MacHOCTY, YNpaBieHUs PUCKaMn MHOPMaLMOHHOM 6e30MacHOCTH B
opraHmsaumnsax KoeC

3akoHodaTenbCcTBO Poccuinckon ®egepaLm, HOPMaTHBHbIE MPaBOBble aKThbl, HALMOHAMbHbIE,
MeXXroCyAapCTBEHHbIE 1 MeXAYHapOAHble CTaHAAPThbl B 06/1aCTW 3aMThl MHGOpMaLUn, obecneyeHuns
MH(OPMaLMOHHON Be30MacHOCTHY, yrpaBieHUs pruckaMmm MHGOPMaLMOHHOM 6e30MacHOCTY B OpraHn3aumnsx
K®C, a Takxxe 06Hapy>XeHUs, NpeaynpexxaeHnsa 1 IMKBUAaLMN NOCNeACTBUIA KOMMbIOTEPHBIX aTak,
NpoBeAEeHHbIX B OTHOLLEHNMN 3Ha4YNMbIX 06 HEKTOB KPUTUYECKOW MHDOPMALLMOHHON NHPPACTPYKTYPbI 1
pearnpoBaHMsa Ha KOMMbOTEPHbIE MHLUMAEHTI

PyKOBO,EI,ﬂLLI,I/Ie n MmetTognyeckne OOKyMeHTbl YNOJIHOMOYEHHbIX cpep,epaanblx OpraHoB NCNONHUTENBHON
BNACTW, HOPMaTUBHbIE aKTbl BaHka Poccun B 0bnacTu 3awwimThl MHOpMaLmMK, obecrneyvyeHns
MH(OPMaLMOHHOM 6e30MacHOCTH, YNpaBAeHNS pUCKaMm MHGOPMaLMOHHOM 6e30MacHOCTY B OpraHn3auusx
K®C, a Takxxe obHapy>xeHUs, npefynpexaeHns n AMKBUAaLMN NOCNeACTBUIA KOMMbIOTEPHBIX aTak,
NpoBeEeHHbIX B OTHOLIEHUN 3HaYNMbIX 0O BEKTOB KPUTNYECKON MH(POPMALMOHHON MHPPACTPYKTYpPbI,
pearnpoBaHMsa Ha KOMMbOTEPHbIE UHLMAEHTI

OCHOBHbIE YS13BMMOCTM W YIFPO3bl HAPYLUEHNS 3alMThl UHGOPMaLUK, XapaKTepHble a5 opraHusaunin KOC
ba3oBbI cOCTaB U (DyHKLI,I/IOHaJ'IbeIe BO3MOXXHOCTU TEXHNYECKNX CpencTB c6opa TEXHUNYECKNX OaHHbIX ONd
BbISIBSIEHUS COBLITUI MHGOPMALMOHHOM 6€30NacHOCTH, B TOM Yncie obHapy>XeHUs KOMMNbIOTEPHbIX aTak, B
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opraHm3saumnax KeC

MpHLMNLI NOCTPOEHUS cncTeM obecnevyeHuns 3alnTbl UHDOPMaLMKN 1 ONEPaLIMOHHON Hae)XXHOCTH
(kmbepycTonineocTmn) B opraHusaunsax KOC

I'Iouxouu K HaCTp0I7IKe cpencTs c60pa TeXHN4YeCKUX AaHHbIX ONAa BblidBNeHNA cobbITUI 1 NMHUNOEHTOB
NHpopMaLnoHHon 6e3onacHoCTK B opraHu3aumax KOC, B ToM 4ymcie 0bHapyXeHNs KOMMbIOTEPHbIX aTak
Cneunduka nnaTexHbIX NPoLEeCccoB B opraHm3aunax KOC

TunnyHble COBLITUA U NHUNAEHTbI MHGOPMaLMOHHON Be3onacHOCTM B opraHm3auunsax KOC

MoaxoAdbl K ONMCaHWUIO CLLeHapueB peannsaunm MHUMAEHTOB MHGOpMaLnoHHON 6e3onacHoCT B
opraHmsaunsax KeC

Opyrue xapakTepucTrkm-

3.2.2. TpyLoBas pyHKUUA

HanmeHoBaHnePearnpoBaHne Ha MHUUAEHTbI MHPOPMaLMOHHON B6e3onacHOCTM B opraHm3aunax KOCKoa
B/02.7

YpoBeHb (MoaypoOBEHb) KBaINMKaLn

7

MpoucxoxxaeHne TpyaoBoN yHKLMMOPUrMHan
X3anMCTBOBaHO U3 OpuUrnHana

Kopn opurvHana
PerncTpauunoHHbIn HoMep NpodecCcnoHaNbHOro CTaH4apTa

TpyZoBble AeACTBUSPeann3auna nopsaka pearnpoBaHnsa Ha MHUUAEHTbI MHADOPMaLMOHHON 6e30nacHOCTH
B opraHusaunsax KOC

C6op nHtopmaLmn 06 NHLUMAEHTaX MHAOPMaLMOHHON 6e30nacHOCTY B opraHusaumax KOC, nx
KfacCumnKaLns U oLeHKa KPUTUYHOCTK

BbinosiHeHVe [eCTBUA MO pearMpoBaHUo Ha MHLMAEHTbI MHGOPMaLMOHHOM 6e30MacHOCTH B COOTBETCTBUM
C eVHbIMKM MpaBuIaMu 1 NpoLenypaMy pearmpoBaHus Ha Takne MHUNAEHTHI B opraHu3aumax KOC
Pa3paboTka eanHbIX NpaBua 1 NPOLEAYp pearnpoBaHns Ha NHUMAEHTbI MHOPMaLMOHHON 6e30nacHOCTH B
opraHmsaumnax KeC

OcyLiecTBneHne B3aUMOAENCTBMA C NogpasaeneHmamm opraHmnsaunmn KOC, baHkom Poccun,
thenepanbHbIMK OpraHammn UCMOJIHUTENbHON BAACTM U UHBIMUW YMOAHOMOYEHHbLIMW OPraHM3aunsaMm B
paMKax pearMpoBaHns Ha MHUMAEHTbI MHGOPMaLMOHHON 6€30MacHOCTH, B TOM YMcie 0bHapy>XeHus,
npeaynpexaeHns 1 NMMKBMAaLMM NoCNeACTBUA KOMMbIOTEPHbIX aTak B opraHun3auun KOC, a Takxe ¢
BHELUHUMM 3aUHTEepPeCcoBaHHbIMU OpraHn3aunsaMun

WHdopmupoBaHue baHka Poccmm 06 nHumnaeHTax UHGOPMaLMoHHOM 6e30nacHOCTY B opraHusaumax KOC s
yCTaHOBJIEHHOM MOpALKe

Heobxoanmble yMEHUSAHANN3MPOBATL U NMPUMEHATbL METOAONOr MYeCKyto 6a3y, TpeboBaHuMs
3aKoHodaTenbCTBa Poccuinckon ®epepaunm, HOPMaTUBHLIX akTOB baHKa Poccun, MexayHapoaHbIX 1
HaLMOHabHbIX CTaHAAPTOB B 06/1aCTU yNpaBaeHNS puckaMmn nHGopMaLMoHHo 6e3onacHocTHy,
obecneyeHns 3almThl MHPOPMALUK N ONEPaLMOHHON HaAEXHOCTM (KMbepyCcTONYMBOCTI) B OpraHn3aLnax
KoC

HacTpanBaTb cpencTBa (areHTbl, MHTepdelchl) cbopa TEXHNYECKUX AaHHbIX A5 BbiABAEHNS COBbITUN
MH(opMaLMoHHoN Be3onacHOCTK B opraHu3aumnsax KOC

OcywecTBnsTb paboTy € TEXHUYECKUMW CPEACTBAMY 3aLUTbl MHGOPMALMKN 1 CUCTEMAMU, Peasn3yoWwnmum
(OYHKLMKN YNpaBAeHNS MHUMOEHTaMN MHAOPMaLMOHHOM 6e3onacHOCTK opraHm3aumnin KOC
AHann3npoBaTb TEXHNYECKNE AaHHble, CBMAETENLCTBYIOLME O BOSHUKHOBEHUN COBLITUA MHADOPMALIMOHHON
6e3onacHOCTK B opraHm3aumnsx KOC
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®opMUPOBaTb OTHETHOCTb O BbISIBAEHHbIX COBLITUAX N UHLMAEHTAX MHHOPMaLMOHHON 6e30nacHOCTH B
opraHmsaumnsax KeC

MpyMeHATb Mepbl, HaMpPaBJ/IEHHbIE Ha CHUXXEHME THXKECTWN NOCAeACTBUN peannsaunm MHUNLEHTOB
MHOopMaLMOHHON 6e30nacHOCTY B opraHmn3aumax KOC

MpMeHATb METOA0JI0T M0 OLIEHKM MOTEeHLMaNna BANSHNA (KPUTUYHOCTIW) NHLNAEHTA NHGOPMALIMOHHON
6e3onacHocTy opraHm3auun KOC

Heobxoamnmble 3HaHMA3aKoHOLaTeNbCTBO Poccuinckon ®egepaummn, HopMaTMBHbIE akTbl baHka Poccun,
MeX[yHapofhHble U HalMoHabHble CTaHAapThl B 061acTn obecnevyeHns nHpopMaLnoHHon besonacHoCTy,
ynpaBfieHnsa puckamu nHpopMaLMoHHon 6e3onacHoCcTU B opraHm3auunsax KOC

3aKkoHogaTenbCTBO Poccuinckon ®epepaLim, HOpMaTHBHbIE NPABOBbIE aKThbl, HALMOHA/IbHbIE,
MeXXroCyAapCTBEHHbIE N MEXAYHAPOAHbIE CTaHAAPThI B 061aCTK 3alWnThl HGOpMaLun, obecneyeHns
MHGOPMaLMOHHOM 6e30MacHOCTY, yNpaBAeHUs pucKkaMmm MHGMOPMaLMOHHOM 6e30MacHOCTY B OpraHn3aumnsx
KoC

PykoBogsLLMe N MeTOANYECKME OKYMEHTbI YMOJHOMOYEHHbIX (hefepalibHblX OPraHoB UCMOSHUTESIbHON
BNACTW, HOPMaTUBHbIE aKTbl BaHka Poccun B 0bnacTu 3awwimThl MHopMaLmMK, obecneyveHns
MH(OPMaLIMOHHON 6e30MacHOCTH, YNpaBAeHUS pPUCKaMm MHGOPMaLMOHHOM 6e30MacHOCTY B OpraHn3auusx
K®C, a Takxe B 0bnactu 0bHapyxeHuns, npefynpexaeHns u MMKBUAaLnM nocneacTBUN KOMMNbIOTEPHbIX
aTakK, MPOBEeEHHbIX B OTHOLIEHNWN 3HAa4YUMbIX 0O BEKTOB KPUTUHECKON NH(OPMALIMOHHON MHGPACTPYKTYPbI,
pearnpoBaHMsA Ha KOMMbOTEPHbIE UHLMAEHTI

OCHOBHbIe YA3BUMOCTMW U Yrpo3bl HAapYLUEHNS 3alnThl MHPOPMaLUK, XapakTepHble Ana opraHusaumin KOC
ba30BbIN COCTaB M HYHKLMOHANbHbIE BO3MOXXHOCTN TEXHUYECKUX CPeACTB cObopa TEXHNYECKUX AAHHbIX ONS
BbIiBAEHUS COBLITUI MHGOPMaLMOHHOM 6e30nacHoCTH B opraHusaumsax KOC

MpUHUMNBI NOCTPOEHUS cMcTeM obecneyeHuns 3aWwmnTbl UHGQOPMaLMKN 1 ONEPaLIMOHHON HaLEXHOCTH
(kmbepycTonumBocTur) B opraHusaunsx KOC

MooxoAdbl K HAaCTpomKke cpeacTB cbopa TEXHUYECKNX AAHHbIX A5 BbIABAEHMSA COBbITUA N MHUNOEHTOB
MHOopMaLMOHHON 6e30nacHOCTY B opraHmn3aumax KOC

TunuyHble cobbITUS U MHUNAEHTbI MHDOPMaLMOHHON 6e30nacHOCTU B opraHu3aumax KOC

Cneunduka nnaTexHbIX NPoLEeCccoB B opraHm3aunax KOC

MpuHUMNbl paboTbl C TEXHUYECKMMN CPEACTBAMM 3aLLMTbl MHDOPMALIMK, PeaM3yoWMMN GyHKLUN
ynpaB/eHNA UHUMAEHTaMM MHGOPMaLMOHHON 6e30MacHOCTU B opraHmu3aumax KOC

MoAaxo4bl K ONUCAHMIO CLIEHAPMEB peasn3aun UHLUUAEHTOB MHADOPMaLMOHHON 6€30NacHOCTU B
opraHusaumnsax KoC

[pyrvne xapakTepucTukn

3.2.3. TpyLnoBas (hyHKLHNA

HanmeHoBaHneBoccTaHoBEHME (DYHKLMOHUPOBAHUS BM3HEC-NPOLLeCCOB U TEXHOIOMMYECKUX MPOLLECCOB U
06BbEKTOB MHDOpPMaTM3aLMK NOCNE peann3aunm UHLUAEHTOB MHOPMaLMOHHON 6e30nacHOCTH B
opraHm3saumnax KOCKopg

B/03.7

YpoBeHb (MoaypoBeHb) KBanuguKaLlmm

7

MpouncxoxxaeHve Tpynoson pyHKUUMOpUrmHan
X3anMCTBOBaHO U3 OpuUrnHana

Kopn opuruHana
PerncTpauunoHHbIn HoMep NpodeCcCnoHaNbHOr0 CTaH4apTa
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TpyZoBble AeicTBUSIPeann3auns nopsiaka BOCCTaHOBIEHNA (DYHKLIMOHWPOBaHNS B3HEC-NPOLLECCOB 1
TEXHOJIOrMYeCKMX NPoLLEeCCOB U 06BEKTOB MHOPMaTM3aLUKM NOCSe peannsaunm NHUNLEHTOB
NHopMaLnoHHoN 6e3onacHoOCTK B opraHmn3aumax KOC

BbiNonHeHNe AeNCTBUA NO BOCCTAaHOBIEHNIO PYHKLIMOHMPOBaHNSA BU3HEC-NMPOLECCOB N TEXHONOTUYECKUX
npoweccoB 1 06bEKTOB MHOPMaTM3aL MM NOC/e MHLMAEHTOB NHGOPMaLOHHON 6e30macHOCTM B
COOTBETCTBUM C €ANHBIMY MPaBuIaMn 1 nNpouesypaMu nocsie peaansaunm Takux NHUMOEHTOB B
opraHusaumnsax KoC

Pa3paboTka equHbIX MpaBWl U NpoLleayp BOCCTaHOBAEHNS (DYHKLUNOHUPOBaHUSA BU3HEC-NPOLLeCcCoB 1
TEXHOJIOrMYeCKMX NPOLLECCOB U 06BEKTOB MHPOPMaTM3aLMUKM NOCse peannsaunm NHUNLEHTOB
MHopMaLMoHHON Be3onacHOCTK B opraHu3aumnsax KOC

OnpepeneHve KpUTEpPUEB Y NPOBeLEHNE OLEHKN 3aBepLUeHIns BOCCTaHOBNEHUSA (DYHKLMOHMPOBaHNA
H6r13HeCc-NpoLLEeCCOB U TEXHOMOrMYECKUX MPOLLECCOB 1 06bEKTOB MHGOPMATU3aLIUN, YCIIOBUA 3aKPbITUS
WHUMAEHTa UHDOPMaLMOHHON 6e30nacHOCTY B opraHmn3aumax KOC

Cbop 1 hmkcaums TEXHNYECKUX AaHHbIX (CBUAETENLCTB) B paMKax BOCCTAHOBEHNS (DYHKLMOHMPOBAHNS
H613HeC-NpoLLEeccoB U TEXHOIOrMYECKNX NMPOLLECCOB 1 06bEKTOB MHGOPMaTMN3aLMK MOCe peaan3auum
NHUNAEHTOB MH(OPMaLMOHHOM 6e30nacHOCTU B opraHusaumnsax KOC

OcyLiecTBieHne B3aUMOAENCTBMA C Nogpa3aeneHmamm opradmnsaumm KOC, baHkom Poccun,
thenepanbHbIMU OpraHamm UCMOJHUTENbHON BAACTMW, UHBIMU YMOAHOMOYEHHBIMW OPraHM3aLnsaMm B pamMmkKax
BOCCTaHOBAEHUA YHKLMNOHNPOBAHUSA BU3HEC-NPOLIECCOB M TEXHOOMMYECKMX MPOLECCOB 1 06BLEKTOB
WHopMaTU3aLMM Nocne peannsaumm MHUWAEHTOB MHGMOPMaLIMOHHON Be3onacHOCTM B opraHm3auusx KOC,
a TaKXXe C BHELHMMUN 3anHTepeCcoBaHHbIMM OpraHn3aunsaMm

NHpopMupoBaHme baHka Poccum o ctaTyce 06paboTkun nHUMAEHTa MHGOpMaLnoHHon 6e3onacHoOCTY B
opraHmsaumnax KeC

Heobxogumble yMeHUSAHANN3NPOBaThL U NPUMEHATL METOA0N0rMYecKyto 6a3y, TpeboBaHuA
3aKoHogaTenbCcTBa Poccminckon ®epepaunm, HOPMaTUBHbLIX akToB baHka Poccum, MexxayHapoaHbIX v
HaLMOHaNbHbIX CTaHAAPTOB B 06/1aCT yNpaBaeHns puckamm nHdopMaLMoHHoON 6e3onacHocTHy,
obecneyeHns 3aWmThl MHGOOPMALUN 1 ONEepPaLMOHHON HaLeXXHOCTH (KnbepyCTONYMBOCTI) B OPraHM3aumax
KoC

OcywiecTBnsATb paboTy C TEXHUYECKMMMK CPeACcTBaMu 3alLUUTbl UHDOPMALMKN U CUCTEMAMK, PeaTM3YIOLLNMN
(PyHKLUKN yNpaBAeHUs MHUMAEHTaMN MHopMaLMoHHON Be3onacHOCTK B opraHmn3aunsax KOC
AHaﬂI/ISVIpOBaTb TexHn4yeckmne gaHHble, CBUAeTesibCTBYOLWMNE O BOSHUKHOBEHUN cobbITUI I/IHCpOpMaLI,I/IOHHOVI
6e3onacHoCTK B opraHu3saumnsx KOC

®opMUpoBaTh OTHYETHOCTb B paMKax BOCCTAHOBNEHMSA PYHKLNOHMPOBaHNS B13HEC-NPOLLECCOB U
TEXHOJIOrMYeCKMX NPOoLLEeccoB U 06BEKTOB MHPOPMaTM3aLUKM NOCse peannsaunm NHUNLEHTOB
MHOopMaLMOHHON Be3onacHOCTY B opraHmn3aumax KOC

PaboTaTb C TEXHWYECKUMU CPpeCTBaMU 3alUTbl MHOPMaLMK, peasin3yoWwnumMn GyHKLUN ynpaBiaeHns
NHUMAEHTaMKN MHGOopMaLnMoHHON 6e3onacHOCTM B opraHm3aumax KOC

|-|pI/IMeH$'-ITb Mepbl, HanpaB/ieHHble Ha CHUXEHNE TAXeCTHn I'IOCJ1€JJ,CTBI/II7I peannsaunn NHUNOEHTOB
MHopMaLnoHHON 6e3onacHOCTY B opraHmn3aumax KOC

Heobxogumble 3HaHMA3aKoHO4aTeNbCTBO Poccniickon deagepaumm, HOpMaTUBHbIE MPABOBLIE aKThl,
HaLWOHa/bHbIE, MEXTOCYAapPCTBEHHbIE N MeXAYHAaPOAHbIE CTaHAAPThLI B 06/1aCTX 3aWMThl UHGOPMaLUN,
obecneyeHns nHopMaLMoHHOM 6e30MacHOCTK, ynpaBaeHUa pucKamMmn nHGopmaLunoHHon 6esonacHoCcT B
opraHmsaumnax KeC

PykoBogsLLMe N METOANYECKNE AOKYMEHThI YMOJHOMOYEHHbIX (hefepaibHbiX OPraHOB MCMOAHUTENbHON
BJ1IACTW, HOPMaTMBHbIE aKTbl baHka Poccuun B 061acTy 3aWmThl MHopMaLmm, obecneyeHns
MHOopMaLMOHHON 6e30MacHOCTHY, YNpPaBieHUs puckaMm MHopPMaLMOHHOM 6e30NacHOCTI B OpraHu3aumnsax
K®C, a Takxe B 061acTn obHapyxeHuUs, npeaynpexaeHuns n IMKBMaaLmMm nocaeacTBuin KOMMNbIOTEPHbIX
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aTak, NPOBeLEeHHbIX B OTHOLLUEHWUN 3HAaYNMbIX OOBEKTOB KPUTNYECKON NHDOPMALMOHHOW MHGPACTPYKTYpbI,
pearnpoBaHMsa Ha KOMMbOTEPHbIE UHLMAEHTI

OCHOBHbIE YS13BMMOCTM W YIFPO3bl HAPYLUEHNS 3alMThl MHGOPMaLUK, XapaKTepHble a5 opraHusaunin KOC
ba30BbIN COCTaB M OYHKLMOHANbHbIE BO3MOXXHOCTN TEXHUYECKUX CPeACTB cOopa TEXHNYECKUX AAHHbIX S
BbISIBAIeHUS COBLITUI MHGOPMaLMOHHOM 6e30nacHoCTH B opraHusaumsax KOC

MpuHLUMNBI NOCTPOEHUS cnucTem obecrneyveHuns 3alnTbl UHGOPMaLMN N ONepPaLMOHHON HaLEeXHOCTH
(kmbepycTonumBocTur) B opraHusaunsx KOC

TunnyHblE COBLITUS U UHUNAEHTbI MHGOPMaLIMOHHOM Be3onacHOCTK B opraHm3auusx KOC

MpuHUMNBl paboTbl C TEXHUYECKMMN CPEACTBaMM 3aLLMTbl MHADOPMALMK, PeaM3YIOLWLMMUN YHKLUN
ynpaBaeHns MHUMAEeHTaM1 NHopMaLMoHHoM 6e3onacHOCTY B opraHu3aumnsax KOC

Moaxonbl K ONMCaHWIO CLieHapreB peann3aunm NHUMAEHTOB NHMOPMaLMOoHHON 6e3onacHoCcTy B
opraHusaunsax KoC

[pyrue xapakTepucTuku-

3.3. O6obuieHHas TpynoBas PyHKLUMUS

HanmeHoBaHNeAHaNMTMYeCKOE N OpraHn3aLMoHHOe CONPOBOXXAEHNE AeATeNbHOCTU MO YNPaBieHWIO
pucKamu nHhopMaLMoHHoN B6e3onacHoCTM B opraHm3auunsx KOCKoa

C

YpoBeHb KBanungpukaLum

7

MpoucxoxxaeHne 0606LweHHON TPyA0BON DYHKLUMOPUrMHaN
X3anMCTBOBaHO 13 OpuUrnHana

Kopn opuruHana
PerncTpauunoHHbIn HoMep NpodecCnoHaNLHOr0 CTaH4apTa

Bo3MO>XKHble HaVMEHOBAHNA AOJHKHOCTEN, NPodecCcMitl NaBHbIA CNeLnaancT no MHAHOPMaLMOHHOM
6e3onacHoCTK

Bepyuwimin cneunannct no nHgopMaLMoHHoW 6e3onacHoCTH

PykoBOAWTENb CTPYKTYPHOrO Noapa3aeneHus

TpeboBaHmna K 0bpa3zoBaHuMIo U 06yyeHMOBLICILEe NpodnbHOe 0bpa3oBaHMe - MarucTpaTypa Uin
cneymnanuTeT B 061acTn MHADOPMaLMOHHON Be30nacHOCTH

nnm

Bbiclee obpasoBaHme (HeNpoguabHOE) - MarucTpaTypa Ui cneunannTeT U 4ONONHUTESIbHOE
npodeccunoHansHoe obpa3oBaHue (NpodeccnoHanbHas NepenoaroToBka) B 061acT MHHOPMaLIMOHHOW
6e3onacHoCcTuU

TpeboBaHmMa K onbITYy NpakTu4eckon paboTbiHe MmeHee AByx neT B 061aCT MHPOPMALIMOHHOW
6e3onacHOCTK B opraHmnsaumax KOC

Ocobble ycnosus gonycka Kk pabotreHannyne gonycka K rocyfapCTBeHHON TalHe (npu HeobxoaumocTu) 6
[pyrve xapakTepucTuku-

6 3akoH Poccuinckon ®egepauun ot 21 mions 1993 r. Ne 5485-1 "O rocynapcTBeHHON TalHe" (Poccuiickas
raseTta, 1993, 21 ceHTa6ps; CobpaHune 3akoHogaTeNbCTBa Poccuinckon ®enepauum, 1997, Ne 41, cT. 4673;
2022, Ne 32, cT. 5809).

JononHuTeNnbHble XapaKTepuCcTUKn
HanmeHOBaHMe OOKYMeHTa
Koz

CkavaHo Ha canTe «3akoHbl PO» — https://actrf.ru Ctp. 14 n3 45



HanmeHoBaHme 6a30B0OM rpynnbl, 4OHKHOCTKU (Mpodeccun) uim cneunanbHoOCTH
0K32529CneuunanncTbl No 6azam AaHHbLIX U CETAM, HE BXOASALLME B ApYyrMe rpynnb
EKC-I naBHbIV cneumanncT no TeEXHNYECKON 3alimMTe nHopMaLmm

OKMNQATP20911l naBHbIN CAELMANNCT MO 3alunTe UHdopmaumm
OKC01.02.04.01MaTeMaTVKa ¥ KOMMbIOTEPHbIE HAYKK

1.02.04.02dyHpameHTanbHas NHopMaTnKa 1 MHGHOPMaLMOHHbIE TEXHOJIOM NN
1.02.04.03MaTemaTnyeckoe obecneyeHme n adMUHUCTPUPOBAHMNE NHGHOPMALIMOHHbLIX CUCTEM
2.09.04.01MHdopMaTUKa U BbIYUCNTESIbHAA TEXHMKA

2.09.04.02HopMaLIMOHHbIE CUCTEMBI U TEXHONOM UK

2.09.04.03MpuknafHas nHgpopMaTrKa

2.09.04.04MporpamMHas nHxeHepus

2.10.04.01H¢opMaumoHHas 6e3onacHOCTb

2.10.05.01KomnbloTepHas 6e30nacHOCTb

2.10.05.02NHpopMaLnoHHas 6€30NacHOCTb TENEKOMMYHUKALUOHHbLIX CUCTEM
2.10.05.03\H¢opmaumoHHas 6€30NacHOCTb aBTOMATU3UPOBAHHbLIX CUCTEM
2.10.05.04HdopMaLMOHHO-aHAIMTUYECKME cuCTeMbl 6e30MacHOCTM
2.10.05.05be30nacHOCTb MHOPMALMOHHbLIX TEXHOJIOMMIA B MPaBOOXPaHUTENbHOW cdhepe
2.10.05.06KpunTorpacgus

2.10.05.07MpoTnBOAENCTBNE TEXHNYECKUM pa3BeKaM

3.3.1. TpynoBas (hyHKLNA

HanmeHoBaHneOnpeaeneHne yrpo3 nHpopmaLoHHon 6e3onacHoCcTu B opraHu3aunsx KOCKog
C/01.7

YpoBeHb (MoAypoOBeHb) KBaanukaLum

7

MpouncxoxxaeHne Tpynoson pyHKUMMOpUrmHan
X3anuMCTBOBaHO U3 OpUrnHasa

KoL opurvnHana
PernctpaunoHHbIn HoMep NpoecCcMoHanbHOro CTaHaapTa

Tpyaosble oencTBnallogroToBKa NpeasioXKeHnin Mo OpraHn3an M 1 BbIMOJIHEHWIO AEUCTBUA N0
onpefeneHnto N aHaam3y yrpo3 MHMOPMaLMOHHON 6e30NacHOCTK, XapaKTePHbIX AN opraHmn3aumnin KOC
OnpegeneHne BO3MOXXHbIX CLLeHapMeB peannsaumm yrpos nHgopmaunoHHon 6es3onacHocTu B
opraHmsaunsax Kec

OpraHn3saumsa npoLecca BbIBEHUSA BO3MOXHbIX YA3BUMOCTEN KPUTUYHON apXNTEKTYPbI B OpPraHm3auunsx
KoC

®opMMpoBaHME MOAENN BHYTPEHHENO 1 BHELLHEro HapyLwuTens 6e3onacHOCTN NHGoOpPMaLnn B
opraHm3saumnax KoeC

Pa3paboTka mogenu yrpo3 nHgopmaLmnoHHon 6e3onacHoCcTy B opraHmn3aumax KOC

OueHKa BO3MOXXHOCTU 3KCMAyaTaunn ya3BUMOCTEN B OTHOLIEHNN KPUTUYHOW apXUTEKTYpPbI B
opraHmsaumnax KeC

Heobxogumble yMeHUSAHANNM3NPOBaATL U NPUMEHATL METOA0N0rMYeCKyto 6a3y, TpeboBaHuA
3aKoHogaTenbCcTBa Poccminckon ®epepaunm, HOPMaTUBHbLIX akToB baHka Poccum, MexxayHapoaHbIX v
HaLMOHaNbHbIX CTaHAAPTOB B 06/1aCTU 3aLLMThI MHAOpMaL MK, obecnevyeHns NHPOPMaLIMOHHON
6e3onacHOCTY, ynpaBaeHnsa puckammn nHGopMaLMoHHon 6e3onacHoCcTK B opraHm3auunsax KOC
Pa3pabaTbiBaTbh MOAENN Yrpo3 MHGOPMaLIMOHHON 6e30nacHOCTY B opraHm3aumax KOC
Pa3pabaTbiBaTb NPOEKTbI BHYTPEHHUX AOKYMEHTOB (JIOKa/bHble aKTbl, OpraHn3aLoHHO-
pacnopsaanTenbHble JOKYMEHThLI U METOANYECKNE MaTeprasibl) opraHusauumn KOC no sonpocam
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MOAE/IMPOBaHUS Yrpo3 MHGOPMaLIMOHHOM Be30nacHoCTK

OueHMBaTb BO3MOXXHOCTW 3KCMNayaTaLMm YA3BMMOCTEN B OTHOLLEHUN KPUTUYHON apXUTEKTYpPbI B
opraHusaumnsax KoC

OueHnBaTb NOTEHUMaN HapywuTens 6e30MacHOCTM MHGOPMaL MK B opraHmu3aumax KOC

OcywecTBnsaTb cbop 1 aHann3 uHpopmauum 06 akTyanbHbIX yrpo3ax MHOpMaLMOHHON 6e30nacHoOCTU 1
YA3BUMOCTSX B opraHusaumsax KoOC

Heobxoamnmble 3HaHMA3aKoHOLaTeNbCTBO Poccuinckon ®egepaLumm, HOPMaTMBHbLIE NMPABOBbLIE aKThI,
HaLMOHabHble, MEXroCyLapCTBEHHbIE N MeXAYHapoHble CTaHAapTbl B 061acCTu 3alMThl MHOopMaLmK,
obecneyeHns NHGOPMaLMOHHOM 6e30MacHOCTY, YpaBaeHUs PUCKaMm MHOPMaLMOHHOM 6e30MacHOCTH B
opraHusaunsax KOC, a Takxe B obnactn obecneyeHmnsa 6€30MacHOCTU KPUTUYECKON MHGOPMALIMOHHOM
NHpPacTPyKTYypbl Poccninckon degepaunmn

PykoBogsLLme n MeTOANYECKNE [OKYMEHThI YNOJIHOMOYEHHbIX (hefepasibHbIX OPraHoB UCMOAHUTENBLHON
BJIACTMW, HOPMaTMBHbIE aKTbl baHka Poccum B 061acTh 3aWmnThl MHpopMaumm, obecneyveHns
MH(OPMaLMOHHOM 6e30MacHOCTHY, YNPaBAeHUS PUCKaMm MHGOPMaLMOHHOM 6e30MacHOCTY B OpraHn3aumusx
K®C, a Takxe B 0bnactu obecneyeHuns 6e30MacHOCTY KPUTUYECKON NHPOPMALIMOHHON UHGPACTPYKTYpPbI
Poccuinckon ®degepaunmn

Mopenu 6e30MacHOCTH KOMMbIOTEPHbIX CUCTEM B opraHusaumax KOC

Monenn HapywmnTens, MeToanka NOCTPOEHNS MOAENN HAapPYLWNTENSa U MeTOAbl Klaccudukaumm
HapywuTenen

MpuHumMnel obecneyvyeHns nHPopMaLMoHHON Be3onacHOCTK, ynpaBieHns puckaMmm NHGOPMaLIMOHHON
6e3onacHOCTK B opraHmnsaumax KOC

Cneundmka naaTexHblX NpoLeccoB B opraHusaumax KOC

MPUHLMNLI MOCTPOEHNS apXUTEKTYPbI MHGOPMaLMOHHOM Be30nacHOCTK B opraHm3aumax KOC

OCHOBHbIe UCTOYHUKMN PUCKOB MHOPMaALMOHHON 6e30NacHOCTU B paMKax Br3Hec-npoLeccoB u
TEXHOJIOrMYeCKMX NpoLeccoB opraHusauni KOC

OCHOBHbIe Yyrpo3bl MHGOPMaLMOHHON 6€30MaCcHOCTM 1 YSA3BUMOCTMW B opraHm3aunsax KOC

OcHoBbI (PYHKLMOHNPOBAHNSA @aBTOMATU3NPOBAHHbLIX CUCTEM U l'lpI/IJ'IO)KeHI/II7I

Jpyrue xapakTepucTrkm

3.3.2. TpyLoBas (hyHKLNA

HavmeHoBaHneBbIsiBNeHMe, nAEHTUDNKALMA 1 OLEHKa PUCKOB MH(OPMaLMOHHOM 6e30MacHOCTU B
opraHusaunsax KOCKog

C/02.7YpoBeHb (MoaypoBeHb) KBanugpukaLlmm

7

MpouncxoxxaeHre Tpynoson hyHKUUMOpUrmHan
X3anMCTBOBaHO U3 OpuUrnHana

Kopn opurvHana
PerncTpaunoHHbIA HoMep NpoeccMoHaLHOro cCTaH4apTa

TpyLoBble fencTBUANAeHTUMMKALNSA PUCKOB UH(OPMaLMOHHOM 6e30macHOCTY B opraHun3auusx KOC
MpoBeaeHne OLEHKN PUCKOB MHDOPMaLMOHHOM 6e30MacHOCTM MO KaXXA0MY BUAY AeATeNbHOCTU
opraHusaunin KOC

OpraHusaums 1 BbIMOJHEHNE OLEHKW BEPOSATHOCTY BO3HUKHOBEHUS MHUUAEHTOB MH(OPMALIMOHHON
6e3onacHOCTM B opraHm3aumnsx KOC

MpoBefeHWe OLEHKUN CTEMNeHN TSXeCTU NOCNeACTBUA NHLMAEHTOB NH(OPMaLMOHHON Be3onacHOCTM B
opraHmsaumnax KeC
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MpoBeneHne aHam3a 6a3bl AaHHbIX 0 COBLITUAX PUCKOB MH(POPMALIMOHHON 6e30MacHOCTM B OpraHm3aumnax
KoC

OpraHnsaumsa n NpoBefeHne CaMOOLIEHKN (B HaCTHOCTK, MyTEM aHKETMPOBAHNS NepcoHana) pUckos
MHOopMaLMOHHON 6e30nacHOCTY B opraHmn3aumax KOC

OpraHunsaumsa n NpoBefeHne NHTePBbIOMPOBaHNA PaboTHNKOB opraHm3auuin KOC B uensax naeHtngunkauum
PUCKOB MHMOPMaLMOHHOM B6e30nacHOCTH

Heobxoanmeble yMEHUSAHANN3MPOBATbL U NPUMEHATbL METOA0N0r M4eckyto 6asy, TpeboBaHmMs
3aKoHogaTenbCcTBa Poccminckon ®epepaunm, HOPMaTUBHbLIX akToB baHka Poccum, MexxayHapoaHbIX v
HaLMOHaNbHbIX CTaHAAPTOB B 06/1aCT yNpaBaeHNs puckamm nHGopMaLMoHHON 6e3onacHocTHy,
obecneyeHns 3aMTbl MHOOPMALUK 1 ONEPaLIMOHHON HaleXXHOCTK (KnbepyCToNYnBOCTUN) B OpraHmn3aLmsax
KoC

MpYMeHATbL METOA0/IOT IO NPOBELEHMNSA OLLEHKN PUCKOB MHADOPMALMOHHON 6e30NacHOCTM Mo KaXkaoMy Buay
AeATenbHOCTU opraHnsaumn KOC

Pa3pabaTbiBaTb MPOEKTLl BHYTPEHHMX LOKYMEHTOB (JIOKabHbIE aKTbl, OPraHn3aLnoHHO-
pacrnopsanTenbHble JOKYMEHTbI 1 METOANYEeCKMe MaTepuabl) opraHudaunn KOC no BbiSBAEHUIO,
NAEHTUDUKALMN 1N OLEEHKE PUCKOB MHOPMaLMOHHON 6e30nacHOCTY B opraHmn3aumax KOC

Pa3pabaTbiBaTb NPeasoKEeHNS N0 COBEPLUEHCTBOBAHMNIO BHYTPEHHMX OOKYMEHTOB opraHm3auuin KOC,
onpegensoumx MeTO400M N0 OLLEHKN PUCKOB MHGOPMaLMOHHOM 6e30MacHOCTM B opraHm3aumax KOC
PaspabaTbiBaTb NpeanoXeHns Mo COBEPLUEHCTBOBAHMIO BHYTPEHHUX LOKYMEHTOB opraHu3aumn KOC,
onpeLenswmnx MeTo4010rn0 NPoBeAEHNA CaMOOLIEHKN (B YHaCTHOCTM, MyTEM aHKETMPOBAHNS NepcoHana)
PUCKOB MHOPMaLMOHHON Be3onacHOCTN B opraHusaumnsax KOC, n npoBefeHNs UHTEPBbLIOMPOBAHNS
paboTHUKOB opraHmzauunin KOC B uensax naeHTuhukauum puckos MHOOPMaLMoHHON 6e30nacHOCTH

Heobxogumble 3HaHMA3aKoHO4aTENbCTBO Poccuinckon ®emepauumn, HOpMaTUBHbIE MPABOBLIE aKThI,
HaLMOHa/bHbIE, MEXTOCYAAaPCTBEHHbIE N MEXAYHAPOAHbIE CTaHAAPThLI B 06/1aCTX 3aWMThl UHGOPMaLUN,
obecneyeHuns nHopMaLMoHHON 6e30NacHOCTK, ynpaBaeHNs pUcKammn nHGopmaLunoHHon 6eszonacHoCcTu B
opraHm3saumnax KeC

PykoBogasLLMe N METOANYECKNE AOKYMEHThI YMOJHOMOYEHHbIX (hefepaibHblX OPraHoOB NCMOAHUTENbHON
BNACTW, HOPMaTUBHbIE aKTbl BaHka Poccun B 06acTu 3awmThl MHOpMaLMK, obecrnevyeHns
MHOopMaLMOHHON 6e30MacHOCTY, YNPaBieHNs puckaMm MHopPMaLMOHHOM 6e30MacHOCTIN B OpraHu3aumnsax
KoC

OcCHOBbI NpoBeAeHNs aHan3a 6a3 faHHbIX B opraHusaumnax KOC

Cneuunduka nnaTexHbIx NpoLeccos B opraHnsaumnsax KOC

MPUHLMNLI MOCTPOEHNSA apXUTEKTYPbI MHGOPMaLMOHHOM Be30nacHOCTK B opraHm3aumax KOC

MpHLMXNGI yNpaBaeHns puckamm MHMopMaLmnoHHon 6esonacHocTy, obecrnevyeHns NHHOPMaLMOHHOW
6e3onacHoCTK B opraHmnsaumax KOC

OCHOBHbIe NCTOYHUKMN PUCKOB MH(pOPMaLIMOHHOM 6€e30MacHOCTU B paMKax Br3Hec-nNpoLeccoB u
TEXHOJIOrMYeCKMX NpoLeccoB opraHusauni KOC

Moaxoabl K OLEHKE 1 nyywne NpakTUKN OLLEHKN PUCKOB MH(OPMaLIMOHHON 6e30NacHOCTYN B OpraHm3aumsax
KoC

MoaxoAabl K MPOBEAEHMIO U yYLUNE MPaKTUKK NPOBEAEHNS CAMOOLEHKM (B YaCTHOCTHK, MyTeEM
aHKETMPOBaAHNS NepcoHana) pUCKoB MHMopPMaLMOHHON Be3onacHOCTN B opraHusaunax KOC, n nposeneHns
NHTepBbIOMPOBaHNS PaboTHMKOB opraHn3aumin KOC B Lensx ngeHTudukaumm puckoB MHPOPMaLoOHHOW
6e3onacHoCTK

Knaccnukaums cobblTuin puckoB MHopMaLMoHHON 6e3onacHOCTU opraHusaumn KOC

[pyrue xapakTepncTmkm
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3.3.3. TpynoBasa pyHKUUSA

HanmeHoBaHneCbop v pernctpauuns nHopMaLmMm o BbIIBIEHHbIX pUCKax MHGOPMaLMOHHON 6e30nacHOCTK
B opraHusaumnax KOCKopg

C/03.7

YpoBeHb (MoaypoBeHb) KBaANGMKaLum

7

MpouncxoxxaeHve Tpynoson hyHKUUMOpUrmHan
X3anMCTBOBaHO U3 OpuUrnHana

Kopn opuruHana
PerncTpaunoHHbIA HoMep NpoeccMoHaLHOro cTaHhapTa

TpynoBble 4encTBnABbISBAEHME N KNnacCnprKaumnsa cobbiTuin puckos MHGopMaLMoHHOM 6e30MacHOCTU B
opraHm3saumnax KeC

BepeHue 6a3bl gaHHbIX 0 COBLITUSAX PUCKOB U perncTpaumns cobbiTuii puckoB MHGMOPMaLIMOHHOWN
6e3onacHoCTU B opraHusaumax KOC

OnpepeneHne NoTepb OT peann3aumm cobbiTUN PUCKOB MH(OPMaLMOHHON 6e30NacHOCTIN B OpraHn3aumnax
KoC

OpraHusaums cbopa nHdopmaumm o CobbITUAX PUCKOB MHGPOPMALIMOHHON 6e30MacHOCTM B OpraHn3aLmnsx
KoC

MpoBeneHne aHaM3a NPUYUH 1 NOCNEACTBUIA peann3aunn NHUMAEHTOB NH(OPMaLNOHHON 6e30MacHoOCTM B
opraHmsaunsax KeC

Heobxogumble yMeHUSAHaNM3NPOBaAThL U NPUMEHATb METOA0M0rMYecKyto b6a3y, TpeboBaHuA
3aK0HOJaTeNbCTBa Poccninckon Pegepaunm, HOPMaTUBHBLIX akTOB baHka Poccun, mexxayHapogHbIX 1
HaLMOHa/bHbIX CTaHAaPTOB B 06/1aCcTy yNpaBAeHnsa puckaMmm nHpopMaLMoHHon 6e3onacHoCcTy,
obecneyeHus 3aWnThl MHGOPMALMK 1 ONEPALMOHHON HageXXHOCTU (KnbepyCTONYMBOCTM) B OpraHmM3aumax
KoC

Pa3pabaTbiBaTb NPOEKTbI BHYTPEHHNX LOKYMEHTOB (JIOKaNbHble aKTbl, OpraHn3aLoOHHO-
pacrnopsanTeNbHble JOKYMEHTbI 1 MeToAnYecKme Matepuasbl) opraHusaunn KOC no Bonpocam prckos
MHopMaLnoHHON 6e3onacHOCTY B opraHmn3aumax KOC

ObecneynBaTb BefeHMe H6a3bl AaHHbIX 0 COOLITUAX PUCKOB MHGOPMALIMOHHOM 6e30MacHOCTU B
opraHmsaumnsax KoeC

MpyMeHATb METOA0I0T IO MPOBELEHMNA OLIEHKM MOTEPb OT peasnn3aunm puckoB MHHOPMALMOHHON
6e3onacHoOCTK B opraHm3auunsx KOC

OpraHn3oBbiBaTb Npouecc cbopa nHgpopmaumm o CobbITUAX PUCKOB MHDOPMaLMOHHON Be3onacHOCTH
opraHmsaunn KOC oT CTPYKTYpPHbIX NOApa3aenieHnin (BnaaenblLeB pUckoB) opranusaumi KOC, B TOM yucne
0 pe3yJibTaTax NPeTeH3MOoHHON paboTbl

AHann3npoBaTb TEXHNYECKNE AaHHble, CBMAETENLCTBYIOLWNE O BOSHUKHOBEHUN COBLITUA N MHLUUAEHTOB
MHGopMaLMoHHON Be3onacHOCTK B opraHm3aunsax KOC

Heobxogumble 3HaHMA3aKoHO4aTENbCTBO Poccuinckon ®enepauumn, HOpMaTUBHbIE MPABOBLIE aKThI,
HaLMOHa bHbIE, MEXIOCYLAapPCTBEHHbIE N MEXAYHapOoAHble CTaHAapThl B 06/1aCTK 3alMTbl MHOpMaLmK,
obecneyeHuns nHopMaLMoHHON 6e30NacHOCTK, ynNpaBaeHNs pUCKaMn NHGopMaLnoHHoN 6e3onacHOCTY B
opraHusaumnsax KoC

PyKOBO,EI,FILLI,I/Ie n MmetTognyeckne nOKyMeHTbl YyNOJIHOMOYEHHbIX qaep,epaanblx OpraHoB NCMOJIHUTENbHOWN
BJ1IACTW, HOPMaTMBHbIE aKTbl baHka Poccumn B 061acTh 3aWnThl MHopMaumm, obecneyveHns
MH(OPMaLIMOHHOM 6e30MacHOCTH, YNpaBAeHNS PUCKaMn MHGOPMaLMOHHOM 6e30MacHOCTY B OpraHn3auusx
KoC

MpUHUMNBLI YOpaBAeHUs puckamm nHopMaLmMoHHoN 6esonacHocTu, obecnedyeHns NMHGMOPMaLMOHHON
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6e3onacHoOCTK B opraHunsaumax KOC

Cneumndurka nnaTeXxHblX NPOLECCOB B opraHm3auunsax KOC

MPUHUMNBI NOCTPOEHUS AaPXUTEKTYPbI MHOPMaLMOHHOM 6e30MacHOCTH

OCHOBHbIe NCTOYHUKMN PUCKOB MH(pOPMaLIMOHHOM 6€e30MacHOCTU B paMKax Br3HeC-npoLeccoB u
TEXHOJIOrMYeCcKMX NpoLeccoB opraHusauni KOC

Knaccudmkaums cobblTuii puckoB MHGopMaLnoHHoN 6e3onacHocTu opraHusaumnin KOC
OCHOBbI OpraHu3aumnmn n BeaeHus 6as gaHHbIX

Opyrue xapakTepucTnkm-

3.3.4. TpynoBasa pyHKUUSA

HanmeHoBaHnePa3paboTka MeponpuATUIA, HaMpPaB/IEHHbIX Ha YMEHbLUEHNE HEFAaTUBHOIO BANSHUS PUCKOB
NHopMaLumnoHHon 6esonacHoCTy B opraHmnsaumax KOCKog

C/04.7

YpoBeHb (MoaypoBeHb) KBaANGKaLum

7

MpouncxoxxaeHve Tpynoson hyHKUUMOpUrmHan
X3anMCTBOBaHO U3 OpuUrnHana

Kopn opuruHana
PerncTpaunoHHbIi HoMep NpodeccMoHaLHOro cCTaH4apTa

TpyLoBsble gencTBusOnpeneneHme cnocoboB pearmpoBaHna Ha PUCKU MHPOPMaLMOHHON Be30nacHOCTM B
opraHm3saumnax KeC

OpraHusaums n BbinosHeHne paboT No pa3paboTke nnaHa pearmpoBaHMs Ha PUCKN MHGOPMALIMOHHON
6e3onacHoCTU B opraHusaumax KOC

OnpeneneHme KOHTPOJIbHbIX N CUTHaJ1IbHbIX 3HaYeHUI NoKa3aTenen B paMKaXx MiaHa pearnpoBaHnsa Ha
PUCKM MHOopMaLMOHHON Be3onacHoCTU opraHu3aumin KOC B COOTBETCTBUN C LONYCTUMbIM YPOBHEM
PUCKOB MHOPMaLMOHHONM Be3onacHOCTK opraHn3aumnin KOC (puck-anneTnToM MHAHCOBOW OpraHm3anum)
OnpefeneHne TEXHONOrMYECKUX Mep 3alunThbl nHGopMauum, obpabaTeiBaeMon B paMKax TEXHOI0M MYeCKUX
onepaumnin Npu BbIMOJHEHUN BU3HEC-NPOLIECCOB 1 TEXHOJIOMMYECKNX NPOLECCOB B OpraHu3aunsx KOC
OnpegfeneHne opraHn3aLMOHHbIX N TEXHUYECKMX Mep 3aluTbl UHGOPMauun 1 obecneyeHns onepaLMoHHON
HageXHoCTH (KnbepyCcTonynsocTm) B opraHnsaumnax KOC

Pa3paboTka MeponpusaTuiA, HanpaBieHHbIX Ha OrpaHUYeHNE CTENEHN TSXKECTUN NOCNeACTBUN B pe3ybTaTe
WNHUWAEHTOB, CBSA3AHHbIX C peasim3aunin MHGHOPMaLMOHHbIX Yrpo3 B opraHmn3aumax KOC

HeobxonnMble yMeHUSAHANN3MPOBaTh U MPUMEHATH METOLOI0rnYeckyto 6asy, TpeboBaHus
3aKoHozaTesnbcTBa Poccminckon ®epepau, HOPMaTUBHbBIX akTOB baHka Poccum, MexxayHapoaHbIX v
HaLMOHaNbHbIX CTaHAAPTOB B 06acT ynpasaeHns puckamm nHdopmaLMoHHon 6esonacHocTuy,
obecneyeHns 3aWMTbl UHDOPMALIUKN 1 ONEepPaLIMOHHON Hale)XXHOCTH (KnbepyCToNYnBOCTU) B OpraHn3aLmax
KoC

PaspabaTbiBaTb NpeaoXeHns no opraHn3aLmMm HeobxoAMMoro u OCTaTOYHOro PeCypcHOro (kagpoBoro u
thrHaHCcoBOro) obecneyveHns NPoOLLECCOB CUCTEMbI YIPaBAEHUS PUCKaMWN MHGOPMaLMOHHOW 6e30MacHOCTH B
opraHusaumnsax KoC

OcywwecTBASATL BEIGOP OPraHN3aLMOHHBIX Y TEXHUYECKMX Mep 3aluUTbl MHGOpMauun 1 obecneyeHus
onepaLynoHHON HaaeXHOCTH (KubepycToninsocTu) B opraHusaumnax KOC

OcyLuecTBAsATbL BLIGHOP TEXHOOMMYECKMX MEpP 3alLnTbl MHdopMauun, obpabaTeiBaemMon B pamkax
TEXHOJIOrMY4eCKMX onepaLmin Npun BbINOJHEHUN BU3HEC-NPOLLECCOB N TEXHONOMMYECKUX NPOLECCOB B
opraHm3saumnax KoeC

OcCyLwecTBASTL NaHMPOBaHME feATeNbHOCTU opraHu3aumin KOC no pearnpoBaHnio Ha PUCKK
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MHopMaLMoHHON Be3onacHOCTK
MnaHnpoBaTb NPOLECCH MOATBEPXKAEHNS peann3auny yHKLUA 6e30MacHOCTY N KOHTPOAS (Hann4uns)
yA3BMMOCTEN 06BHEKTOB MH(POPMaTM3aLMN NPUKIALHOMO YPOBHSA B opraHusaumnsax KOC

Heobxogumble 3HaHMA3aKoHO4ATENLCTBO Poccuinckon ®enepaunmn, HOpMaTUBHbIE MPABOBLIE aKThl,
HaLMOHaNbHbIE, MEXIOCYLapCTBEHHbIE N MeXAYHapoAHble CTaHAapThl B 061aCTu 3alnThl MHOpMaLnK,
obecneyeHunss MHopMaLMOHHOM 6e30MacHOCTU, ynpaBaeHUs PUCKaMn MHGOPMaLIMOHHON Be3onacHOCTY B
opraHmsaunsax KeC

PykoBogfAlLme 1 MeToANYECKNEe OKYMEHTbl YNOJIHOMOYEHHbIX hefepasibHbIX OpraHoB UCMOAHUTENbHON
BNACTW, HOPMaTUBHbIE aKTbl BaHka Poccun B 06nacTu 3awmThl MHOpMaLmK, obecrneveHuns
MH(OPMaLMOHHOM Be30MacHOCTHY, yrpaBAeHUs pruckaMm MHGOPMaLMOHHOM 6e30MacHOCTY B OpraHn3aumnsx
KoC

OCHOBHbIe NOAXOAbI K PearnpoBaHuMio Ha PUCKK MHADOPMaLIMOHHON 6e30nacHOCTU B opraHm3aumax KOC
MpUHLMMABI NOCTPOEHUS 1 COBEPLLEHCTBOBAHMA CUCTEM 3aLLUTbI MHopMaLmm n obecneyveHns
onepaLnoHHON HaaeXHOCTK (KnbepyCcToninBoCcTr) B opraHmaumnax KOC

Moaxoabl K peann3aLmm TeEXHONOMMYEeCKX Mep 3alnTbl MHopMaLmmn, obpabaTbiBaemMon B paMkKax
TEXHOJIOrMYECKUX OMepaL i Npu BbIMOJHEHUN BU3HEC-NPOLIECCOB M TEXHONIOMMYECKNX MPOLLECCOB B
opraHusaumnsax KoC

MoaxoAbl K BbIABEHUIO MHUNOEHTOB, pearnpoBaHunio Ha MHUMAEHTbI MHPOPMaLMOHHON Be30nacHOCTH 1
BOCCTAHOBJ/IEHNIO PYHKLMOHNPOBAHNS BU3HEC-NPOLECCOB N TEXHONOM MYECKMX MPOLLECCOB OpraHu3aLmi
K®C 1 06beKkToB UHGOpMaTM3aLmm

Cneumnduka nnaTexHbIX NPoLEeccoB B opraHmsaunax KOC

MPUHLMNBI NOCTPOEHUS apPXUTEKTYpPbl MHGOPMaLMOHHOM 6e30macHoCTH

ba30BbIN COCTaB OPraHM3aLMOHHbIX N TEXHUYECKUX Mep 3aluuThl MHGopMaLun n obecnevyeHns
onepaLnoHHON HageXHOCTK (KnbepycToninsocTn) B opraHmsaumnax KOC

Knaccudmkaumsa MHUMAEHTOB 3alMTbl MHGOpPMaLMn opraHmnsaumn KOC

MprHUMNB 1 NOPSAAOK NOATBEPXKAEHNSA peann3aumn GyHKUMn 6€30NacHOCTU 1 OTCYTCTBUS YSA3BUMOCTEN B
MCNob3yeMbix 06beKTax MHGOPMaTM3aLMM NPUKIALHOMO YPOBHSA

MpyHUMNbI LenenonaraHns, BUAbl U MeToAbl OPraHN3aLUnOHHOI0 NAAHNPOBAHMUS

[pyrve xapakTepncTumkm

3.3.5. Tpynosasa pyHKUUSA

HanmeHOBaHMEMOHUTOPUHT PUCKOB MH(OPMaLMOHHOM 6€30MacHOCTY U KOHTPOJb MOKa3aTenen ypoBHS
PUCKOB MHOopMaLMoHHON Be3onacHOCTK B opraHunsaumax KOCKog

C/05.7

YpoBeHb (MoaypoBeHb) KBanuguKaLlmm

7

MpouncxoxxaeHre Tpynoson hyHKUUMOpUrmHan
X3anMCTBOBaHO U3 OpuUrnHana

Kopn opurvHana
PerncTpaunoHHbIA HoMep NpoeccMoHaLHOro cCTaH4apTa

TpynoBsble gencTeusiOnpeneneHmne Habopa KJOYEBLIX MHANKATOPOB PUCKOB MH(OPMaLIMOHHON
6e3onacHoCcTK B opraHunsaumax KOC n TpeboBaHUN K HUM

[lOKYMEHTUPOBAHNE KJIOYEBLIX MHANKATOPOB PUCKOB MH(OPMALIMOHHON 6e30MacHOCTM B OpraHmn3aLmnsx
KoC

OpraHn3saumsa v ocyLLecTBeHne AeATeSIbHOCTY N0 pacyeTy 3Ha4YeHUN KJI0YEBbIX UHAMKATOPOB PUCKOB
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MH(OPMaLIMOHHOM 6e30MacHOCTM N KOHTPOJIbHbIX MOKa3aTeNen ypoBHA PUCKOB MHOPMaLIMOHHON
6e3onacHoOCTK B opraHm3auunsx KOC

MpoBefeHne OLEeHKN NOTeHUMaNa NPEBbILLEHNS CUTHaMIbHbIX Y KOHTPOJIbHbLIX 3HAY€HWN NoKa3aTenen
YPOBHS PUCKOB MH(OPMaLIMOHHOM 6e30MacHOCTU B opraHu3aunsx KOC

OnpefeneHune nopsaka pearnpoBaHns Ha NPEBbILLIEHNE NOPOroBbIX 3HAYEHWIN KNOYEBLIX MHANKATOPOB
PUCKOB MHOPMaLMOHHOM 6e30nacHOCTY B opraHmnsaumax KOC

OpraHusaums n KOHTPOJIb BbIMOJHEHUS MEPONPUATUA MO NEPeoLeHKEe PUCKOB NH(OPMALIMOHHON
6e3onacHoCTU B opraHu3aumax KOC

®opMMpOBaHME BHYTPEHHEN OTHETHOCTUN O (PAKTUYECKMX 3HAYEHUAX NOKa3aTesel ypOBHSA PUCKOB
MHopMaLMoHHON Be3onacHOCTK B opraHu3aumnsax KOC

Heobxoanmble yMEHUSAHANN3MPOBATL U NMPUMEHATbL METOAONOrMYECKyto 6a3y, TpeboBaHMs
3aKoHoLaTeNbCTBa Poccuinckon degepaumm, HOpMaTUBHBLIX akToB baHKa Poccun, mexayHapoaHbIX 1
HaLMOHa/bHbIX CTaHAaPTOB B 06/1acTy ynNpaBAeHnsa puckaMmm nHgopMaLMoHHon 6e3onacHocTy,
obecneyeHns 3alnTbl MHDOPMALUK 1 ONEpPaLIMOHHON Hale)XXHOCTK (KnbepyCToNYnBOCTU) B OpraHn3aLmax
KoC

Pa3pabaTbiBaTb MPOEKTLI BHYTPEHHMX LOKYMEHTOB (JIOKabHbIE aKTbl, OPraHn3aLnoHHO-
pacrnopsanTeNnbHble JOKYMEHThI U METOANYECKME MaTepuabl) opraHuaunn KOC, onpenensaoowmx Habop
KJII04EBbIX MHAMKATOPOB PUCKOB 1 TpeboBaHMA K HUM

MpUMeHsATb METOL0JIOM IO OLLEHKWN NMOTEHLUMANA NPEBLILWEHNS CUTHANbHbLIX Y KOHTPOJIbHBIX 3HAYEHWI
nokasaTesnen ypoBHS PUCKOB MHGOPMaLMoHHON 6e3omacHOCTM B opraHm3aumnax KOC

Mpon3BoANTb N3MEPEHNS KJTHOHEBLIX MHAMKAaTOPOB PUCKOB MH(POPMaLMOHHON 6e30MacHOCTM B
opraHusaumnsax KoC

060CHOBLIBaTb MOPOrOBbIE 3HAYEHNS KTHOYEBLIX MHANKATOPOB PUCKOB MH(OPMaLIMOHHON Be30nacHOCTM B
opraHmsaumnsax KeC

OpraHn3oBbiBaTb cbop MHOpMaLUMK Oas pacHeTa KN0YEBbIX MHANKATOPOB PUCKOB W KOHTPOJIbHbIX
rnoka3saTesliei YPOBHS PUCKOB MHGOPMaLMOHHON 6e3onacHOCTM B opraHm3aumnax KOC

Heobxoamnmble 3HaHMA3aKoHOLaTeNbCTBO Poccuinckon degepaLim, HOPMaTUBHbLIE NMPaBOBbLIE AKThI,
HaLMOHabHbIe, MEXIOCYAapPCTBEHHbIE U MEXAYHAPOAHbIE CTaHAapThl B 06/1aCTh 3aLMThl UHGOpMaL Uy,
obecneyeHns MHopMaLMoHHOM 6e30NacHOCTK, ynpaBiaeHNs pUCKaMmn NHGopMaLnoHHon 6e3onacHOCTY B
opraHusaumnsax KoC

PykosogfsLume n MeToANYECKUE [OKYMEHTbI YNOJIHOMOYEHHbIX (hefepasibHbIX OpraHoB UCMOSIHUTESTIbLHON
BNACTW, HOPMaTUBHbIE aKTbl BaHka Poccun B 0bnacTu 3awwmThl MHopMaLmMm, obecneveHns
MHMOPMaLMOHHON 6e30MacHOCTH, yNpaBiaeHNs puckaMm nHHOPMaLMOHHON 6e30MacHOCTY B OpraHmn3aLnsax
KoC

MpHUMAbLI yNpaBaeHNs puckamm nHgopMaumnoHHon besonacHoctu, obecrnevyeHns NHHOPMaLMOHHOW
6e3onacHOCTM B opraHm3auunsx KOC

Cnocobbl pacyeTa KJKYEBbIX MHANKATOPOB PUCKOB UH(OPMaLMOHHOM 6e30MacHOCTY B opraHn3auunsax KOC,
B TOM YuCJie C UCMOJIb30BaHWEM CPeACTB MHopMaTh3aunm

MPUHLMNBI NOCTPOEHUS apPXUTEKTYpPbI MHGOPMaLMOHHOM 6e30nacHoCTH

Cneunduka nnaTexHbIX NPOLECCOB B opraHm3aunax KOC

Moaxonbl K ornpefesieHnto CocTaBa KOHTPOJIbHbIX MoKa3aTesien YPoBHA PUCKOB UHOPMaLMOHHON
6e3onacHoOCTK B opraHu3aumnsx KOC

Moaxonbl K OpraH13aLmMmn cocTaBNeHNA 0TYETHOCTI B paMKax ynpasJieHNs pyucKaMmmn MHPOpMaLMoHHON
6e3onacHoCTK

[pyrue xapakTepncTmkm
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3.3.6. Tpynosasa pyHKUUSA

HanmeHoBaHneObecnevyeHne MHHOPMaLMOHHON 6€30NaCHOCTU 3HAYUMbIX 06BEKTOB KPUTUYECKON
NHOPMALMOHHON NHDPACTPYKTYpbl B opraHn3aumax KOCKog,

C/06.7

YpoBeHb (MoaypoBeHb) KBanugurKaLlmm

7

MpouncxoxxaeHve Tpynoson hyHKUUMOpUrmHan
X3anMCTBOBaHO U3 OpuUrnHana

Kopn opuruHana
PerncTpaunoHHbIA HoMep NpoeccMoHaLHOro cTaHhapTa

TpyLoBble aeicTBUsPa3paboTka, cornacoBaHne U NpUMEHEHNe BHYTPEHHUX AOKYMEHTOB OpraHu3auunm
K®C, onpegenstowmx MetTononoruo obecnevyeHns 3aWmTbl MHMOPMaLUN 3HAYNMbIX 0O BEKTOB
KPUTUYECKOW MHDOPMALIMOHHON NHPPACTPYKTYpPbl B OpraHmn3aumnsx KOC

OpraHusaums paboT No KaTeropnpoBaHN0 06bEKTOB KPUTNYECKOWN MH(OPMALIMOHHON NHGPACTPYKTYpPbI
Poccuinckon degepaumm Ha 3Tanax:

- onpejenieHne 1 BbiBAEHME MPOLLEeCCOB B paMKaX BbIMOJHEHUS DYHKLMIA (MOAHOMOYNIA) 1K
OCYLLECTBJIEHNSA BUAOB AEATENBHOCTN CyObEKTOB KPUTNYECKON MHPOPMALIMOHHON NHGPACTPYKTYPbI,
HapyLleHue 1 (Mnn) NpekpaLLleHne KOTOPbIX MOXKET NMPUBECTM K HEFaTUBHbIM COLMAIbHLIM, MONUTUYECKNM,
3KOHOMMWYECKMM, IKOJIOMMYECKMM NOCNEACTBMAM, NOCAEACTBMAM 4111 obecneyeHns 060pOHbI CTPaHbl,
6e30macHOCTM rocyaapcTBa U NPaBoONOPAAKa;

- onpegeneHme 06BEKTOB KPUTUHECKON NHGOPMALIMOHHON NHDPACTPYKTYpPbl, KOTopblie obpabaTbiBatoT
NHGopMaLno, Heobxoanmyto ans obecnevyeHns KpUTUYECKMX NPOLLECCOB, W (M) OCYLLECTBAAIT
ynpasJieHne, KOHTPOJIb U MOHUTOPUHI KPUTUYECKUX NPOLLECCOB;

- hopMMpOBaHMEe NepeyHss 00BEKTOB KPUTUYECKON UH(OPMALMOHHOW MHADPACTPYKTYPbI, MOAEXALLNX
KaTeropupoBaHuio;

- OLleHKa B COOTBETCTBMM C NEPEYHEM MoKa3aTesiel KpUTepueB 3HaYUMOCTI MacwTaba BO3MOXKHbIX
NnoCneacTBUIA B Cily4ae BO3HUKHOBEHUS KOMMbIOTEPHbIX MHUUAEHTOB Ha 06 beKTaX KPUTUYECKON
NH(OPMALIMOHHON UHGPACTPYKTYPbI;

- NPUCBOEHMNE 0OBEKTY KPUTUHECKON MHADOPMALMOHHON MHPPACTPYKTYpPbl OAHON N3 KaTEropui
3Ha4YMMocTu NMbo NpuHATUE pewleHns 06 OTCYyTCTBUN HEOOXOAUMOCTMN NPUCBOEHNS eMY OAHON U3
KaTeropuim 3Ha4MmMocTK

CoBepLUeHCTBOBaHME MeTOA010r M 0becneyeHuns 3awmnTbl UHGOPMaLUN 3HAYUMbIX 06BEKTOB KPUTUYECKON
NHOPMALMOHHON NHDPACTPYKTYpPbl B OpraHn3aumax KOC

AHanus pe3ynbTaToB (BannAaumns) NpMMeHEHNS MeToA00rnm obecneyeHns 3aLnTsl MHGOPMaLnn
3Ha4YMMbIX 06 BEKTOB KPUTUYECKOW MH(DOPMALMOHHON NHPPACTPYKTYPbl U 3aLUNThl NEPCOHANbHbLIX AaHHbIX
B opraHmsaymax KoOC

Pa3paboTka NnporpamMM KOHCY/bTUPOBAHWSA 1 NOBLILLIEHNS OCBEAOMIEHHOCTM PaboTHWKOB OpraHu3aLum
K®C no Bonpocam 3alinTbl MHGOPMaLMM 3Ha4YUMbIX 06bEKTOB KPUTNYECKOWN MHEHOPMALIMOHHON
NHMPACTPYKTYPbI U 3alLNTbl NEPCOHaNbHbLIX AAHHbIX B OpraHu3aumax KOC

MeTofosiornyeckoe ConpoBOXAEHNE peasiu3aumnm NporpaMM KOHTPOJIA U ayauTa 3awuTbl MHpopMaLunm
3HAYUMbIX 0O BEKTOB KPUTUHECKOW MHOPMALIMOHHON MHGPACTPYKTYpPbI B opraHusaunsx KOC
OnpegfeneHne opMaToB NpeAcTaB/eHNSA OTYETHOCTM B paMKax obecneyeHmns 3awmTbl MHGOPMaLMm
3HAYUMbIX 0O bEKTOB KPUTUHECKOW MHOPMALIMOHHON MHGPACTPYKTYPbI B opraHusaumnsx KOC

HGOGXOJJ,VIMbIe yMeHI/IFIAHaJ'II/I3I/IDOBaTb HOPMaTMBHbIE MPaBOBbl€ aKTbl, HaLlMOHaJIbHbIE N MeXOYyHapoaHble
LOKYMEHTbI, perfamMmeHTupytowme paspaboTky meTogonorum obecneveHns 3awnTbl MHGOPMaLNK B
opraHm3saumnax KeC
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AHanun3npoBaTb N MPUMEHATb METOA0NI0rMYecKyto 6a3y, TpeboBaHMsa 3aKOHOLaTENbCTBa POCCMIACKON
depepaumm 1 pefepasibHbiX OpraHoB UCNONHUTENLHOM BRacTu Poccunckon ®egepaumnm, YnoaHOMOYEHHbIX
B obsiacTn obecneyveHuns 6€30MNacHOCTU KPUTUHECKON MH(OPMALIMOHHON NHGPACTPYKTYpbl PoccmMinckon
depepaumu, 3alLNTLI MEPCOHANbHbLIX AaHHbIX

AHaNM3MpoBaTb M MPUMEHSATb MeTOL0/I0rnYeckyto 6asy, TpeboBaHUA 3aKoHOA4ATENbCTBA PoCCMNCKON
®epepalmm, HOPMaTMBHbBIX akTOB baHKa Poccumn, MmexxayHapoaHbIX 1 HALMOHaJIbHbIX CTaHAApTOB B
06s1acTn ynpaBfieHUs puckaMm MHopMaLMoHHon 6e3onacHoCTH 1 obecneyeHmns 3alnTbl MHopMaLmm
AHanu3npoBaTb 1 060CHOBLIBaTb METOA00r M0 0becneyeHns 3aWmThl MHGOPMaUMK B opraHm3aumax KOC
Pa3pabaTbiBaTb MPOEKTLI BHYTPEHHMX LOKYMEHTOB (JIOKabHbIE aKTbl, OPraHn3aLnOHHO-
pacrnopsanTenbHble JOKYMEHTbI U METOANYeCcKMe MaTepuabl) opraHmsaunn KOC, onpegensaowme
MeTonoJsiornto obecnevyeHuns 3alnTbl MHDOPMaL MM B opraHmdauunsax KOC

Pa3pabaTbiBaTb NPOrpaMmMbl KOHCY/IbTUPOBAHWSA 1 MOBLILLEHNS 0CBEAOMAEHHOCTW PaboTHNKOB
opraHusauun KOC no Bonpocam 3aluTbl MHHOPMaLIMK 3HAYMMbIX 0OBEKTOB KPUTUYECKON
NHMOPMaLMOHHON NHDPACTPYKTYPbI U 3alUTbl MEPCOHANbHLIX AAHHLIX B OpraHu3saumax KOC
MoarotaBamMBaTh MHDOPMALMOHHO-aHAANTUYECKE MaTeprasbl MO BoNpocam obecneyeHns 3aLnThbl
NH(opMauun B opraHusaumnax KOC

Heobxoaunmble 3HaHMA3aKoHOLaTeNbCTBO Poccuinckon degepaLim, HOPMaTUBHbLIE NPABOBbLIE AKThI,
HaLMOHabHbIe, MEXIOCYAaPCTBEHHBIE N MEXAYHAPOAHbIE CTaHAapThl B 06/1aCTh 3alMThl UHGOpMaL UK,
3aLNUTbl NePCOHAbHBIX AaHHbIX, YNPaBAeHNa puckaMu nHPopMaLnoHHon 6esonacHocT, obecrneveHns
MH(opMaLMoHHoM Be3onacHOCTK B opraHu3aumnsax KOC, obecneyeHus 6e30MacHOCTY KpUTUYECKON
NHOPMaLMOHHON MHADPACTPYKTYpbl Poccniickon Pegepaunn; NpaBuia KaTeEropupoBaHns 06 bEKTOB
KPUTUYECKOW MHDOPMALIMOHHON MHAPACTPYKTYpbl Poccuinckon ®epepaunm

PykoBogfslime n MeToANYeCKNe OKYMEHTbl YNOJIHOMOYEHHbIX hefepasibHbIX OpraHoB UCMOSHUTESTIbHON
BNACTW, HOPMaTUBHbIE aKTbl BaHka Poccum B 06nacTu 3amThl MHDOPMALLMK, 3aLLNThl MEPCOHAJbHbIX
AaHHbIX, obecnevyeHnsa nHGopMaunoHHon 6e30MacHOCTK, YNpaBaeHNs puckamm MHHPOPMaLMOHHON
6e3onacHoCcTK B opraHusaunsax KOC, obecnevyeHuns 6e30MacHOCTN KPUTNYECKON MHGPOPMALIMOHHON
NH(PaCTPYKTYpbl Poccuinckon depepauun

MpuHUMnbl pa3paboTKy U COBEPLUEHCTBOBaHNA MeTOA0I0run obecrneveHuns 3almTbl UHGOpMaLun B
opraHusaumnsax KoC

MpUHUMNBI NOCTPOEHUS cucTeM obecnevyeHuns 3awmnTbl UHMOPMaLUN 1 3alUTbl NEPCOHAsbHBIX JaHHbIX B
opraHmsaunsax KeC

CocTaB 1 coaepaHune opraHn3aLoHHbLIX U TEXHUYECKUX Mep no obecneyeHunto 6e3onacHoCcTu
MepCcoHasibHbIX AaHHbIX Npu nx 06paboTke B MHHOPMALMOHHBLIX CUCTEMAX NEePCOHasbHbIX AaHHbIX B
opraHusaumnsax KoC

MeTofonornsa paspaboTkm NporpaMm KOHCYIbTUPOBAHUS 1 MOBbILLEHNS 0CBEAOMAEHHOCTY PaboTHUKOB
opraHu3auny KOC no Bonpocam 3alnThl MHHOPMaLMK 1 3aLlUNThl 06bEKTOB KPUTUYECKON
NHOPMALMOHHON NHADPACTPYKTYpPbl B opraHn3aumax KOC

Crneumndurka nnaTexHblX NpoLeccos B opraHmsaunax KOC

MpUHUMNBI OpraHM3aLmMm BHYTPEHHEN OTHETHOCTM opraHm3auum KOC B pamMkax obecneyveHns 3almThbl
nHgopMaumnm B opraHmsaumnax KOC

[pyrve xapakTepucTuku-

3.3.7. TpyLnoBas (hyHKLNA

HavmeHoBaHneOpraHmnsauma 3awmnTbl MHPOPMaLMK, B TOM YCE 3alMThl NEPCOHANbHbIX AaHHbIX, B
opraHmsaunsax KOCKog

C/07.7

YpoBeHb (MoAYypOBeHb) KBaanpukaLuum
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MponcxoxxaeHue TpyaoBon PyHKLUMMOprUrnHan
X3anMCTBOBaHO 13 OpuUrMHana

Kopn opurvHana
PerncTpauunoHHbI HoMep NpodecCMoHasibHOro CTaHaapTa

TpyZLoBble gencTBusiPaspabotka mogenu yrpo3 6e3onacHoCTU nHGopMaLmm, B TOM Yucne 6esonacHocTu
nepcoHasibHbIX faHHbIX, B opraHm3aumax KOC

Pa3paboTka opraHM3aLMOHHO-PaCMOPAAMTENbHLIX JOKYMEHTOB MO 3alUMTEe UHGOPMaL MK, B TOM YMCAe Mo
3alUMTe NepcoHalibHbIX AaHHbIX, B opraHmn3aumsax KOC

OpraHun3aums BbINMOJHEHUS OPraHN3aUMOHHBLIX N TEXHMYECKMX Mep Mo 3awmnTe nHdopmaL i, B TOM Yyucne
no 3aLmTe NepCoHasbHbIX AAaHHbIX, B opraHm3aumax KOC

Pa3paboTka apxXuTeKTypbl U KOHPUrypaLUmn CUCTEMbI 3aLUTbl MEPCOHAsbHbIX AaHHbIX B OpraHn3aumnax
KoC

Pa3paboTka CMCTEM MOHUTOPMHIa PacnpoCTPaHEHNS NePCOHabHbIX faHHbIX B opraHu3aunsax KOC
PaspaboTka MeTOAMNK OLEHKN 3PHEKTUBHOCTM Mep Nno obecneyeHunto 6€30MacHOCTY NEePCOHasbHbIX AaHHbIX
B MH(POPMALMOHHBIX CUCTEMaX B opraHu3aumax KOC

OpraHun3aums KOHTPOS BbIMOJIHEHNA OPraHM3aLNOHHbIX Y TEXHUYECKUX Mep Mo 3aliuTe nHpopmauum, B
TOM YMCJIE MO 3alMTe NePCoHasbHbIX AaHHbIX, B opraHm3aumax KOC

MpoBeneHne obyyeHns NnepcoHana no BbIMOJHEHMIO OPraHN3aLUNOHHBIX U TEXHUYECKUX Mep MO 3aluTe
NHgopMaLmnm, B TOM YUCE MO 3almTe NepcoHasbHbIX AaHHbIX B opraHusaumnsax KeC

Heobxoaunmble ymeHusPa3pabaTbiBaTh MOAenn yrpo3 6e30macHOCTM MHGOPMaL MK, B TOM Yucie
6e30nMacHOCTY NepCcoHasbHbIX AaHHbIX, B opraHunsaumax KOC

Pa3pabaTbiBaTb OpPraHn3aLMOHHO-PACNOPAANTENbHbIE AOKYMEHTLI MO 3alUNTE MHGOPMaL MK, B TOM Yynucie
Mo 3alLnTe NepcoHanbHbIX faHHbIX, B opraHunsaumnax KOC

[MnaHnpoBaThb M OPraHN30BbIBaTH BbIMOJHEHNE OPraHN3aLNOHHBIX U TEXHUYECKUX Mep Mo 3almTe
WUH(OpPMaLUK, B TOM YMCe M0 3allMTe NepcoHanbHbIX AaHHbIX, B opraHu3aumax KOC

MnaHnpoBaTb M OPraHN30BbIBaTb KOHTPOJIb BbIMOJIHEHUSA OPraHN3aUNOHHBIX TEXHUYECKMX Mep Mo 3aluuTe
WH(OpMaLUK, B TOM YMCe M0 3alMTe nepcoHanbHbIX AaHHbIX, B opraHu3aumax KOC

Peanun3oBbiBaTb Npasuia pasrpaHuyYeHns 4oCTyna nepcoHana K obbekTam focTyna B opraHu3aumax KOC
MpoBoaunTb 06y4eHne nepcoHana Mo BbIMOJHEHWIO OPraHN3aLNOHHBIX Y TEXHUYECKMX Mep Mo 3auTe
WMH(OpPMaLUK, B TOM YMCe M0 3allMTe NepcoHasbHbIX AaHHbIX, B opraHu3aumax KOC

Pa3pabaTbiBaTb apXUTEKTYPY 1 KOH(UIYpaLMIO CUCTEMbI 3aLLUNThbI MEPCOHAJbHBIX AAHHbIX B OpraHn3aumsax
KoC

Pa3pabaTbiBaTb CUCTEMbI MOHUTOPWHIA PacnpoCTPaHEHNS NEPCOHasbHbIX AaHHbIX B opraHusaumnax KOC
PaspabaTbiBaTb METOANKUN OLEHKMN 3hPEKTMBHOCTU Mep No obecneyeHunto 6€30NacHOCTN NePCOHANbHbIX
LlaHHbIX B UHDOPMALMOHHBLIX CUCTEMaX B opraHm3aumax KOC

PaspabaTbiBaTb 1 peann30oBbiBaTb METOAbI 06€3/IM4MBaHNA NEPCOHANbHBIX AaHHbIX B MH(POPMaLMOHHBIX
cuctemax B opraHmsauunsax KOC

Heobxogumble 3HaHMA3aKoHO4aTENbCTBO Poccuinckon ®emepauum, HOpMaTUBHbIE MPABOBLIE aKThI,
HaLWOHa/bHbIE, MEXTOCYAaPCTBEHHbIE N MEXAYHaPOAHble CTaHAAPTbI B 00/1aCTK 3aWMTbl MHGOPMaLUN 1
3alWMTbl NePCOHaNbHbIX AaHHbIX

PykoBoAsiLLMe N METOANYECKMNE AOKYMEHTbI YMOJHOMOYEHHbIX (hefepasibHbiX 0PraHOB NCMONHUTENbHOW
BJ1IACTW, HOPMaTMBHbIE aKTbl baHka Poccumn B 061aCTy 3alnTbl MHOPMaLMK 1 3aLLMTbl MEPCOHAJIbHbIX
JaHHbIX

COBpeMeHHbIe I/IHCbOpMaLI,VIOHHbIe TEeXHOJIOMNK (OI'IepaLI,I/IOHHbIe CNCTEMBbI, 6a3bl NaHHbIX, BblHUCNNTENIbHbIE
ceTtn)

Yrpo3bl 6e30nacHOCTY MHGoOPMaLMK, B TOM Yncie 6€30MacHOCTU NepCoOHasbHbIX AaHHbIX, B
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aBTOMATU3NPOBAHHbIX CUCTEMAX B opraHm3aumnax KOC

MeTobl U CpefcTBa 3aMThbl MH(OPMaLIMK B aBTOMAaTU3MPOBaHHbLIX CUCTEMaX B opraHun3aumax KOC
MopagoK opraHn3aunm 3alnTbl U OCHOBHblE TpeboBaHMS K 3alimMTe nHGopMaLnm, B TOM YUC/E K 3aLiuTe
nepCcoHasbHbIX AaHHbIX, B opraHm3aumnax KOC

CocTaB 1 cofep>KaHune opraHn3aunoHHO-PacnopaaMTeNbHbIX LOKYMEHTOB MO 3allnTe nHpopMaLunm, B TOM
yucae no 3awmnTe nepcoHasbHbIX AaHHbIX, B @aBTOMaTU3MPOBaHHLIX CUCTeMax B opraHm3aumax KOC
OcHoBebl 0becneveHnsa 6e3onacHoCTN 06bEKTOB MH(OPMaTU3ALMN NPUKIAAHOMO YPOBHA B OpraHu3aLumsx
KoC

MopsLOK OpraHn3aLnn TEXHNYECKOro 06CNy)KMBAHNS CUCTEM U CPEACTB 3alUMThl MHOpMaLMK B
opraHusaunsax KOC

OCHOBbI METOANKM 06YHeHUNS, NOBLILLIEHNS 0CBEAOMJIEHHOCTM U KOHCYIbTUPOBaHNS paboTHMKOB
opraHusauuy K®C no sonpocam 3aunTbl MHPOPMaLUK, B TOM YAC/E 3aLLUTbl NEPCOHAIbHbIX AaHHbIX
CocTaB 1 COAep KaHMe OpraHM3aLMOHHbBIX U TEXHUYECKNX Mep Mo obecrneyeHunto 6e3onacHOCTU
nepcoHasbHbIX AaHHbIX Npn ux 06paboTke B MHPOPMALMOHHBLIX CUCTEMaX NEPCOHANbHbIX AaHHbLIX B
opraHusaunsax KoC

MpuHLUMNbI 1 ycnoBusa 06paboTKM NepcoHanbHbIX AaHHbIX B opraHun3aumax KOC

MeTonbl U CpeficTBa KOHTPOS BbINOJIHEHUS OPraHWU3auNOHHbIX N TEXHUYECKMX Mep Mo 3alLuTe
MHgopMaLmnm, B TOM YUC/IE MO 3almTe NepcoHasbHbIX AaHHbIX, B opraHusaumnsax KOC

[pyrve xapakTepucTumkm

3.3.8. TpynoBasa pyHKUUSA

HanmeHoBaHneObecneyeHne onepauoHHON HageXHOCTU (KubepycTonunmBocTur) B opraHusaunsx KOCKona
C/08.7

YpoBeHb (MoAYypOBeEHb) KBaanpukaLuum

7

MponcxoxaeHne TpyaoBon PyHKLUUMOpUrnHan
X3anMCTBOBAHO 13 OpuUrnHana

Kopn opurvHana
PerncTtpauunoHHbI HoMep NpodeccMoHabHOro CTaHaapTa

TpyZoBble AeACTBUSPeann3aLna OpraHn3aLnoHHbIX 1 TEXHUYECKMX Mep 3alnTbl MHGOPMaL MK 1
onepaLynoHHON HaaeXHOCTH (KubepycToninmsocTr) B opraHusaumnax KOC

CoBepLUEHCTBOBaHME OPraHN3aLUMOHHbIX Y TEXHUYECKUX Mep 3alLnTbl MHOPMaLUKN 1 onepaLnoHHOR
HaLeXHOCTH (KnbepyCTon4MBoCTU) B opraHn3aumnsax KOC

ObecneyeHne He0HX0ANMMOro YPOBHS 3PesIoCTH (MOJIHOThLI U KaYeCcTBa) OPraHn3aLNnOHHbIX U TEXHUYECKMNX
Mep 3alMTbl MHGOPMALIUK 1 ONepaLMoOHHON HaleXXHOCTH (KnbepyCcTonymneocTu) B opraHmnsaumax KOC
OnpefeneHne OpraHM3aLNOHHbIX N TEXHUYECKMX Mep 3aluTbl MHGOPMauun 1 obecnevyeHns onepaLMoHHON
HaOeXXHOCTN (KMbepyCTonyYnBoCTM) B opraHmnsaumax KOC

Heobxogumble yMeHUSAHANM3NPOBaTL U NPUMEHATL METOA0N0rMYecKyto 6a3y, TpeboBaHuA
3aKoHogaTenbCcTBa Poccminckon ®epepaunm, HOPMaTUBHbLIX akToB baHka Poccum, MexxayHapoaHbIX v
HaLMOHabHbIX CTaHAapTOoB B 06iacTy obecnevyeHuns onepaLMoOHHON HaaeXXHOCTK (KnbepyCcTon4mBoCcTr) B
opraHusaumnsax KoC

PaspabaTbiBaTb NpeasoXeHNs MO COBEPLUEHCTBOBAHMIO METOLOA0r MK obecrneyeHns onepaLnoHHON
HaOeXHoCTN (KnbepyCcTonynBocTm) B opraHnsaumax KOC

MpUMeHATbL OpraHn3aLnOHHbIE N TEXHUYECKME Mepbl 0becneyeHnst onepaLMoHHON HaAeXHOCTY
(kmbepycTonumBocTur) B opraHusaunsx KOC
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BHOCUTb NpennoxxeHns 06 n3MeHeHNN KOHTPOJIbHbIX MOKa3aTesiell YPOBHA PUCKOB MHDOPMAaLMOHHOW
6e3onacHoOCTK B opraHm3auunsx KOC

OcywwecTBAATb BbIOOP OPraHM3aLNOHHBIX M TEXHUYECKMX Mep 3aluuTbl MHGopMauun 1 obecnevyeHus
onepaLnoOHHON HaaeXHOCTK (KnbepycToninBoCcTn) B opraHmaumnax KOC

AHanun3npoBaTb TEXHUYECKYIO AOKYMEHTaLMio Ha 06bekTax HpopMaTmM3aLmMm B opraHm3anmax KOC

Heobxogumble 3HaHMA3aKoHO4aTeNbCTBO Poccuiickon degepaumm, HOpMaTUBHbIE MPABOBLIE aKThl,
HaLWOHa/bHbIE, MEXIOCYAAPCTBEHHbIE N MeXAYHaPOAHblE CTaHAAPThl B 061acTy 3almThl UHOPMaLUuK, B
obsiacTn peanmsaunm n KOHTPONA nNpoueccoB obecnevyeHns onepaLMoHHON HaAEXHOCTM
(kmbepycTonumBocTr) B opraHusaunsx KOC

PykoBogsLLMe N METOANYECKMNE AOKYMEHThI YMOJHOMOYEHHbIX (hefepalibHblX OPraHoOB MCMOJHUTENbHON
BNACTW, HOPMaTUBHbIE aKTbl BaHka Poccun B 06nacTu 3awmThl MHADOPMaL MK, B 061aCTK peann3aunm n
KOHTPOJ15 NpoLieccoB obecrneyeHmnsa onepaumnoHHON HaleXXHOCTK (KnbepyCToNYMBOCTIN) B OpraHmn3aLmax
KoC

MpuHUMnel obecneyvyeHns onepaLnoHHON HageXXHOCTUN (KnbepyCcTonymBoCcT) B opraHusaumax KOC
ba30BbIN COCTAB OpraHn3aLMOHHbIX, TEXHOJIOTMYECKUX N TEXHUYECKNX Mep obecrnevyeHuns onepaLMioHHON
HaOeXHOCTN (KMbepyCTonyYnBoCTMN) B opraHmnsaumax KOC

MooxoAdbl K CEerMeHTaUUN BbIYUCANTENBbHbBIX CEeTeln B opraHm3aumnax KOC

Cneunduka nnaTexHbIX NPOLECCOB B opraHm3aunax KOC

OcHoBbl 0becneyeHmns 6e3onacHOCTM 06bEKTOB MHOPMATM3aLMM NPUKSIAAHOIO YPOBHS B OpPraHmM3aLunsx
KoC

MooxoAdbl K NOATBEPXAEHMIO peann3aunm QyHKLMA 6e30NacHOCTN 1 KOHTPOJIA (Hannymns) ysa3BuMocTen
06bEeKTOB MHOPMaTM3aLMM NPUKSIAAHOIO YPOBHSA B opraHm3auunsax KOC

[pyrue xapakTepucTmkm

3.4. 0606LeHHas TpyaoBas hyHKUUS

HanmeHoBaHneMeTogonornyeckoe obecneyeHne npoLLeccoB MHGOPMaLIMOHHOM 6e3onacHoOCTL B
opraHmsaunsax KOCKog

D

YpoBeHb KBanugpukauum

7

MpouncxoxxaeHne obobuieHHoOM TpyaoBON yHKUUNOPUrnHan
X3anMCTBOBaHO 13 OpuUrMHana

Kopn opurvHana
PerncrtpauunoHHbI HoMep NpodecCMoHaslbHOro CTaHaapTa

B03MOXXHble HAaMEHOBaHWS OOJHKHOCTEN, npodeccninl naBHbIN CNneumanncT no NMHAMOPMaLMOHHON
6e3onacHoCcTun

Beayuwimin cneuymannuct no nHopMaLMoHHoOW 6e30nacHoCTH

PykoBoauTenb CTPYKTYPHOrO NogpasaenieHuns

TpeboBaHuns k 0bpa3oBaHuio 1 06y4eHuoBeICWee NpodnabHoe obpa3oBaHue - MarucTpaTypa nam
cneunanuTeT B 061acT MHADOPMaLMOHHON 6e30nacHOCTH

nnm

Bbicliee obpa3oBaHme (HEMPOGWILHOE) - MarncTpaTypa Win CneunanuTeT n ONOJHUTENbHOE
npogeccnoHanbHoe obpa3oBaHue (NpodeccnoHanbHas NepenoaroToBka) B 061acT MHPOPMaLMOHHOW
6e3onacHoOCTK B opraHu3aumnsx KOC

TpeboBaHMA K ONbITY NpakTM4yeckon paboTbiHe MeHee ABYX NieT B 061aCTV MHGOOPMALMOHHOW
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6e3onacHoOCTK B opraHunsaumax KOC
Ocobble ycnosusi gonycka K pabote-
Lpyrue xapakTepucTuku-

JononHUTEeNbHbIE XapaKTEePUCTUKM

HaumeHoBaHMe OOKyMeHTa

Kon

HanmeHoBaHme 6a30B0M rpynnbl, 4OHKHOCTU (Npodeccnm) nam cneumanbHOCTM
OK32529CneuunanucTbl No 6asam faHHbIX U CETAM, He BXOASLLME B ApyrMe rpynnb
EKC-TnaBHbI cneymannct no TEXHUYECKOW 3almTe nHhopMaumnm

OKMATP20911lM naBHbIN CNeUnanncT no 3awmute nHopMauum
OKC01.01.04.02MMpuknagHas MmaTemMaTKa 1 NHpopMaTUKa
1.02.04.01MaTemMaTVKa 1 KOMMNbIOTEPHbIE HAYKK

1.02.04.020yHpameHTasibHasA MHOPMaTNKA U MHPOPMALMOHHbIE TEXHONOT NN
1.02.04.03MaTemaTnyeckoe obecneyeHme n aiMUHUCTPUPOBAHMNE NHGHOPMALIMOHHBLIX CUCTEM
2.09.04.01/HdopMaTHKa 1 BbIYUCNTENIbHAA TEXHUKA
2.09.04.02NHdopMaLIMOHHBIE CUCTEMBI U TEXHOJIOM NN

2.09.04.03MpuknafHas nHpopMaTuKa

2.09.04.04MporpamMHas nHxeHepus

2.10.04.01HdopMaunoHHas 6e30nacHOCTb

2.11.04.02IHhOKOMMYHMKALNOHHbIE TEXHOJIOTUW U CUCTEMbI CBA3M
5.38.04.013koHOMUKa

5.38.04.05bun3Hec-nHpopMaTunKa

5.40.04.01K0pucnpyaeHums

2.10.05.01KomnbloTepHas 6e30nacHOCTb

2.10.05.02HdopMaumoHHas 6e30NacHOCTb TENEKOMMYHUKALMOHHbIX CUCTEM
2.10.05.03WHpopMaumnoHHas 6€30MacHOCTb aBTOMAaTU3NPOBAHHBIX CUCTEM
2.10.05.04HhopMaLMOHHO-aHaIMTYeCKMe cncTembl 6e30macHOCTM
2.10.05.05be30nacHOCTb MHDOPMALIMOHHBIX TEXHOJIOTMIA B MPaBOOXPaHUTENbHON cdhepe
2.10.05.06KpunTorpadus

2.10.05.07MpoTuBOAENCTBUE TEXHNYECKUM pPa3BeKaMm

5.38.05.019k0HOMMYecKas 6e3onacHOCTb

5.40.05.01MpaBoBoe obecneyeHne HaLoHanbHON 6e30MacHOCTM

3.4.1. TpynoBasa pyHKUUSA

HanmeHoBaHnePa3paboTka nonnTuky B obnactu obecneveHns MHOOpPMaLMOHHON Be3onacHoOCTHY, Mo
BOMPOCaM yrnpasieHns puckamm nHhopmaumnoHHon besonacHocty, obecnevyeHuns onepaLioOHHOM
HaOeXHOCTN (KMBepyCTOMYNBOCTM) 1 3alUnNTbl MHADOPMaL MK B opraHm3auusax KOCKog

D/01.7

YpoBeHb (MoaypoBEHb) KBaUpUKaLmn

7

MpoucxoxxaeHne TpyaoBoN yHKLMMOPUrnHan
X3auMCTBOBaHO U3 OpuUrnHana

Kopn opurvHana
PerncTpauunoHHbIn HoMep NpodecCcnoHaNbHOro CTaH4apTa

TpyZnoBble aencTBUsiPa3paboTka, COrnacoBaHNe N OpPraHn3aLmns YyTBEP)KAEHUS NOMTUKK B 0bacTu
obecneyeHns MHopMaLMoHHOM Be30NacHOCTK, MO BONPOCaM YNpaB/eHUs puckaMm MHDOPMaLMOHHON
6e3onacHocTK, obecnedyeHns onepaumoHHON HageXXHOCTU (KnbepyCTONYMBOCTM) 1 3aLLUTbI MHDOPMaLIUN B
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opraHm3saumnax KeC

CoBepLUueHCTBOBaHME NoAnTuKK B 0bnactun obecneyeHms nHhopMaLMoHHoN 6e30nacHOCTU, MO BONpPOCaM
ynpaBieHnsa puckamm nHopMaLMoHHon 6esonacHoCTH, obecneyeHns onepaunoHHON HafeXXHOCTH
(KnbepycTonyYnBOCTM) 1 3aWMThl MHGOPMaLMK B opraHm3aumax KOC

Pa3paboTka npeanoXxeHuin No pacnpefeneHunto posiei n 0TBETCTBEHHOCTY 3a YNpaBieHne puckamu
MHGOPMaLMOHHOM 6e3onacHOCTY, obecnevyeHne 3anTel MHGOPMaLUK U ONEPALMOHHON HaAEXHOCTY
(KnbepycToN4YMBOCTIM) B BOBJIEYEHHLIX NoApa3aeneHnax opraHmsaunn KOC

Pa3paboTka NpeanoXXeHun no onpeneneHnto 30H KOMMNEeTEHLMW COBETa AMPEKTOPOB (HabtogaTenbHoro
COBETAa) M MCMNOJIHNTENIbHOIO OpraHa opraHm3sauni KOC

PaspaboTka npeanoXxeHuin No onpefeneHnto CoCTaBa KOHTPOJIbHbIX NoKa3aTenen YpoBHSA pUCKOB
NHopMaLMoHHON 6e3onacHOCTY B opraHn3aumax KOC, a Takxe ero KOHTPOJIbHbIX U CUTHasIbHbIX
3Ha4yeHuwn

Heobxogumble yMeHUSAHaNN3MpoBaTh U 060CHOBLIBaTb NOJMTUKY opraHm3auunin KOC B obnactu
obecneyeHns NHGHOPMaLMOHHOM He30MacHOCTK, N0 BONPOCaM YNpPaBAeHNS pUCKaMyn MHDOPMaLIMOHHON
6e3onacHocTy, obecneyeHmns onepaLMoOHHON HageXHOCTY (KnbepyCTONYMBOCTN) M 3alLMTbl MHGOPMaLLUN
AHanunsnpoBaTb N MPUMEHATbL METOA0NI0rNYecKyto 6a3y, TpeboBaHMsa 3aKOHOLaTENbCTBA POCCMIACKON
defepaLunm, HOpMaTUBHBLIX akTOB baHka Poccun, MexxayHapoAHbIX U HaLMOHaNbHbIX CTaHAAPTOB B
obnacTu ynpaBneHus puckamm nHpopmMalmoHHon 6esonacHocTun, obecnedyeHns 3aunTbl MHDOPMaLIUK 1
onepaLynoHHON HaaeXHOCTK (KnbepycToninsocTn) B opraHmaumnax KOC

PaspabaTbiBaTb NpelsioXeHs N0 M3MEHEHMNIO U COBEPLLUEHCTBOBAHMWIO MOANTUKIN YNPaBIEHNS pUcKaMu
MHOopMaLMOHHON 6e3onacHOCTY B opraHmn3aumax KOC

Pa3pabaTbiBaTb NPOEKTLI BHYTPEHHUX LOKYMEHTOB (JIOKa/bHbIE aKTbl, OPraHn3aLnOHHO-
pacrnopsaanTeNbHble JOKYMEHThI 1 MeToAnYecKme Matepuansl) opradmsauun KOC, ycTaHaBANBAKOLWMX Liesn
1 NPUHLMMLI, @ TaKXe ONpeaensiownx MeToOL0I0r 10 U NpaBmia YNpaBaeHUs puckamMm MHGMOPMaL MOHHOM
6e3onacHoCTK B opraHmnsaumax KOC

Pa3pabaTbiBaTb NpensoXeHna No pa3BMTUIO KOPMOPATUBHOW KyNbTYpbl (3TUKKW), yCTaHaBAUBAIOLLEN
3Ha4YMMOCTb BOMPOCOB YrpaBfeHns puckamu nHdopmaLnoHHon 6e3onacHocTu, obecnevyeHns 3aLLmThbl
MHOopMaLUK, onepaLnoHHON Hale)XXHOCTY (KnbepyCcTon4ymnBocTu) B opraHmnsaumax KOC

Heobxoamnmble 3HaHMA3aKoHOLaTeNbCTBO Poccuinckon ®egepaumm, HOPMaTMBHbLIE NMPABOBbLIE aKThI,
HaLMOHabHble, MEXroCyJapCTBEHHbIE N MeXAYHapoHble CTaHAapTbl B 061acTu 3alMThl MHopMaLmK, B
0bs1acTn ynpaBfieHUs puckamu MHopMaLMoHHo 6e3sonacHocTK, obecneyeHns NHGDOPMaLIMOHHON
6e30MacHOCTM 1 onepauuoHHOW HageXXHOCTU (KnbepycTonynBoCcTm) B opraHusaumax KOC

PykoBogasLLme n METOANYECKNE AOKYMEHTHI YNOJIHOMOYEHHbIX (hefepasibHbIX OPraHoB UCMOJIHUTENbHON
BNACTW, HOPMaTUBHbIE aKTbl BaHka Poccun B 06nacTu 3awimThl MHOpMaLmK, B 061aCTy ynpaBiaeHus
pycKamu nHpopmaumoHHon 6esonacHocT, obecneyveHns nHopMaLMoHHoN Be3onacHOCTH 1
onepaLynoHHON HaaeXHOCTK (KnbepycToninBoCcTn) B opraHmaumnax KOC

MpuHUMNBl 1 MeTOAbl pacnpefeneHns ponen 1 OTBETCTBEHHOCTM 3a yrpaB/ieHne puckamu
NHGOopMaLMoHHOM 6e3onacHOCTY, obecneyvyeHne 3anTel MHGOPMALIUK U ONEPALIMOHHON HaAEXHOCTY
(kmbepycTonumBocTur) B opraHusaunsx KOC

MpuHUKMNLI LenenonaraHns, BUAbI U METOAbI OPraHM3aLUMOHHOI0 NAaHNPOBAHUS

MPUHUMNBI NOCTPOEHUS U COBEPLUEHCTBOBAHMNSA CMCTEM YNPaBAEHNS PUCKaMU MHDOPMALMOHHON
6e3onacHocTn, obecnevyeHuns nHpopmaLnoHHoM 6e30MacHOCTN 1 ONepaLMoOHHON HadEeXXHOCTH
(kmbepycTonumBocTr) B opraHusaunsx KOC

Cneundmka naaTexHblX NpoLeccoB B opraHusaumax KOC

MpuHUMNbl pa3paboTku NoanMTnkn B obnactu obecnevyeHuns nHpopmaLMoHHon 6e3onacHoOCTX No BONpocam
ynpaBaeHns puckamy nHopMaLmoHHon 6e3onacHocTu, obecneyeHns onepaLoHHON HaeXHOCTH
(KnbepyCTOMYMBOCTM) 1 3aLLNTLI MHOPMaL MK B opraHm3aumnax KOC
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Moaxonbl K onpefeneHunio CoCTaBa KOHTPOJIbHBIX NoKa3aTenen YpoBHSA PUCKOB NHAPOPMaLMOHHON
6e3onacHocTK B opraHu3auun KOC

Opyrue xapakTepucTmkm-

3.4.2. TpynoBasa pyHKUUSA

HanmeHoBaHnePa3paboTka MeToaonornm obecnevyeHns 3alnTsl MHPOPMaLUK N ONepaLMoHHOW
HageXHoCcTn (KnbepycTtonynsocTu) B opraHunsaumax KOCKoga

D/02.7

YpoBeHb (MoaypoBeHb) KBanugrKaLmm

7

MpouncxoxxaeHre Tpynoson hyHKUUMOpUrmHan
X3auMMCTBOBaHO 13 OpuUruHana

Kopn opuruHana
PerncTpaunoHHbI HoMep NpodeccMoHasbHOro cTaH4apTa

Tpynosble genctensPa3paboTka, COrnacoBaHue v NpMMeHeHNe BHYTPEHHNX OKYMEHTOB OpraHu3aumm
K®C, onpenensiolmx MmetTononorno obecnevyeHns 3amTbl UHOOPMaLUKU 1 ONepaLoOHHON Hale)XXHOCTH
(kmbepycTonunBocTur) B opraHusaunsx KOC

CoBepLUEeHCTBOBaHNE MeTOL0IOr NN obecnedyeHmns 3aLnTbl MHPOPMaLMK N ONEPaLMOHHON HAaZEXHOCTH
(kmbepycTonumBocTur) B opraHusaunsx KOC

AHann3 pe3ynbTaToB (Bannaaumns) NnpUMeHeHna MeToonorum obecnevyeHuns 3awmTol UHQOPMaL UK 1
ornepaunoHHON HageXHOCTU (KubepyCcTonynmBoCTM) B opraHusaumax KOC

Pa3paboTka NporpamMm KOHCYNbTUPOBAHMA 1 MOBbILLEHNS 0CBEAOMJIEHHOCTM pabOTHMKOB OpraHmu3aumm
K®C no Bonpocam 3alnTbl MHGopMaunn n obecrneyeHns onepaLuoHHON HageXHOCTH
(kmbepycTonumBocTur) B opraHusaunsx KOC

MoAroToBKa NpensioxXeHnin no 6a3oBoMy COCTaBY OpraHM3aLMOHHbLIX N TEXHUYECKMX Mep Mo 3aliuTe
NHopMaLUn 1 obecnedyeHnto onepaLoHHON HadeXHOCTU (KMbepyCcToNnYnBOCTM) B opraHusaumnsax KOC
MeTooo/10rn4eckoe CONpPoBOXXAEHNE peasi3aumnmn NporpaMM KOHTPOA 1 ayauTa 3aluTbl MHopMaLmm 1
obecneyeHnss onepaLMoHHON HaAeXHOCTMN (KnbepycTonymBoCTY) B opraHm3auunsx KOC

OnpepeneHne hopMaToB NPeACTaBAEHNS OTYETHOCTY B paMKax obecneyeHmns 3aLnTbl MHopMaL MM 1
ornepaunoHHON HageXHOCTU (KnbepyCcTon4nBoCcTmn) B opraHnsaumnax KOC

Heobxoanmble yMEHUSAHANN3MPOBATb HOPMATUBHbIE MPABOBbLIE aKTbl, HALMOHAJIbHbIE U MEXAYHAPOLHbIE
LOKYMEHTbI, pernameHTupytowme pa3paboTky meTogonorum obecnevyeHns 3alnTsl MHGOPMaLUn 1
onepaLnoHHON HageXHOCTN (KMbepyCTon4MBOCTM) B opraHu3aumax KOC

AHaNM3MpoBaTb U NPUMEHATb MeTO0/0rnYeckyto 6asy, TpeboBaHUs 3aKoHOA4ATENbCTBA Poccmintckonm
depfepalmm, HOPMaTMBHbIX akTOB baHKa Poccumn, MmexxayHapoAHbIX 1 HaLMOHaJIbHbIX CTaHAApPTOB B
obnacTn ynpaBaeHuns puckamm nHhopMaLmoHHon 6e3onacHocTn, obecneyeHuns 3aWwmnTbl MHGOPMaLUN 1
onepaLynoHHON HaaexXHOCTH (KubepycToninsocTu) B opraHusaumnax KOC

AHanunsnpoBaTb 1 060CHOBLIBaTb METOA010T M0 06ecneyeHns 3alnThbl MHOPMaLMK N ONepaLMoHHO
HaOeXHoCTN (KnbepyCcTonynBocCcTmn) B opraHmnsaumax KOC

Pa3pabaTbiBaTb NPOEKTbI BHYTPEHHNX LOKYMEHTOB (JIOKaNbHbIe aKTbl, OpraHn3aLoHHO-
pacrnopsianTeNbHble JOKYMEHThI U METOANYECKME MaTepuasbl) opraHu3auun KOC, onpenensaouime
MeTogosornto obecnevyeHuns 3alnTbl UHDOPMALMKN 1 OMEPALIMOHHON HadeXXHOCTH (KnbepyCcTon4YnsocTu) B
opraHm3saumnax KeC

MoaroTaBAMBaTb MHPOPMALMOHHO-aHANUTUYECKME MaTepuasibl No Bonpocam obecneyeHuns 3awuTsl
MHopMaLUKM 1 ONePaLIMOHHON HageXHOCTH (KmbepyCTon4mMBoCcTM) B opraHusaumax KOC

Heobxogumble 3HaHMA3aKoHO4ATENLCTBO Poccuinckon ®enepaunmn, HOpMaTUBHbIE MPABOBLIE aKThl,
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HaLMOHa bHblE, MEXXIOCYLAapPCTBEHHbIE N MEXAYHapOoAHble CTaHAapThl B 06/1aCTU 3alMThl MHOpMaLmm, B
obnacTn ynpasneHuns puckamu MHGopMaLMoHHon 6e3onacHocTn, obecneyeHns MHGMOPMaLMOHHOW
6e30nacHOCTM 1 oNepaLMoOHHON HaaeXHOCTK (KnbepycTon4meoCcTn) B opraHm3saumnax KOC
PykoBogsiLLMe N METOANYECKNE AOKYMEHTbI YMOJHOMOYEHHbIX (hefepalibHblX OPraHoOB NCMOJHUTENbHON
BJ1IACTW, HOPMaTMBHbIE aKTbl baHka Poccum B 061acTu 3alnThl MHopMaL MK, B 061acTy ynpasaeHums
pucKamu nHhopMaLnoHHon 6e3onacHocT, obecneyvyeHns NHopMaLMoHHOM Be3onacHOCTA ©
ornepaunoHHON HageXHOCTU (KubepyCTonYnMBOCTM) B opraHusaumnax KOC

MpyHUMnbl pa3paboTKnM 1 COBEPLUEHCTBOBaHNS METOLOJIOr N obecnevyeHmns 3aLnTbl MHOpMaLMmK 1
onepaLynoHHON HaaeXHOCTK (KnbepycToninsocTn) B opraHmsaumnax KOC

MpyHLMALI NOCTPOEHUs cncTeM obecnevyeHuns 3alnTbl UHDOPMALMKN 1 ONEePaLIMOHHON HaJEeXXHOCTH
(kmbepycTonumBocTr) B opraHusaunsx KOC

ba30BbIN COCTAB OpPraHM3aLMOHHbIX 1 TEXHUYECKMX Mep MO 3alinTe nHpopMaunm n obecnevyeHunio
ornepaunoHHON HageXHOCTU (KubepyCcToninmBoCcTM) B opraHusaumax KOC

MeTononorns pa3paboTKu NporpaMM KOHCYbTUPOBAHUS 1 MOBbILLIEHNS OCBEAOMIEHHOCTN PaboTHUKOB
opraHusauun KOC no Bonpocam 3awuTbl Hpopmaunm n obecnevyeHuns onepaLMoHHOW HaaeXHOCTK
(kmbepycTonumBocTur) B opraHusaunsx KOC

Cneumndurka nnaTexHblX NPoLEeccoB B opraHm3aunsax KOC

MpUHLMNBLI OpraHn3aLny BHYTPEHHEN 0TYETHOCTU opraHmnsaunm KOC B pamkax obecnevyeHuns 3allinThbl
MHOpPMaLUK 1 ONepaLMoHHON HadeXXHOCTK (KnbepyCcTonynBocTu) B opraHmnsaumax KOC

Jpyrue xapakTepucTrkm

3.4.3. TpynoBas (hyHKLNA

HanmeHoBaHnePa3paboTka METOA40I0r MM YNPABAEHUSA pUcCKaMm MHPOPMaLMOHHOM 6e30nacHoOCTH B
opraHmsaunsax KOCKog

D/03.7

YpoBeHb (MoaypoOBEHb) KBaMMKaLUn

7

MpoucxoxxaeHne TpyaoBoN yHKLMMOPUrnHan
X3auMCTBOBaHO U3 OpuUrnHana

Kopn opurvHana
PerncTpauunoHHbIn HoMep NpodecCcnoHaNbHOro CTaH4apTa

TpyZoBble aencTBUsiPa3paboTka, COrnacoBaHne U NMPUMEHEHNE BHYTPEHHNX OOKYMEHTOB, ONpeaenatoLLnX
METOL0/I0MMI0 YNPaBAEHNS pUCKaMmn NHGOpMaLMoHHON 6e3onacHOCTM B opraHu3aunsax KOC
CoBepLIEHCTBOBaHNE METOA0JI0T M YIPABAEHNS pUCKaMu MHGOPMaLLMOHHON 6e30nacHoOCTH B
opraHmsaunsax KeC

AHanus pe3ynbTaToB (BannAauuns) NpUMMeHeHNs MeTO4010r K YPaBiAeHUs pUcKaMm MHOOPMaLMOHHOW
6e3onacHOCTK B opraHmnsaumax KOC

Pa3paboTka NporpamMm KOHCY/IbTUPOBAHWS 1 MOBbLILLIEHNS 0CBELOMIEHHOCTM NO BONPOCam
NPOTUBOAENCTBMA peannsaunm NHPoOPMaLIMOHHbIX Yyrpo3 paboTHMKOB B opraHusaumnsax KOC

Pa3paboTka NporpamMmM noBbILLEHNS OCBELOMIEHHOCTM NO BONPOCaM NPOTUBOLENCTBMA peannsamm
NHOPMALMOHHBIX YFPO3 B OTHOLWeHWUM noTpebutenen mnHaHCOBbLIX YCAYr B opraHunsaumax KOC
OnpepeneHve hopMaToB NPeacTaBleHNs 0TYETHOCTY B paMKax ynpasiaeHns pyuckamm MHGMOPMaLMOHHON
6e3onacHoOCTK B opraHu3auunsx KOC

MeTogonornyeckoe ConpoBoXXaeHne oLeHKM 3OPEeKTUBHOCTM PYHKLNOHMPOBAHUSA CUCTEMBI YNpaBJiIeHNs
prvcKaMu nHgopMaLnoHHon 6e3onacHOCTK B opraHu3aumnax KOC

Pa3paboTka MeTOA0N0r NN OLIEHKN PUCKOB UHDOPMaLIMOHHON 6e30nacHOCTY B opraHmn3aumax KOC
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Pa3paboTka meToA0N0Or NN onpeaeeHns noTepb oT CobbITUIA MHOPMaLMOHHON 6e30nacHOCTY B
opraHmsaumnsax KeC

Heobxogumble yMeHUSAHaNM3NPOBATL U NPUMEHATb METOA0N0rMYeckyto 6a3y, TpeboBaHuA
3aK0oHOZaTeNbCTBa Poccninckon Pegepaunm, HOPMaTUBHBLIX akTOB baHka Poccun, mexxayHapogHbIX 1
HaLMOHa/bHbIX CTaHAaPTOB B 06/1aCTy yNpaBAeHnsa puckaMmm nHpopMaLMoHHo 6e3onacHoCcTy,
obecneyeHus 3aWnThl MHGOPMALMM N ONEPALMOHHON HageXXHOCTU (KnbepyCTONYMBOCTM) B OpraHmM3aumax
KoC

AHanm3mpoBaTb 1 060CHOBbLIBaTL METOL0IOMNIO YNPABAEHNS PUCKaMn NHGOPMaLMOHHON 6e3o0macHOCTM B
opraHmsaumnax KeC

Pa3pabaTbiBaTb NPOEKTbI BHYTPEHHUX AOKYMEHTOB (JIOKasbHble aKTbl, OpraHn3aLoHHO-
pacrnopsanTenbHble JOKYMEHTbI 1 MeToANYecKme MaTepuabl) opraHusaunn KOC, onpegensawome
MeTOO0JIOrMN0 YNpaBieHNs puckaMm MHopMaLMoHHOM 6e30nacHOCTU B opraHusaunsax KOC
MoarotaBamBaTh MHDOPMALMOHHO-aHAANTUYECKE MaTepmasibl MO BONPOCaM ynpaBiaeHns pucKkamm
MHOopMaLMOHHON 6e30nacHOCTY B opraHmn3aumax KOC

Heobxoaunmble 3HaHMA3aKoHOLaTeNbCTBO Poccuinckon degepaLm, HOPMaTUBHbLIE NMPaBOBbLIE AKThI,
HaLMOHa bHblE, MEXXIOCYLAapCTBEHHbIE U MeXAYHapOoAHble CTaHAaPThl B 06/1aCTU 3alMTbl MHOpMaLmm, B
0b6s1acTn ynpaBfieHUs puckamum nHdopMaLmMoHHon 6esonacHoCcTK, obecneyeHns NHGOOPMaLIMOHHON
6e30MacHOCTM 1 onepauuoHHOW HageXXHOCTU (KnbepycTonynBoCcTn) B opraHusaumax KOC

PykoBogsLLMe N MeToANYeCKNE AOKYMEHTbI YMOJHOMOYEHHbIX (hefepalibHblX OPraHoB UCMOSHUTEIbHON
BNACTW, HOPMaTUBHbIE aKTbl BaHka Poccun B 0bnacTu 3awwimThl MHOpMaLmK, B 061acTy ynpaBiaeHus
pucKamu nHhopMaLnmoHHon 6esonacHocTr, obecneyvyeHns MHopMaLMoHHONM Be30nacHOCTA 1
onepaLynoHHON HaaeXHOCTK (KnbepycToninsocTn) B opraHmaumnax KOC

MpuHUMnbl pa3paboTKuM 1 COBEPLUEHCTBOBAHNS METOLOOM NN yNpaBAeHNS PUCKaMn MHGOPMaLIMOHHON
6e3onacHoOCTK B opraHm3aumnsx KOC

MPpUHUMNBI NOCTPOEHUS CUCTEM YNPaBAeHUS puckamMmyu MHOpPMaLMOHHON 6e30NacHOCTU B OpraHm3aLumax
KoC

Cneundka nnaTexHbIX NpoLeccoB B opraHusaumax KOC

MeTogonornsa pa3paboTky NporpaMm KOHCY/IbTUPOBAHUS U MOBbILLEHNS 0CBEAOMJIEHHOCTM MO BOMPOCaM
NPOTMBOAENCTBUS peann3aunm MHHOPMaLMOHHBIX Yrpo3 B OTHOLEHWUM noTpebuTeneln GUHaHCOBLIX YCAYr B
opraHusaumnsax KoC

MPUHLMNLI OpraHn3auUnn BHYTPEHHEN OTHETHOCTM opraHm3aumn KOC B pamkax ynpaBieHns puckamum
MH(opMaLMoHHoN Be3onacHOCTK B opraHu3aunsax KOC

[pyrue xapakTepucTmkm

3.4.4. TpypnoBas (hyHKLNA

HaumeHoBaHnePa3paboTka MeTOA00M MW BbISABAEHUA NHLWAEHTOB MH(OPMaLMOHHON Be3onacHoCTH,
pearnpoBaHMA Ha HUX 1 BOCCTAHOBJIEHUS MOCe NX peannsaunm B opraHmnsaumax KOCKog

D/04.7

YpoBeHb (MoAypoBeHb) KBaanukaunm

7

MpouncxoxxaeHne Tpyaoson pyHKUMMOpUrmHan
X3anMCTBOBaHO 13 OpuUrMHana

Kopn opurvHana
PerncrtpauunoHHbI HoMep NpodeccMoHasibHOro CTaHaapTa

Tpynosble aencTensPa3paboTka, CoOrfacoBaHne BHYTPEHHUX LOKYMEHTOB, Onpenensowmnx nopsaok

Cka4aHo Ha canTe «3aKoHbl PO» — https://actrf.ru Ctp. 311345



BbISIBJIEHUSI MHUMAEHTOB UHMOPMaLIMOHHON 6e30nacHOCTY B opraHm3aumax KOC

Pa3paboTka, corflacoBaHne BHyTPEHHUX LOKYMEHTOB, ONPEAENSAOLLINX NOPSAAOK PearnpoBaHns Ha
NHUNAEHTbI NHOPMaLMOoHHON 6e3onacHOCTK B opraHm3auunsax KOC, B TOM Yucie nopsaok
NHMOPMUPOBAHNSA O KOMMNbIOTEPHbLIX MHLUMOEHTAX, pearnpoBaHns Ha HUX, MPUHATUS MEpP MO JIMKBMAALNN
KOMMbIOTEPHbIX aTakK, MPOBEAEHHbIX B OTHOLIEHNN 3HA4YMMbIX 06BEKTOB KPUTUYECKON MHGOPMaLIMOHHON
NHPACTPYKTYPbl B 6AHKOBCKOW chepe 1 NHbIX chepax PUHAHCOBOIO PbIHKA

Pa3paboTka, corniacoBaHne BHYTPEHHUX OOKYMEHTOB, ONpeaenstolnx NopsaaoK BOCCTaHOBIEHUS
(DYHKLMOHNPOBaHMS BM3HEC-NPOLIECCOB 1 TEXHOJIOMMYECKMX NPOLLECCOB U 06BEKTOB MHOPMaTM3aLMUK
nocsie peannsaunn MHUNAEHTOB UHAOPMaLMOHHON 6e30nacHOCTY B opraHn3aumax KOC, B ToM yucne
NOPSALOK MHPOPMMPOBAHMA O KOMMbIOTEPHbLIX UHLMOEHTAaX, pearnpoBaHna Ha HUX, MPUHATUSA Mep Mo
JINKBM QLM KOMMbIOTEPHbIX aTak, MPOBEAEHHbIX B OTHOLLEHUN 3HAYNMbIX 0O BEKTOB KPUTUYECKON
NHHOPMaLMOHHON NHADPACTPYKTYPSI

Pa3paboTka, cornacoBaHne BHYTPEHHUX JOKYMEHTOB, ONpeaensolnx NopsaoK opraHm3anum
B3aMMOLENCTBUSA B paMKax pearnpoBaHns Ha UHUMAEHTbI MHGOPMaLMOHHON 6e30MacHOCTY B
opraHusaunsax KOC, B ToM 4yucse nopanok MHHOPMUPOBAHUSA O KOMMbIOTEPHbIX MHUNLEHTAX,
pearmpoBaHns Ha HUX, MPUHATUA Mep N0 JIMKBUAALMN KOMMNbIOTEPHbLIX aTak, MPOBEAEHHbIX B OTHOLIEHNN
3HaYUMbIX 06 BEKTOB KPUTNYECKON MH(OPMALIMOHHON NHPACTPYKTYPbI

Pa3paboTka, cornacoBaHne BHYTPEHHUX JOKYMEHTOB, ONpeaensolnX NopsaaoK NpoBeaeHUs aHam3a
NPWYUH U NOCNIeACTBMIA peann3aunm NHULNAEHTOB UHADOPMaLMOHHON 6e30nacHOCTY B opraHnsaumax KOC, B
TOM YuMCJie NOPSA0K MHGOPMUPOBAHNS O KOMMbIOTEPHbLIX MHUNAEHTAX, PearupoBaHns Ha HUX, MPUHATUSA
Mep Mo JINKBUAALNN KOMMNbIOTEPHbIX aTak, NPOBEAEHHbIX B OTHOLUEHNN 3HAYUMbIX 0O BEKTOB KPUTUYECKOW
NHOPMaLMOHHON NHDPACTPYKTYPbI

OnpegneneHne nokasaTtenen 3hHEKTUBHOCTY pearmpoBaHmsa U BOCCTAHOBIEHUS NOC/e peannsauymnm
NHUNAEHTOB MH(OPMaLMOHHOM 6e30nacHOCTU B opraHusaumnsax KOC

Pa3paboTka, cornacoBaHne BHYTPEHHUX JOKYMEHTOB, ONpeaensoLnX METOL0IOM N0 OLLEHKM NOoTeHLMana
BJIMAHNS (KPUTWUYHOCTN) MHUMIOEHTA MHOPMaLMOHHON Be30nacHOCTN B opraHnsaumnax KOC

Heobxogumble yMeHUSAHaNM3NPOBaATL U NPUMEHATb METOA0N0rnYeckyto b6asy, TpeboBaHus
3aK0oHOJaTeNbCTBa Poccninckon Pegepaunm, HOPMaTUBHBLIX akTOB baHka Poccun, mexxayHapogHbIX 1
HaLMOHa/bHbIX CTaHAaPTOB B 06/1aCTy yNpaBAeHnsa puckaMmm nHopMaLMoHHo 6e3onacHoCcTy,
obecneyeHus 3aWnThl MHGOPMALMK N ONEPALMOHHON HageXXHOCTU (KnbepyCTONYMBOCTM) B OpraHm3aumax
K®C, a TakXe 0 nopsake MHPOPMUPOBAHUS O KOMMbIOTEPHbLIX MHLUAEHTAX, PearMpoBaHns Ha HUX,
NPUHATAA Mep Mo INKBUAALNN KOMMObIOTEPHBIX aTak, NPOBEAEHHbIX B OTHOLIEHUN 3HAYNMbIX 06bEKTOB
KPUTUNYECKON NHOPMALMOHHON MHPaCTPYKTYpPSI

ObecneynBaTb METOA0/I0rMYECKOE COMPOBOXKAEHNE AEATENbHOCTY opraHmn3aummn KOC B obnacTu
BbIIBJIEHNS MHUWNAEHTOB, pearnpoBaHns Ha HUX U BOCCTaHOBJIEHWUS NMOC/e peasn3aunumn NHUNAEHTOB
MHOopMaLMoHHON 6e30nacHOCTY B opraHmn3aumax KOC

Pa3pabaTbiBaTb NPOEKTbI BHYTPEHHNX LOKYMEHTOB (JIOKaNbHbIe aKTbl, OpraHn3aLoHHO-
pacrnopsianTeNbHble JOKYMEHThI U METOANYECKME MaTepuabl) opraHm3auun KOC no BbISBIEHWIO
NHUNAEHTOB MH(OPMaLMOHHOM 6€30MacHOCTU, pearnpoBaHmns Ha HUX U BOCCTaHOBJIEHUS NMOC/e UX
peanusaunn B opraHunsaumsax KOC, B ToM 4ncsie MHHPOPMMPOBAHNA O KOMMbIOTEPHbIX NHUNLAEHTAX,
pearnpoBaHMs Ha HUX, MPUHATUSA MeP MO JIMKBUAALMN KOMMbIOTEPHbIX aTak, MPOBEAEHHbIX B OTHOLLEHUN
3Ha4YMMbIX 0O bEKTOB KPUTUYECKOWM MHADOPMALIMOHHON NHGPACTPYKTYpPbI

MoarotaBamMBaTh MHDOPMALMOHHO-aHANNTUYECKE MaTepPWasbl MO BONPOCAM BbISIBNIEHUS MHLWOEHTOB,
pearnpoBaHMs Ha HUX 1 BOCCTAHOBJIEHUSA MOCe peann3aumm NHUMLEHTOB NH(OpPMaLNoHHON 6e3onacHOCTK
B opraHmsaymax KoOC

HeobxoavMble 3HaHUA3aKoOHOAATENLCTBO Poccuitckoin ®eaepaunm, HOPMaTUBHBIE NPABOBbLIE AKTbI,
HaLMOHaIbHbIe, MEXTOCyAapCTBEHHbIE 1 MEXAYHAPO4HbIe CTaHAAPTbI B 061aCTU 3alWMThI MH(OPMaLuK, B
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obnacTn ynpaBneHunsa puckamMmum MHOOpPMaLMoHHON 6e30NacHOCTU, @ TakXe 0 NopsaKe MHPOPMUPOBAHNSA O
KOMMbIOTEPHbIX MHUNAEHTAX, pearmpoBaHns Ha HUX, NMPUHATUA Mep N0 JINKBUAALMN KOMMNbIOTEPHbIX aTak,
NpoBeAEHHbIX B OTHOLLUEHUN 3Ha4YNMbIX 0O BEKTOB KPUTUHECKON MH(POPMALMOHHON MHPPACTPYKTYpPbI
PyKOBO,EI,f-ILLI,I/Ie n MmetTognyeckne nOKyMeHThbl YyNOJIHOMOYEHHbIX qoep,epaanux OpraHoB NCNONHUTENBbHON
BJ1IACTW, HOPMaTMBHbIE aKTbl baHka Poccum B 061acTu 3alnThl MHopMaL MK, B 061acTy ynpasaeHums
pUCKaMun NHGOPMaLIMOHHON 6e30MacHOCTK, a TakXXe 0 MOPAAKE UHGOPMUPOBAHUS O KOMMbIOTEPHbIX
NHUMOEHTaX, pearnpoBaHnsa Ha HUX, MPUHATUSA Mep Mo JNKBUAALUN KOMMLIOTEPHBLIX aTak, NPOBeAEHHbIX B
OTHOLUEHUN 3HAYUMbIX 0O BEKTOB KPUTUHECKON MH(DOPMALMOHHON MHPPACTPYKTYpPbI

OcHoBBI opraHm3aunn npoueccos BbiABIEHNA NHLUNAOEHTOB MH(pOpMaLLVIOHHOVI 6e30I'IaCHOCTI/I,
pearvpoBaHMA Ha HUX 1N BOCCTAHOBNEHUS NOCSe UX peasvn3aunn B opraHunsaunsax KOC, B Tom yncnie
NopsAoK MHPOPMUPOBAHUSA O KOMMbIOTEPHbIX MHUMAEHTAX, pearnpoBaHmsa Ha HUX, MPUHATUSA Mep no
JINKBMAALMMN KOMMbIOTEPHbIX aTak, MPOBEAEHHbIX B OTHOLLEHUN 3HAYNMbIX 0O bEKTOB KPUTUYECKON
NHMOPMaLIMOHHON UHDPACTPYKTYPbI

KntoyeBble nokasatenn ahheKTUBHOCTU AeATeNbHOCTU opraHmn3aumnmn KOC no BbISBAEHUIO UHLUOEHTOB
NHopMaLnoHHON Be30nMacHOCTW, pearmpoBaHnio Ha HUX U BOCCTAHOBJ/IEHMIO MOC/IE UX peann3aumnmn B
opraHmsaunsax KeC

®opmaTbl 06MeHa UHpopMauuen 06 NHUMAEHTax MHOPMaLMOHHON Be30nacHOCTK B opraHmnsaumax KOC, B
TOM Yyucse NopafoK MHPOPMUPOBAHUSA O KOMMbIOTEPHbIX MHUMAEHTAX, pearnpoBaHnsa Ha HUX, MPUHATUS
Mep Mo JINKBUAALNN KOMMNbIOTEPHBLIX aTak, NPOBEAEHHbIX B OTHOLUEHWNN 3HAYUMbIX 0O BEKTOB KPUTUYECKOW
NHMOPMaLMOHHON UHDPACTPYKTYPbI

MpUHLMNBI U MeTOoAbl pacrnpefeneHns poaen n OTBETCTBEHHOCTW B paMKaXx pearvpoBaHns Ha UHUUAEHTbI
NHopMaLnoHHON 6e30MacHOCTM U BOCCTaHOBJIEHNS NOC/e UX peann3aumm B opraHmsauuax KOC, B Tom
yucse NopagokK MHPOPMUPOBAHUSA O KOMMNbIOTEPHbIX MHUMAEHTAX, pearnpoBaHmsa Ha HUX, MPUHATUSA Mep Mo
JINKBMAALMMN KOMMbIOTEPHbIX aTak, MPOBEAEHHbIX B OTHOLLIEHWUN 3HA4YNMbIX 0O bEKTOB KPUTUYECKON
NHMOPMaLIMOHHON UHDPACTPYKTYPbI

Cneuundurka nnaTexHbIX NpoLeccoB B opraHnsaumnsax KOC

OCHOBHbIe MOAX0AbI 1 Ny4LIne NPakTUKK No cbopy TEXHNYECKUX AaHHbIX (CBUAETENbCTB) B paMKax
BblABNEHNA NHUNOEHTOB I/IHCbOpMaLI,VIOHHOI7I 6e30I'IaCHOCTVI, pearmpoBaHNAa Ha MHUMOEHTLI N
BOCCTAHOBJIEHUS NOC/1e UX peasn3aunmm B opraHmnsaumnax KeC

[pyrune xapakTepucTukun-

3.5. O6obuieHHas TpynoBas PyHKLUMS

HanmeHoBaHneKoHTponb obecnevyeHuns nHpopmaLMoHHon 6e3onacHoCcTK 1 obecneyeHne onepauuoHHON
HaOeXXHOCTU (KnbepyCcTonynBocTu) B opraHunsaumax KOCKona

E

YpoBeHb KBanungpukauum

7

MpoucxoxaeHne 060bLeHHON TPyA0BON DYHKLUMOPUrMHaN
X3auMCTBOBaHO U3 OpUrnuHana

Kop opuruHana
PerncTpauunoHHbIn HoMep NpodecCcnoHaNLHOro CTaH4apTa

B03MO)XKHble HaUMeHOBaHUA OOHKHOCTEN, npodeccunCneymanncT no nHpopmaLnoHHon b6esonacHoCTK
BeayLwun cneumanncT no 3awmte nHdopmaumnm

TpeboBaHmsa kK 0bpa3zoBaHuMIo U 06yYeHNtOBLICLLIee 06pa3oBaHMe - CNeLnannTeT MAK MarucTpaTypa B
obnacTu nHgopmaumoHHoON 6esonacHOCTH
nin
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Bbicliee obpa3oBaHue (HEMPOGUILHOE) - MarncTpaTypa Win CNeunanuTeT u ONOJNHUTENbHOE
npodeccnoHanbHoe obpasoBaHue (NpodeccuoHanbHas NepenoaroToBka) B 061acT MHPOPMaLMOHHOW
6e3onacHoCcTn

TpeboBaHMA K OMNbITY NpakTU4eckon paboTbiHe MeHee ofiHOro rofga B 061acTy MHGOPMaLMOHHON
6e3onacHoCTK B opraHu3auunsx KOC

Ocobble ycnoeusi fonycka K paboteHannyne nonycka K rocylapCTBeHHON TalHe (Npu HeobxoammocTu)
[pyrvne xapakTepucTuku

JononHUTeNbHbIE XapaKTePUCTUKK

HanmeHOBaHMe OOKYMeHTa

Koga

HanmeHoBaHme 6a30B0oM rpynnbl, 4OHKHOCTKU (Mpodeccun) uam cneunansHoOCTH
0K32529CneuunanncTbl No 6azam AaHHbLIX U CETAM, HE BXOASALLME B ApYyrMe rpynnb
EKC-AgmuHucTpaTop no obecneveHunio 6e3onacHoCTM MHOPMaL MK

-NH>xeHep no 3awmTe nHpopmaumm

-HXXeHep-NnporpaMMUCT No TEXHUYECKOW 3aLluTe nH(opMaLnm

-Crneunannct no obecneyeHnto 6€30MacHOCTN MHGOPMALIMM B KIOYEBLIX CUCTEMaX UH(OPMaLMOHHON
NHGPaCTPYKTYpPbI

OKMNAOTP22567NH>xxeHep no 3awmTe nHhopmaumm

26579CneumanuncT no 3awmnTte uHhopmMauum

OKCO01.01.04.02MNpuknagHas maTemMaTKa 1 MHOpPMaTUKa

1.02.04.01MaTemaTVKa N KOMMbIOTEPHbIE HAYKWN

1.02.04.02®yHaaMeHTanbHas MHPoOpMaThKa U MHPOPMALIMOHHBIE TEXHOI0M UK
1.02.04.03MaTemaTnyeckoe obecneyeHne n aaiMUHUCTPUPOBAHMNE NHOPMALIMOHHBIX CUCTEM
2.09.04.01/HdopMaTMKa 1 BbIHUCNTENIbHAA TEXHUKA

2.09.04.02NHopMaLIMOHHbBIE CUCTEMBI U TEXHOJIOM U

2.09.04.03MpuknagHas nHpopMaTUKa

2.09.04.04MporpaMMHas nHXXeHepwus

2.10.04.01/HdopMaumoHHas 6e30nacHOCTb

2.10.05.01KomnbloTepHas 6e30nacHOCTb

2.10.05.02NHbopmaLmoHHas 6€30MaCcHOCTb TENEKOMMYHUKALIMOHHbBIX CUCTEM
2.10.05.03WHpopMaumnoHHas 6€30NacHOCTb aBTOMAaTU3NPOBAHHBIX CUCTEM
2.10.05.04HpopMaLMOHHO-aHaNUTYeCKme cucTemsl 6e30nacHoOCTU
2.10.05.05be30nacHOCTb MHMOPMALIMOHHbBIX TEXHOJIOM NI B MPaBOOXPaHUTENLHON chepe
2.10.05.06KpunTorpadus

2.10.05.07MpoTuBOAENCTBUE TEXHNYECKUM pPa3BeaKaMm

3.5.1. TpynoBas hyHKLNA

HanmeHoBaHmellpoBeAeHMe KOHTPOJIbHbLIX NPOBEPOK paboToCnocobHOCTM 1 OLeHKa 3PHEKTUBHOCTH
NPMMeHsAeMbIX NPorpaMMHo-anmnapaTHbIX CPenCcTB 3alnTbl MHGOopMaumn B opraHmnsaumnax KOCKoa
E/01.7

YpoBeHb (MoaypoBeHb) KBaIUMKaLmn

7

MpoucxoxaeHne 06obLeHHON TpyAoBON YHKLUMOpUrMHan
X3auMCTBOBaHO U3 OpUrnHania

Kofn opurunHana
PernctpaumnoHHbIn HoMep NpoeccMoHaNbHOro CTaHaapTa

Tpynosble aenctensipoBepka paboTocnocobHOCTM NPUMEHSEMbIX MPOrPaMMHO-anMnapaTHbIX CPeaCTB
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3alWMTbl MHOPMaLIMK C NCNOJIb30BaHNEM LWITATHLIX CPEACTB U METOAUK B opraHusaumnax KOC
OueHKa 3(pPeKTUBHOCTM MPUMEHSEMbIX NPOrPaMMHO-annapaTHbIX CPeACTB 3aLnTbl MHDOPMaLINN C
NCNoNb30BaHWEM LUTATHbIX CPeaCcTB U METOAMK B opraHm3aumsax KOC

OnpegneneHne ypoBHA 3aLlUMLLEHHOCTM NPOrpaMMHo-annapaTHbIX CPeACTB 3aluThl MHGOpMaLmn B
opraHusaumnsax KoC

Heobxonnmble yMeHUSAHANN3MPOBaTh U MPUMEHATL METOLO/I0rnYeckyto 6asy, TpeboBaHuMs
3aKoHozaTesnbCcTBa Poccminckon ®epepau, HOPMaTUBHbBIX akTOB baHka Poccum, MexxayHapoaHbIX v
HaLMOHaNbHbIX CTaHAAPTOB B 061aCTH 3aLLMThI MHDOPMaLMK B opraHm3aumnax KOC

OnpepenaTb NnapameTpbl PYHKLUNOHUPOBAHUA MPOrpaMMHO-annapaTHbIX CPeACTB 3anThl UHOPMaLUn B
opraHusaunsax KoC

Pa3pabaTbiBaTb METOAMKYM OLLEHKU 3aLULLEHHOCTM NPOrpaMMHO-anmnapaTHbIX CPeACTB 3aLUNTh
NH(popMauun B opraHusaumnsax KOC

OueHnBaTb 3(PPEeKTUBHOCTb 3aLMThl MHPOPMaLmMK B opraHm3aumax KOC

MpuMeHATbL pa3paboTaHHbleE METOANKU OLLEHKMN 3aLUMLLEHHOCTU NPOrpaMMHO-annapaTHbIX CPEACTB 3aLlnThI
NHpopMauun B opraHusaumnax KOC

AHaniM3mpoBaTh NMPOrpaMMHO-arnapaTHble CPeACTBa 3alUThl C LIeJibio ONnpefesieHns YPoBHS
obecneynBaeMon NMK 3aLUNLLEHHOCTU B opraHu3aumax KOC

Heobxoaunmble 3HaHMA3akoHOLaTeNbCTBO Poccuinckon degepaLim, HOpMaTUBHbIE NMPaBOBbLIE aKThI,
HaLMOHabHbIE, MEXIOCYLAPCTBEHHbIE U MEXAYHapOoAHble CTaHAapThl B 061aCTK 3aLWmnThl MHADOPMaL MM B
opraHusaumnsax KoC

PykoBogsLLMe N MeTOANYECKMNE AOKYMEHTbI YMOIHOMOYEHHbIX (hefepaibHblX OPraHoB NCMOAHUTENbHON
BNACTW, HOPMaTUBHbIE aKTbl BaHka Poccun B 06nacTu 3almThl MHDOpMaLMK B opraHu3aunax KOC
MPUHLMMABI NOCTPOEHUS KOMMAbIOTEPHBLIX CUCTEM U CeTel B opraHmnsaumax KOC

MeToabl U METOANKMN OLEHKMN Be30NacHOCTY NPorpaMMHO-annapaTHbIX CPeACTB 3alMThbl MHGOPMaLIUN
MprHLMNBI NOCTPOEHUS MPOrpaMMHO-annapaTHbIX CPeACTB 3alnTbl MHOopMauun B opraHusaumnsx KOC
MPUHLMMBI NOCTPOEHNSA NOACUCTEM 3aLlLUThl MH(OPMaLUK B KOMMbIOTEPHBLIX CUCTEMAX B OpraHu3aLmnsax
KoC

MeToAbl U CpeacTBa NPOBEPKM PaboToCNoCOOHOCTH NPOrpaMMHO-annapaTHbIX CPEACTB 3aLUNThI
NHdopMaLmnm

MeToAbl OLLeHKM 3(PHEeKTUBHOCTY NOMTUKK He30MacHOCTH, peasn3oBaHHOW B MPOrpaMMHO-annapaTHbIX
cpencTBax 3aWunTbl MHopMaLMN B opraHnsaumnsax KeC

MeToAbl U CPeACTBa OLLEHKM 3PHEKTUBHOCTM NPOrPaMMHbIX peann3alnii anropuTMoB 3alUnThI
nHpopmaummn

Crnocobbl aHanM3a NpUMeHAEeMbIX METOL0B U CPEACTB 3alMTbl MHOPMaLMK Ha NpeaMeT COOTBETCTBUA
noamTnke 6esonacHocTn B opraHm3auunsax KOC

[pyrve xapakTepucTukun-

3.5.2. TpynoBas hyHKLNA

HanmeHoBaHWeKOHTPOIb NPOLLECCOB 3aluThl UHGOPMaLn 1 obecnevyeHuns onepaLMoHHON HaLeXHOCTH
(kmbepycTonumBocTu) B opraHusaunsx KOCKog

E/02.7

YpoBeHb (MoAypoBeHb) KBaanukaLunm

7

MpouncxoxxaeHne Tpynoson pyHKUUMOpUrmHan
X3anuMCTBOBaHO U3 OpuUrnHana

Kopn opuruHana
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PerncTpaunoHHbI HoMep NpodeccMoHabHOro CTaHaapTa

Tpynosble 4eNCTBUAKOHTPONbL peasim3auum npoLeccoB NPUMEHEHNA TEXHOIOMMYECKUX Mep 3aLlLnThl
nHgpopmauun, obpabaTeiBaeMo B paMKax TEXHONOrMYECKUX onepaLmin, Npu BbINOJHEHUN BUusHec-
NPOLLEeCCOB N TEXHONOMMYeCKnX NpoLeccoB B opraHm3saunax KOC

KoHTponb peanusaumy yHKLNUA 6€30MacHOCTY U KOHTPONS (Hann4ins) ya3smuMoCcTen 06beKToB
NHopMaTM3aLNKN NMPUKIAgHOro YPoBHS B opraHm3aumnax KOC

KOHTPOMb peann3auny OpraHn3aLnoHHbIX N TEXHOJIOMMYECKNX Mep 3allMTbl MHOpMaLmm 1 obecneyveHmns
onepaLynoHHON HaaexXHOCTK (KubepycToninsocTu) B opraHusaumax KOC

KOHTpOMb peann3auny npoLeccoB obecneyeHmns 3awnTbl MHGOOPMALMKN 1 ONePaLMOHHON HaLEeXHOCTH
(KnbepycTon4YnBOCTM) Ha 3Tanax XMU3HEHHOro LnKaa 06BbEeKTOB MHDOpMaTU3aLUM NPUKNALHOIO YPOBHS B
opraHm3saumnax KeC

Peanusaumsa nporpaMm KOHTPOAS M ayauTa 3awnThl MHGOPMaLmm n obecneyeHns onepaLMioHHON
HageXHoCTH (KnbepyCcTonynsocTm) B opraHnsaumax KOC

MpeacTaBneHme 0TYETHOCTU B paMKax obecrnevyeHns 3alunThbl MHPOPMaLMM N ONepaLMoOHHON HaZEeXHOCTY
(kmbepycToninBocTmn) B opraHusaunsax KOC

OpraHun3aums n npoBelieHne CUEHaPHOro aHaan3a 1 TeCTUPOBAHNS TOTOBHOCTM opraHmn3aunn KOC
NPOTMBOCTOATbL peanun3auunn yrpo3 nHopMaLMoHHon 6e3onacHoOCTU

Heobxoaunmble yMeHUSAHANN3MPOBaTb U NPUMEHATbL MeTodonormyeckyto 6asy, TpeboaHuns
3aKoHoAaTeNnbCTBa Poccminckon degepaumm, HOPMaTMBHBLIX akTOB baHKa Poccun, mexayHapogHbIX 1
HaLMOHaNbHbIX CTaHAAPTOB B 061aCT ynpaBaeHns puckamm nHdopmaLmoHHon 6e3onacHocTuy,
obecneyeHns 3anTbl UHDOPMALIUK 1 ONEepPaLIMOHHON Hale)XXHOCTH (KnbepyCToNYnBOCTU) B OpraHn3aLmax
KoC

Pa3pabaTbiBaTbh NPeasoKeHNs N0 COBEPLUEHCTBOBAHMNIO METOL010rK obecneyeHmns 3awmTbl MHopMaLmm
1 ONepaLnOHHON HaJeXHOCTU (KNbepyCTONYMBOCTM) B OpraHu3aumnsax KOC

MpuMeHATbL TeXHONOrnYeckne Mepbl Ans obecnevyeHus 3awuTel MHGopmauun, obpabaTeiBaeMon B paMKax
TEXHOJIOrMYECKUX OnepaL i, Mpu BbINOJHEHNN BU3HEC-NPOLIECCOB M TEXHOJIOMMYECKX NPOLLECCOB B
opraHusaumnsax KoC

MpYMeHATb OpraHM3auUnoHHbIE N TEXHUYECKME Mepbl MO 3aluTe nHhopMauun n obecnevyeHmnto
onepaLynoHHON HaaeXHOCTK (KnbepycToninsocTn) B opraHmaumnax KOC

AHanun3npoBaTb TEXHUYECKYIO LOKYMEHTaLMI0 Ha 06beKTbl MHhopMaTM3aLmy B opraHu3aumnsax KOC

Heobxogumble 3HaHMA3aKoHO4ATENbCTBO Poccuinckon ®enepaunm, HOpMaTUBHbIE MPABOBLIE aKThI,
HaLMOHabHbIE, MEXTOCYAAPCTBEHHbIE N MeXAYHaPOAHble CTaHAAPThl B 061acTy 3almThl UHOPMaLUuK, B
obs1acTn peanmsaunm n KOHTPOJIA NPOLLECCOB 3alMTbl MHGOPMaLUn 1 obecnevyeHmns onepauoHHOwM
HaOeXXHOCTN (KMbepyCTonyYnBoCTMN) B opraHmnsaumax KOC

PykoBogsLLMe N MeToANYECKNE AOKYMEHThI YMOIHOMOYEHHbIX (hefepaibHbiX OPraHoB NCMOAHUTENbHON
BNACTW, HOPMaTUBHbIE aKTbl BaHka Poccum B 06nacTu 3awwmTbl MHDOPMaL MK, B 061aCTK peann3aunm n
KOHTPOJ151 NPOLLECCOB 3alUNTbl MHDOPMaL MK 1 obecneyeHns onepaLnuoHHON HaQeXHOCTH
(kmbepycTon4meocTur) B opraHusaumax KOC

MPUHLMNLI MOCTPOEHNSA KOMIMbIOTEPHBIX CUCTEM N CETEN B OpraHu3aumax KOC

ba30BbIN COCTAB OpraHM3aLMOHHbIX Y TEXHUYECKNX Mep 3alMThbl MHGopMaLun n obecnevyeHmns
ornepaunoHHON HageXHOCTU (KubepyCcTonunBoCTM) B opraHusaumnax KOC

MooxoAdbl K CEerMEeHTaLMMN BbIYNCAUTENBbHBIX CETEN

OcHoBbI 0becnevyeHmnsa be3onacHOCTM 06BbEKTOB MHpOPMaTM3aLMN NPUKIAAHOMO YPOBHS

Cneundurka nnaTeXxHblX NPOLECCOB B opraHm3auunsax KOC

[pyrue xapakTepucTunku-
3.5.3. TpynoBasa pyHKUUSA
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HanmeHoBaHuePeann3saumsa nporpaMm MoBblLLEHNS OCBEAOMIEHHOCTW opraHn3auun KOC no sonpocam
3alWMThl MHGOpPMaLUK 1 obecnevyeHnsa onepauUnoHHON HaleXXHOCTH (KnbepyCToNYnBOCTU) B OpraHn3aLmax
KOCKopg

E/03.7

YpoBeHb (MoaypoBeHb) KBaANGMKaLum

7

MpouncxoxxaeHve Tpynoson hyHKUUMOpUrmHan
X3anMCTBOBaHO U3 OpuUrnHana

Kopn opuruHana
PerncTpaunoHHbIA HoMep NpoeccMoHaLHOro cTaHhapTa

TpyLoBble fehcTBUAOpraHu3aLmsa KOHCYIbTUPOBAHNSA Y MHCTPYKTUPOBaHNA paboTHMKOB opraHm3aunii KOC
B COOTBETCTBUM C NPOrpaMMamu noBblLLIEHNSA 0CBELOMAEHHOCTH

OpraHusaums MeponpuaTUiA MO NOBbILLEHWIO 0CBEAOMAEHHOCTU Y1EHOB COBETa AUPEKTOPOB
(HabnogaTenbHOro coBeTa) 1 NCMOJHUTENBHOIrO OpraHa no BOMpocaM OpraHM3aunmy 1 KOHTPOS
yrnpaBaeHns puckamMmym MHHopPMaLMoHHON 6€30NacHOCTH, 3aLMTbl MHDOPMaL MK 1 obecneyeHmns
onepaLynoHHON HaaeXHOCTH (KubepycToninmsocTu) B opraHusaumnax KOC

MpoBefeHne KOHTPOJIbHbIX MEPOMNPUATUIA NO pe3yibTaTaM peaam3aunm NporpaMM KOHCYNbTUPOBaAHUSA U
NOBbILLEHNS 0CBEAOMNEHHOCTU paboTHUKOB opraHm3aumin KOC no Bonpocam NpoTUBOLENCTBUA
peann3aunm yrpos nHopmaLnoHHon 6e3onacHoOCTH

OpraHusaums n NpoBeAeHNe KOHCYbTMPOBaHUSA A8 pabOoTHNKOB, BXOAALWMUX B FPYMMbl MOBbILIEHHOr0
pyCKa, Mo BOMpOCaM BbIIBAIEHMSA 1 MPOTMBOAENCTBMA peannsaumm yrpos nHpopmaunoHHon 6esonacHocTu B
opraHmsaunsax KeC

MoAroToBKa NpeasioXeHnin No COBEPLUEHCTBOBAHMIO MPOrpamMM Mo MOBbILLEHWI0 0CBEAOMNEHHOCTA B
opraHm3saumnax KeC

JloBefeHne 00 KIMEHTOB - NoTpebutenen hMHaHCOBLIX YCAYr MHOpMaLMK, CNoCcobCTBYOLEN
YMEHbLUEHWNIO HEFAaTUBHOI O BINSIHUS PUCKOB MHOPMaLMOHHON 6e3onacHOCTH B opraHu3aumnax KOC

Heobxoanmble yMEHUSAHANN3MPOBATbL U NPUMEHATbL METOAONOr MYeCKyto 6a3y, TpeboBaHuMs
3aKoHomaTenbCcTBa Poccminckon ®epepaunm, HOPMaTUBHbLIX akToB baHka Poccum, mexxayHapoaHbIX v
HaLMOHabHbIX CTaHAAPTOB B 06/1aCTU yNpaBaeHNS pucKaMmn nHGopMaLMoHHON 6e3onacHocTHy,
obecneyeHns 3alnThl MHPOPMALUK N ONEepPaLLMOHHON HaAEXHOCTM (KMbepyCcTONYMBOCTI) B OpraHn3aLmnax
KoC

OpraHmn30oBbIBaTb M MPOBOANTL MEPONPUATUS MO KOHCYJIbTUPOBAHMIO 1 MNOBbILLEHNIO 0CBEAOMAEHHOCTY B
opraHusaumnsax KoC

Onpenensitb (hOPMbl, METOLbI N CPeACTBa 06 bEKTUBHONM OLLEHKM MPOLIeCCa U Pe3yibTaTOB MOBLILLEHNS
0CBEOMJIEHHOCTU U KOHCYJIbTUPOBaAHUS

Pa3pabaTbiBaTb (0CBanMBaTb) M BHEAPATb COBPEMEHHbIE TEXHOOIMN 1 (HOPMUPOBAThL CNOCOOLI MOBbLILLEHNS
MOTMBaL MM paboTHUKOB B opraHm3aumnax KOC

MpyMeHATb TeXHOJIOrnYeckme Mepbl Ans obecneyveHns 3awmTbl MHGOpMaLnn, obpabaTbiBaeMon B paMKax
TEXHOJIOrMYECKUX OnepaL i, Mpu BbINOJHEHUN BU3HEC-NPOLLECCOB M TEXHONIOMMYECKX NPOLLECCOB B
opraHusaunsax KoC

MpUMeHATL OpraHn3aLnOHHbIE N TEXHUYECKME MePbI 3alMTbl MHOPMaL MM 1 obecneyeHmnto onepaLnoHHON
HaOeXHOCTN (KnbepyCcTonynBocCcTmn) B opraHnsaumax KOC

Heobxogumble 3HaHMA3aKoHO4aTENbCTBO Poccuinckon ®egepauumn, HOpMaTUBHbIE MPABOBLIE aKThI,
HaLMOHa bHbIE, MEXIOCYLAapPCTBEHHbIE N MeXAYHapOoAHble CTaHA4apThl B 06,1aCTU 3alWMThl MHOpMaLmm, B
0bs1acTn peanmsaunm n KOHTPOJIA NPOLLECCOB 3alMThbl MHGOPMaLUn 1 obecrnevyeHmns onepaunoHHOw
HageXHoCTu (KnbepycTon4ynsocTun) B opraHm3aumax KOC
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PykoBogasLLme n METOANYECKNE AOKYMEHTHI YNOJIHOMOYEHHbIX (hefepasibHbIX OPraHoB UCMOJIHUTENbHON
BJ1IAaCTW, HOPMaTMBHbIE aKTbl baHka Poccumn B 061acTy 3aWnThl MHopMaL MK, B 061acTy peanmsaumum u
KOHTPOS NPOLIECCOB 3alLMTbl MHGOPMaLMK 1 obecneyeHns onepauoHHON HadeXHOCTH
(kmbepycTonumBocTur) B opraHusaunsx KOC

Cneumndurka nnaTexHblX NPoLEeccoB B opraHm3aunsax KOC

MpuHUMNbl obecneyeHns 3aWmnTbl UHGMOPMALIUN 1 ONEPaLIMOHHON HaaeXXHOCTH (KnbepyCcTon4ymBoCcTr) B
opraHusaumnsax KoC

OCHOBbI METOANKM MOBLILLIEHNS 0CBEAOMJIEHHOCTN N KOHCYIbTUPOBAHNA, MYyTU AOCTVXKEHUS Pe3yIbTaTOB U
Cnocobbl OLEHKW pe3ynbTaTOoB MOBbILLIEHUS OCBEAOMIAEHHOCTU N KOHCYIbTUPOBAHUS

Mpouecchl, MeToAbl CPeAcTB NobyxaeHns paboTHMKOB OpraHmn3aLm K akTUBHOMY OCBOEHUIO MaTepuasa
OcHoBbl 0becnevyeHmnsa be3onacHoCTM 06BEKTOB MHOPMaTM3aLMN NPUKNAAHOIO YPOBHS

Opyrue xapakTepucTrkm

3.6. O6obuLeHHas TpynoBas MyHKLUMUS

HanmeHoBaHneOpraHunsaumsa npowuecco obecnevyeHns NHPopMaLMOHHOW 6€30MacHOCTN B OpraHmM3aLnsx
KOCKopg

F

YpoBeHb KBanungpukaLum

8

MpoucxoxxaeHne 0606LweHHON TPyA0BON DYHKLUMOPUrMHaN
X3anMCTBOBaHO 13 OpuUrnHana

Kopn opuruHana
PerncTpauunoHHbIn HoMep NpodecCnoHaNLHOr0 CTaH4apTa

B03MOXXHbIE HAMMEHOBAHWS JOJXKHOCTEN, NpotheccnitPykoBoauTe b AenapTaMeHTa
PykoBoauUTEb YrpaBieHns

TpeboBaHma kK 0bpa3oBaHmMio U 06yyeHMOBbICILEEe NpodnnbHOe 0bpa3oBaHMe - MarucTpaTypa Win
cneymnanuTeT B 061acTM MHADOPMaLMOHHON Be30nacHOCTH

nnn

Bbiclee obpasoBaHme (HenpoguabHOE) - MarucTpaTypa Ui cneunannTeT n 4ONONHUTESIbHOE
npodeccnoHanbHoe 0bpa3zoBaHMe (MpodeccnoHaibHasa NepenoaroToBka) B 061acT MHMOPMaALIMOHHON
6e3onacHoCcTun

TpeboBaHMA K OMNbITY NpakTU4eckon paboTeiHe MeHee NSTK N1eT B 061aCT MHPOPMALIMOHHOW
6e3onacHoOCTK B opraHuzaunsax KOC, n3 HUX He MeHee ABYX NEeT Ha PYKOBOASALLUMX AOJHKHOCTAX
Ocobble ycnosus gonycka K paboteHanmyne gonycka K rocyfapCcTBeHHON TalHe (npu HeobxogmmocTu)
[pyrve xapakTepucTukun-

[lonoNHNTENbHbIE XapaKTEPUCTUKM

HanmeHoBaHMe JOKyMeHTa

Kopn

HanmeHoBaHme 6a30BoM rpynnbl, 4O/HKHOCTU (Mpodeccnn) uam cneunanbHoOCTH
OK31330PykoBoautenu cnyxb n nogpasneneHunin B cpepe MHHopMaLMOHHO-KOMMYHMKALIMOHHbIX
TEXHOJIOr i

EKC-HavanbHuk oTaoena (nabopatopum, CEKTOPA) Mo TEXHUYECKON 3alMTe MHopMaLmm
OKMNATP46115PykoBoanTe b aHaIMTUYECKON rpynnbl NoApa3aesieHMa No KOMMJIEKCHOW 3awuTe
NHopMaLuun

OKCO01.01.04.02MMpuknagHas MaTemMaTKa 1 NHpopMaTUKa

Cka4aHo Ha canTe «3aKoHbl PO» — https://actrf.ru Ctp. 38 1345



1.02.04.01MaTemaTVKa 1 KOMMNbIOTEPHbIE HAYKMN
1.02.04.02®0yHpaMeHTanbHas MHPoOpMaThKa U MHPOPMALIMOHHBIE TEXHOIOM UK
1.02.04.03MaTemaTn4eckoe obecneyeHme n adMUHUCTPUPOBaAHME NH(OPMALIMOHHBLIX CUCTEM
2.09.04.01/HdopMaTHKa 1 BbIHUCANTENIbHAA TEXHUKA
2.09.04.02HopMaLIMOHHbIE CUCTEMBI U TEXHOIOM UK

2.09.04.03MpurknagHas NHopMaTnKa

2.09.04.04MporpaMMHas nHXXeHepus

2.10.04.01MHbopmaLnmoHHas 6e30MacHOCTb
2.11.04.02IHOKOMMYHUKALNOHHbIE TEXHOJIOMUW U CUCTEMbI CBA3M
5.38.04.019koHOMUKa

5.38.04.05bn3Hec-nHpopmaTnKa

5.40.04.01K0pucnpyneHuuns

2.10.05.01KomnbloTepHas 6e30nacHOCTb

2.10.05.02NHpopMaLnoHHas 6€30NacHOCTb TENEKOMMYHUKALUOHHbLIX CUCTEM
2.10.05.03\H¢opmaumoHHas 6€30NacHOCTb aBTOMATU3UPOBAHHbLIX CUCTEM
2.10.05.04HdopMaLMOHHO-aHAIMTUYECKME cuCTeMbl 6e30MacHOCTM
2.10.05.05be30nacHOCTb MHOPMALMOHHbLIX TEXHOJIOMMIA B MPaBOOXPaHUTENbHOW cdhepe
2.10.05.06KpunTorpacgus

2.10.05.07MpoTnBOAENCTBNE TEXHNYECKUM pa3BeKaM
5.38.05.013koHoMMYecKas be3onacHoCTb

5.40.05.01MpaBoBoe obecneyeHne HauMoHaabHON 6e30MacHOCTK

3.6.1. TpynoBas (hyHKLNA

HanmeHoBaHneOpraHn3aLmsa ynpaBieHns puckamuy MHGopMaLMOoHHON 6e30MacHOCTU Ha BbICLLEM
ynpasJieH4eCKoM ypoBHe B opraHm3auunsx KOCKog

F/01.8

YpoBeHb (MoAYypOBeEHb) KBaanpukaLuum

8

MponcxoxaeHne TpyaoBon PyHKLUUMOpUrnHan
X3anMCTBOBAHO 13 OpuUrnHana

Kopn opurvHana
PerncTtpauunoHHbI HoMep NpodeccMoHabHOro CTaHaapTa

Tpynosble aencTenaOpraHn3aLmsa 1 KOHTPOJIb BbIMOJHEHNS paboT No pa3paboTke NpensoXKeHun no
COAEPXXaHMIo NONNTUKK B 061acTn obecnevyeHmsa nHpopmaLmnoHHon 6e3onacHoOCTM, NO BONpoCam
ynpaBieHns puckamMmm nHHopMaLMoHHON 6e3onacHoOCTU, obecneyeHmns onepaunoHHON HaleXHOCTH
(kmbepycTonumBocTur) B opraHusaunsx KOC

MoaroToBKa NPeaJsioXKeHW No oNpeaeneHnto CTpaTernyecknx Lesen n 3agad opraHmsaumm KOC no
BOMPOCaM yrnpaBieHns puckamm nHhopMaLmnoHHon 6esonacHocTy, obecrnevyeHuns onepaLMioHHOM
HageXHoCTH (KnbepyCcTonynsocTm) B opraHnsaumax KOC

OnpegneneHmne npasun n TpeboBaHMI K peann3auny NPOLLECCOB BbIABNEHUS, UAEHTUPUKALUN N OLLEHKN
PUCKOB MHOpMaLMOHHON Be3onacHOCTY B opraHmnsaumax KOC

Pa3paboTka NpeanoXKeHun Mo MeponpuATNAM, HanpPaB/EHHbIM Ha YMEHbLLEHWE HEraTUBHOIO BIMAHNSA
PUCKOB MHOPMaLMOHHON 6e30NacHOCTN Ha PYHKLMOHNPOBaHME BM3HEC-NPOLLECCOB 1 TEXHOJIOTNYECKINX
npoueccos B opraHu3saumax KOC

MnaHnpoBaHue paboThbl, ycTaHOBAEHNE DYHKLUWUIA, 0683aHHOCTEN KYPUPYEMbIX NOAPa3AENEHNA U
onpefeneHne KOHTPObHbIX NOKa3aTes el gnsa nogpasneneHunin, 3a4eCTBOBaHHbIX B peannsaunm Mep no
YyNpPaBAEHNIO PUCKaMn NHGOPMaLIMOHHON Be3onacHoCTU B opraHm3auunsx KOC
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OpraHusaLms npowuecca n KOHTPOJIb 0becneyeHnss 0CBEAOMIEHHOCTN 06 aKTyaslbHbIX MH(POPMALIMOHHBIX
yrposax B opraHusauunax KecC

MoAroToBKa MHGMOPMALIMOHHO-aHAIMTUYECKMX MaTepUasioB Mo BONPOCaM yrnpaBiaeHns puckamu
MHOopMaLMOHHON 6e30nacHOCTY B opraHmn3aumax KOC

OpraHusauma LeaTeNbHOCTM Mo peasnsaunm npouenyp yrnpasieHns puckamm BHyTPEHHEro HapyLunTens B
OTHOLWEeHUN PaboTHNKOB B opraHm3auunsx KOC

OueHKa pecypcHoro (KagpoBoro u dhnHaHCOBOro) obecneyveHns 4aa naaHMpoBaHNS, peannsaunn, KOHTPOS
1 COBEPLUEHCTBOBAHNS NMPOLLECCOB CUCTEMbI YNPaBAeHNA PUCKaMK NHGOpMaLMoHHON 6e3omacHOCTM B
opraHmsaunsax KeC

OpraHunsaumsa paboTel N0 GOPMUPOBAHMIO OTHETHOCTU B paMKaxX YNpaBJIeHUS puckamm MHOPMaLMOHHON
6e3onacHOCTK B opraHmnsaumax KOC

OpraHn3saumsa paboThl N0 BbIABAEHWIO, PEFNCTPALNM MHUWOEHTOB NHGOPMaLMOHHON Be3onacHoCTH,
pearnpoBaHuWIO Ha MHUWAEHTbI U BOCCTAHOBAEHUIO MOC/e UX peann3aumm B opraHmsaumax KOC

Heobxoanmble yMEHUSAHANN3MPOBATbL U NPUMEHATbL METOAON0r MYecKyto 6a3y, TpeboBaHuMs
3aKoHodaTenbCTBa Poccuinckon ®epepaun, HOpMaTUBHbLIX akTOB baHKa Poccun, MexayHapoaHbIX 1
HaLMOHaNbHbIX CTaHAAPTOB B 06/1aCTN yNpaBaeHNS puckammn MHGOpMaLMOHHON 6e30nacHoCTHy,
obecneyeHns 3alnThl MHPOPMALUK N ONEepPaLLMOHHON HaAEeXHOCTM (KMbepyCcTONYMBOCTH) B OpraHn3aLmnax
KoC

OueHnBaTb 3h(PEKTMBHOCTL YNPaBAEHUS PUCKaMN MHOPMaLMOHHOW 6e30MacHOCTH, B TOM Yucie

3D (EKTUBHOCTb BbISBIEHNS COOLITUI PUCKOB MHDOPMaLMOHHON B6e30nacHOCTU B opraHu3aumax KeC
BHOCUTb NpeasioxXeHns No N3MEHEHMO U COBEPLLUEHCTBOBAHMWIO NPOLLefypbl YIPaBIeHUS puckamm
MH(opMaLMoHHoN Be3onacHOCTK B opraHu3saunsax KOC

Pa3pabaTbiBaTb MPOEKTLI BHYTPEHHMX LOKYMEHTOB (JIOKa/IbHblE aKTbl, OPraHn3aLnoHHO-
pacnopsanTenbHble AOKYMEHThI 1 METOANYECKNE MaTepuansl) opraHmnsauun KOC, ycTaHaBAUBAOLWNX Lenu
N NPVHLNMBI, @ TaKXe onpeaensiowmx MeToaoIorno U NpaBuia ynpasaeHnsa puckamMmm MHPOPMaLMOHHOW
6e3onacHoOCTM B opraHm3auunsx KOC

AHanusnpoBaTb 1 060CHOBbLIBaTH 06LLY0 CTpaTeruio opraHnsauuin KOC no BonpocaM yrnpasieHUs puckamm
MHOopMaLMOHHON 6e30NacHOCTY B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickon depepaunu, Ha
OCHOBE COBPEMEHHbLIX METOA0B U YHLLMX NPAKTUK

Peanun3oBbiBaTb NOAUTUKY B 061acTu obecneveHns nHopMaLUnoHHoN 6e30nacHoOCTM, No BONpocam
ynpaBfiieHnsa puckamm nHopMaLMoHHoM 6e3onacHoCTU, obecnedyeHns onepaumnoHHON HadeXXHOCTH
(kmbepycToninBocTun) B opraHusaunsax KOC

YcTaHaBnmMBaTh TpeboBaHMA K NpoLECcCy MOHUTOPUHIa PUCKOB MH(OPMaLIMOHHON 6e30MacHoCTM U
KOHTPOIO (PaKTUYECKMX 3HAYEHUI YPOBHSA PUCKOB MHDOPMaLMOHHON 6e30nacHoCTU B opraHu3aumax KeC

Heobxogumble 3HaHMA3aKoHO4aTENbCTBO Poccuinckon ®egepauum, HOpMaTUBHbIE MPABOBLIE aKThI,
HaLMOHaNbHbIE, MEXIOCYLAapPCTBEHHbIE N MEXAYHapoAHbIe CTaHAapThl B 061aCTU 3aLWnThl MHOpMaLmm, B
obnacTn ynpasneHus puckamu nHpopmaLMoHHon 6esonacHocTu, obecneyeHns MHHOPMaLMOHHOW
6e30nacHOCTY 1 ONepaLMOHHOM HaaeXHOCTH (KnbepycTonymBoCcTr) B opraHm3saumnax KOC

PykoBogsLLme n MeToANYECKNE [OKYMEHThI YNOJIHOMOYEHHbIX (hefepasibHbIX OpraHoB UCNOAHUTENLHON
BNACTW, HOPMaTUBHbIE aKTbl BaHka Poccun B 06nacTu 3awmThl MHOpMaLMK, B 061acTy ynpaBiaeHus
prvcKaMun nHgopMaLnoHHon besonacHocTr, obecnevyeHns NHGOPMaLMOHHON 6e30MacHOCT 1
onepaLynoHHON HaaeXHOCTH (KubepycToninsocTu) B opraHusaumax KOC

MpyvHUMNbI yipaBneHns nogpasfesieHnamMm, 3a4eCTBOBAaHHbLIMK B peain3aumm Mep no ynpasnaeHuto
prvcKamu nHgopmMaLnoHHon 6e3onacHOCTK B opraHu3aumnax KOC

MpUHUMNBI yNpaBieHNs pUCcKaMmn MHGOPMaLMOHHON 6e30macHOCTY, obecrnevyeHns 3allunThbl MHpOPMaUnn B
opraHusaumnsax KoeC

MpyHUMNbI LenenonaraHns, BUAbl U MeToAbl OPraHN3aLUnoOHHOM0 NAaHNPOBaAHMNS
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Hopmbl npodeccnoHanbHON 3TUKK

Moaxonbl K orpefesnieHunto KIlo4YeBbIX NokKasaTtesien 3h(heKTUBHOCTY, B TOM YuCI1e NnokasaTtesien
3(PHEKTMBHOCTN AeATENbHOCTM opraHm3auunn KOC

MPUHLMXNBI NOCTPOEHUS apXUTEKTYPbI NMHOPMaLIMOHHON 6e30MacHOCTK

Crneumnduka nnaTexxHblX NpoLeccos B opraHu3aunsax KOC

KntoyeBble nokasatenn 3aHeKTUBHOCTIN AEATENBHOCTU MO YNPaBieHNO pUCKaMm MHGOPMaLMOHHON
6e3onacHocTK, obecneyeHnto 3alunThl MHPOPMALIUM U ONepaLMOHHON HaAeXHOCTM (KubepyCcToNYnBOCTHY) B
opraHm3saumnax KeC

[pyrvne xapakTepucTukun-

3.6.2. TpynoBas hyHKLNA

HanmeHoBaHneOpraHun3auuns obecnevyeHns 3allnTbl MHPOPMaLUK U ONepaLMOHHON HaAeXHOCTK
(KnbepycTonyYnBOCTM) Ha BLICLLIEM YNPaBAEHYECKOM YPOBHE B opraHm3aunax KOCKoa

F/02.8

YpoBeHb (MoaypoOBEHb) KBaINMKaLn

8

MpoucxoxxaeHne TpyaoBoN yHKLMMOPUrMHan
X3anMCTBOBaHO U3 OpuUrnHana

Kopn opurvHana
PerncTpauunoHHbIn HoMep NpodecCcnoHaNbHOro CTaH4apTa

Tpyanosble genctenalloaroToBka NpensioXKeHnin No onpeaeneHunio cTpaTerniyeckux Lenen n 3agay
opraHum3aunm KOC no sonpocam obecneyveHns 3alnThbl MHOPMALIMM U ONEPaLMOHHON HAaEeXXHOCTU
(kmbepycTon4meocTur) B opraHusaumax KOC

MoproToBka MHMOPMALMOHHO-aHAIMTUYECKUX MaTeprasioB Mo BONPoCcaM 3almTbl MHpOpMaLUmM 1
obecneyeHns onepaLMoHHON HaAEeXHOCTK (KnbepycTonynBoCcTr) B opraHusaumax KOC

OpraHu3saumsa paboTbl N0 GOPMUPOBAHMIO OTHETHOCTM O 3alUNTE NHGOPMaLKK 1 obecnevyeHun
ornepaunoHHON HagexHocTu (kubepbesonacHocTu) B opraHm3auun KOC

OpraHusaums paboTbl N0 BbIBAEHWIO, PEFUCTPALNN MHLUMAEHTOB, CBSI3aHHbIX C peann3aumnen
WMH(MOPMALMOHHBIX YIPOo3, pearnpoBaHMio Ha UHLMAEHTbI 1 BOCCTAHOBJIEHMIO NOCJIe UX peasm3auunm B
opraHusaumnsax KoC

OpraHusaums pa3paboTkn U KOHTPOb peann3auny OpraHn3aLnoHHbIX U TEXHUYECKUX Mep Mo
obecneyeHnto 3aLnTbl MHGOPMaLUM 1 ONEePaLMOHHON HaAEeXHOCTY (KnbepyCTon4MBoCTH) B OpraHmn3aLmnax
KoC

MnaHupoBaHue paboTbl, yCTaHOBAEHUE PYHKLNIA, 06A93aHHOCTEN KypUpyeMbIX NOAPA3AENEHUN 1
onpegfeneHne KOHTPOJIbHbIX NMOKa3aTes el gnsa nogpasneneHunin, 3a4eiCTBOBaHHbIX B peannsaunm mep no
obecneyeHnto MHPOPMaLMOHHOM 6€30MacHOCTU 1 ONepaLOHHON Hale)XXHOCTK (KnbepyCcTon4ynBoCcTu) B
opraHusaumnsax KoC

Pa3paboTka NPOeKTOB BHYTPEHHNX AOKYMEHTOB OpraHunsaunm KOC, ycTaHaBAMBAOLWNX LEAN U NPUHLNNBI,
onpenensaLmnx METOA40JIONMIO 1 NpaBuia obecnevyeHna NHPopMaLMoHHON 6e30nacHOCTM 1 onepaLMoHHON
HaOeXXHOCTU (KMbepyCcTonYnBoCTM) B opraHmnsaumax KOC

OpraHu3saumsa v ocyLLecTBeHne AeATesIbHOCTY N0 CLLeHapHOMY aHan3y 1 TeCTUPOBAHUIO TOTOBHOCTH
nogpasgeneHnii opraHmsaumnin KOC npoTMBOCTOATL peannsaumm MHHOPMaLMOHHbIX YIpo3

OpraHusaums paboTbl N0 BbIABAEHWIO, MPUOPUTM3ALIAN, KNACCUPUKALUN U YCTPAHEHWIO YA3BMMOCTEN B
KPUTUYHOW apXMTEKTYPE, KOHTPOJIO MOSIHOTLI U CBOEBPEMEHHOCTU YCTPAHEHNS BbISBJIEHHbIX YA3BUMOCTEN
B opraHmsaymax KoOC

OLeHKa pecypcHoOro (KagpoBoro u hMHaHCoBOro) obecneyeHuns Ana na1aHUpPoOBaHUS, peann3auunn, KOHTpons
N COBEPLUEHCTBOBAHMS NMPOLLECCOB CUCTEMbI yNpPaBAeHNA OnepaLnoHHON HaAeXXHOCTbIO
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(KnbepycTonYnMBOCTbIO) B OpraHm3aLunsx KOC
OpraHusaums paboTbl N0 MAEHTUDNKALMN KPUTUYHOW apXUTEKTYpPbI B OpraHn3aumnsx KOC
OpraHnsaumsa paboThbl MO BbINOJHEHWIO NMPOLLECCOB 3alLMThl MHGOPMaLUn B opraHusaumnsx KOC

Heobxogumble yMeHUSAHaNM3nMpoBaTh U 060CHOBLIBATL 06LLYIO CTpaTernto opraHusaunin KOC no sonpocam
3aLWnUTbl UHGOPMaLUK 1 ONEePALLMOHHON HaAeXHOCTY (KnbepyCcToNn4MBOCTH) B COOTBETCTBUN C
3aKoHoZaTenbCTBOM Poccumnckon ®epepaumm, Ha OCHOBE COBPEMEHHbIX METOLO0B M JIYHLIMX NPaKTUK
AHaNM3MpoBaTb U NPUMEHATb MeTOo0/0rnYeckyto 6asy, TpeboBaHUs 3aKoHOA4ATENbCTBA Poccmitckom
defepaLunm, HOpMaTUBHBLIX akTOB baHka Poccun, MexxayHapoaHbIX U HaLMOHaNbHbIX CTaHAAPTOB B
obnacTn ynpaBneHns puckamm nHGopMaLMoHHon 6e3onacHocTn, obecnedyeHuns 3aWwuTbl MHGOPMaLUN 1
onepaLynoHHON HaaexXHOCTK (KubepycToninsocTu) B opraHusaumax KOC

MpUMEHATb PUCK-OPUEHTUPOBAHHBIA MOAXO0A K BbIOOpY 06bEKTOB MH(hOPMaTU3aLMM, NOABEPraEMbIX
TeCTMPOBaHUIO Ha MPOHNKHOBEHUE, B OpraHu3aunsax KOC

OueHmnBaTb 3WHEKTUBHOCTb AEATEILHOCTM MO BbINOJHEHNIO PaboT, CBA3aHHbLIX C obecrnevyeHnem 3alWmnThl
NHGOPMaLUN 1 ONEePaLMOHHON HaAeXHOCTY (KnbepyCcToninmBocTn) B opraHmsaumnsax KOC
YcTaHaBnuBaTh, MPUMEHATb U KOHTPOAMPOBATb BHYTPEHHMWE CTaHAAPThl KOHPUryprpoBaHua 06beKToB
NHopmaTmM3laumm (CTaHAapTbl KOHPUIypnpoBaHns) B opraHmaumax KOC

OpraHu30BbLIBaTh 1 OCYLLECTBAATL AeATENbHOCTb N0 TECTMPOBAHUIO FOTOBHOCTU opraHu3aumn KOC
NPOTMBOCTOATb peann3aunm MHPOPMaLMOHHbIX Yrpo3

PaspabaTbiBaTb Npouecchl obecnevyeHns 3allunTbl MHPOPMaLUM U OMePaLMOHHON HaZEXHOCTM
(KnbepycTonyYnBOCTM) 1 OPraHN30BbIBATL BHEAPEHME NpoLeccoB obecnevyeHns 3alunTbl MHPOPMaLUn 1
ornepaunoHHON HageXHOCTU (KubepyCTonunMBoCTM) B opraHusaumnax KOC

Pa3pabaTbiBaTb CLLEHapUK, BKAOYAIOLME 3HAYMTEbHbIE (PUHAHCOBLIE NOTEPU, B paMKax NPoOBeAeHN S
CTPeCcC-TECTUPOBAHMA ON4 onNpefeneHns NoTeHUMaNa BANSHISA U YPOBHS PUCKOB A5 Bnu3Hec-Moaenu
opraHmsauunn KoC

Heobxoaunmble 3HaHMA3akoHOLaTeNbCTBO Poccuinckon degepalim, HOPMaTUBHbIE NMPaBOBbLIE aKThI,
HaLMOHa bHblE, MEXXIOCYLAapPCTBEHHbIE N MeXAYHapOoAHble CTaHAapThl B 06/1aCTU 3aLWMThl MHOpMaLmm, B
obnacTn ynpasneHus puckamu MHhopMaLmoHHon 6esonacHocTn, obecneyeHus MHGMOPMaLMOHHOW
6e30nacHOCTM 1 ONepaLMOHHOM HaaeXHOCTK (KnbepycTonymBoCcTr) B opraHm3aumnsax KOC

PykoBogsLLMe N MeToANYeCKne LOKYMEHTbI YIMOJHOMOYEHHbIX (hefepalibHblX OPraHoB UCMONHUTESIbHON
BNaCTW, HOPMaTUBHblE aKTbl BaHka Poccun B 0bnacTu 3awwimThl MHOpMaLmMK, B 061acTy ynpaBiaeHus
puycKamu nHhopMaLnoHHon 6e3onacHoCcT, obecneyvyeHns NHopMaLMoHHON 6e30nacHOCTA 1
onepaLmnoHHON HaaexXHOCTK (KubepycToninsocTn) B opraHmsaumnax KOC

KntoueBble nokaszaTenu spdeKTUBHOCTU AeSTENbHOCTY N0 06ecneyeHnto 3aLnTbl MHDOPMaL MK 1
onepaLnoHHON HaaeXHOCTK (KnbepycToninsocTn) B opraHmaumnax KOC

MpHLMMbLI yipaBaeHns puckamm nHgopmaumnoHHon 6esonacHocTy, obecnevyeHuns 3awmTbl UHOPMaLUKN 1
onepaLynoHHON HaaeXHOCTK (KnbepycToninBoCcTn) B opraHmaumnax KOC

MpyvHUMNbl LenenonaraHns, BUAbl U METOAbl OPraHN3aLMOHHOr0 NaaHNPOBaHUS

Mogxonbl K onNpeneneHnto KaYeBbliX NokasaTenen spgeKTMBHOCTM

MPUHLMNBI NOCTPOEHUS apPXUTEKTYpPbI MHGOPMaLMOHHOM 6e30nacHoCTH

Cneunduka nnaTexHbIX NPOLECCOB B opraHm3aunax KOC

Mooxodbl K NAEHTUDUKALMMN N BKIIOYEHWIO S/IEMEHTOB KPUTUYHON apXUTEKTYpPbl B 061aCTb NPUMEHEHUS
npoecca obecneyeHns onepaunoHHON HageXHOCTU B opraHu3aunsax KOC

CocTaB 1 copepxaHue, a TakXXe NopAAoK MPUMEHEHNS OPraHn3aLMOHHbIX Y TEXHUYECKUX Mep
obecneyeHns 3alnThl MHPOPMALUK U ONepaLLMOHHON HaAEXHOCTK (KnbepyCcTONYMBOCTH) B OpraHm3aLmnax
KoC

HopMbl npotheccnoHanbHON 3TUKK

Opyrue xapakTepucTrkm
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3.6.3. TpynoBas hyHKLNA

HanmeHoBaHneKoHTpoNb Npouenyp ynpaBieHUs puckamm nHdopMaumoHHon 6esonacHocT n obecnevyeHmns
3alMTbl MHGOPMALIUN 1 ONEepPaLIMOHHON HaAeXXHOCTN (KnbepyCTONYMBOCTM) Ha BbICLLEM YMPaBEHYECKOM
ypoBHe B opraHusaumax KOCKog

F/03.8

YpoBeHb (MoAypOBeHb) KBaanpukaLumnm

8

MponcxoxxaeHue TpyaoBon PyHKLUMMOprUrnHan
X3anMCTBOBaHO 13 OpuUrnHana

Kopn opurvHana
PerncTpauunoHHbI HoMep NpodecCMoHaibHOro CTaHaapTa

Tpynosble gencTensaOpraHnsaumsa paboT No yCTaHOBMEHMIO U peann3alm NporpamMmm KOHTPONA U ayamnTa
obecneyeHns 3awmTbl MHGDOPMALUK 1 ONepPaLMOHHON HadeXXHOCTH (KnbepyCTon4YnBOCTU) B OpraHmn3aLmax
KoC

ObecneyeHne CONPOBOXAEHMSA NPY NPOBEAEHUN OLLEHKN 3 (EKTUBHOCTM CUCTEMbI YNPaBeHNA PUCKaMun
MHMOopMaLMOHHON Be3onacHOCTY B opraHmn3aumax KOC

OpraHun3saumsa paboTbl N0 MOHUTOPUHIY PUCKOB MHOPMaLMOHHOM Be30nacHOCTK B opraHusaunsax KOC
OnpegneneHne npaBui KOHTPoNa 1 TpeboBaHMIA K KOHTPOJIIO NpoLeayp ynpasBJieHns puckamm
MHopMaLnoHHON Be3onacHocTy, obecnevyeHunio 3alnTbl MHOPMaLMK U ONepaLMOHHON HadeXHOCTH
(kmbepycTonynBocTmn) B opraHusaunsax KOC

OpraHusaums n KoopanHauus paboT no peannsaumm cTpaTernyn ynpasaeHns puckamMmm MHOHOpPMaLMOHHOM
6e3onacHoCTK 1 obecnevyeHuns 3alnTbl UHDOPMALMKN U ONEPALIMOHHON HadeXXHOCTH (KnbepyCTon4YnBoCcTu)
B opraHmsaymax KoOC

Heobxoanmble yMEHNSBHOCUTL NPEANOXKEHUS MO U3MEHEHWIO N COBEPLUEHCTBOBAHNIO CUCTEMbI
obecneyeHns 3almMThl MHPOPMaLUK N ONEPaLIMOHHON HAaAEXHOCTY (KnbepyCcTon4nMBoCTH) NO pesynbTaTam
peanv3aunm NPorpaMm KOHTPOAS 1 ayanTa obecnevyeHns 3alumThbl MHHOPMaLUMM 1 ornepaLmoHHO
HaOeXHOCTN (KnbepyCcTonynBoCcTmn) B opraHnsaumax KOC

AHanM3MpoBaTb M MPUMEHATb METOL0I0rnYeckyto 6basy, TpeboBaHUA 3aKOHOA4ATENbCTBA POCCMINCKON
depepaunm, HOpMaTMBHBLIX akTOB baHka Poccun, MexxayHapoAHbIX U HaLWOHaNbHbIX CTaHAAPTOB B
obnacTn ynpasneHus puckamu nHpopmaLmoHHon 6esonacHocTn, obecnedyeHuns 3awuTbl MHGOPMaLUK K
ornepaunoHHON HageXHOCTU (KubepyCcTonunBoCTM) B opraHusaumax KOC

BHOCMTb NpeaoXeHns No U3MEHEHMWIO Y COBEPLLEHCTBOBAHMIO CUCTEMbI YMPaBAEHUS PUCKaMK
MH(OPMaLMOHHOM 6e30MacHOCTY No pe3ybTaTaM OLEeHKN 3PHEKTUBHOCTM CUCTEMbI YNPABIEHNS PUCKaMI
MHGopMaLMoHHON Be3onacHOCTK B opraHm3aunsax KOC

PaspabaTbiBaTb CTpaTErnmn ynpasaeHns puckamum nHgpopmMaLmnoHHon 6esonacHoCcTK 1 obecneyvyeHns 3aLLmThbl
MHOpPMaLUK 1 ONepaLMoHHON HalleXXHOCTH (KnbepyCcTonynBocTu) B opraHmnsaumax KOC

MpumeHaTbL TpeboBaHWA HOPMATUBHbIX MPABOBLIX aKTOB Y METOLOIOMMYECKMNX LOKYMEHTOB MO YNPaBAEHUIO
pUCKaMun NHGOPMaLIMOHHON 6e30MacHOCTM 1 obecneyeHnto ONepaLMoOHHON HadeXXHOCTU
(kmbepycTonumBocTur) B opraHusaunsx KOC

OnpepensaTb NOAXOAbI K OpraHun3aunm MOHUTOPUHIA PUCKOB MH(OPMaLMOHHOM 6e30MacHOCTH B
opraHmsaunsax Kec

Heobxogumble 3HaHMA3aKoHO4ATENLCTBO Poccuinckon ®emepauumn, HOpMaTUBHbIE MPABOBLIE aKThI,
HaLMOHa bHblE, MEXXIOCYLAapPCTBEHHbIE U MeXAYHapOoAHble CTaHAapThl B 06/1aCTU 3alMTbl MHOpMaLmm, B
0bs1acTn ynpaBsieHUs puckamum nHopMaLoHHon 6esonacHoCcTK, obecnedyeHns NHGDOPMaLIMOHHON
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6e30nMacHOCTY 1 ONepaLMOHHONM HaaeXHOCTK (KnbepycTon4ymBocTr) B opraHm3saumnsax KOC

PykoBozsLLme n MeTOANYECKNE [OKYMEHThI YNOJIHOMOYEHHbIX (hefepasibHbIX OPraHoB UCMOAHUTENBLHON
BNaCTW, HOPMaTMBHblE aKTbl bBaHka Poccun B 0bnacTu 3awwimThl MHOpMaLmK, B 061acTy ynpasiaeHus
prvcKaMun nHGopMaLnoHHon besonacHoCTK, obecnevyeHns NHPOPMaLMOHHON 6e30MacHOCT 1
onepaLynoHHON HaaeXHOCTK (KubepycToninmsocTu) B opraHmsaumnax KOC

MpuHUMNBl uenenonaraHns, BUAbI U METOAbI OPraHM3aLUMOHHOI0 NAaHMPOBaAHUS

MoaxoAbl K OpraHu3aLmMm OTYETHOCTM B paMKax YrNpaBieHUs puckamMm MHGopMaLMoHHon 6e3onacHocTy,
obecneyeHus 3aWnThl MHGOPMALMM N ONEPALMOHHON HageXXHOCTU (KnbepyCTONYMBOCTM) B OpraHmM3aumax
KoC

MoaxoAbl K onpefeneHunio Kto4eBbiX nokasatenen 3heKTUBHOCTH

MpUHLMNBI NOCTPOEHUS apXUTEKTYPbl MHHOPMaLIMOHHON Be3onacHOCTK

Cneundmka naaTexHblx NpoLeccoB B opraHusaumax KOC

MpuHLMNbI ynpaBaeHna puckamm nHopMaLnoHHon 6e3onacHocTr, obecnevyeHns 3aWwnTbl MHGQOPMaLIAKN 1
onepaLnoHHON HageXHOCTK (KnbepycToninsocTn) B opraHmaumnax KOC

KntoyeBble nokasatenn spMeKTUBHOCTU AEATESIbHOCTY MO YNPaBAEHUIO PUCKaMM MH(POPMaLMOHHON
6e3onacHocTK, B 06nacTn obecneyeHuns 3awnTbl MHGOPMALMN 1 ONEPALIMOHHON HaLEeXHOCTH
(kmbepycTonymBocTmn) B opraHusaunsx KOC

[pyrvne xapakTepucTuku-

3.6.4. Tpynosasa pyHKUMSA

HanmeHoBaHneCoBepLUEHCTBOBAHME CUCTEMbI YNPABAEHNS PUCKaMM MH(OPMaLMOHHOM 6e3omacHoCTH,
obecneyeHne 3aLNTbl UHOOPMALMKL 1 ONEPaLIMOHHON HaleXXHOCTH (KnbepyCcToNYMBOCTH) Ha BbICLLEM
ynpasJieH4eCKoM ypoBHe B opraHm3auunsx KOCKog

F/04.8

YpoBeHb (MoAYypOBeEHb) KBaanpukaLuum

8

MponcxoxaeHne TpyaoBon PyHKLUUMOpUrnHan
X3anMCTBOBAHO 13 OpuUrnHana

Kopn opurvHana
PerncTtpauunoHHbI HoMep NpodeccMoHabHOro CTaHaapTa

TpyZoBble AeACTBUSAHANN3 HEOBX0AMMOCTY COBEPLUEHCTBOBAHNS CUCTEMbI YMPaBAEHUS PUCKaMM
MH(opMaLMoHHo Be3onacHOCTY, obecnevyeHns 3allnThl MHPOPMaLMK U ONepaLMOHHON HafEeXHOCTK
(kmbepycTonumBocTr) B opraHusaunsx KOC

MnaHnpoBaHMe BHEAPEHNS TAKTUYECKNX N CTPaTErnyecKux yayyeHnn CUCTeMbl YIPaBAeHUS pUCKaMu
MHopMaLnoHHON Be3onacHocTu, obecnevyeHns NHPOPMaLIMOHHOM 6€30MacHOCTU 1 onepaLoHHON
HaOeXHOCTN (KnbepyCcTonyYnBoCcTmn) B opraHmnsaumax KOC

OpraHusaums LesaTenbHOCTU Mo peann3aunm TaKTUYECKUX U CTpaTernyeckmx yayylleHnn CMCTemsl
ynpaBieHns puckamMmy nHhopMaLMoHHon 6e3onacHocTu, obecneyeHmns NHDOPMaLMOHHON B6e30NacHOCTU 1
onepaLynoHHON HaaexXHOCTH (KubepycToninsocTu) B opraHusaumnax KOC

ObecneyeHne yq4acTust Kypupyemolix noapasneseHnini MHGopMaLMoHHOR 6e30NacHOCTY B KOHTPO1e
LEeATENbHOCTY, CBA3AHHON C peanm3aunen TaKTUYEeCKMX U CTPaTErM4eCcKnx yayyweHnn CUCTeMsi
ynpaBfieHnsa puckamu nHgopmaLmoHHon b6esonacHocTu, obecneyeHnem 3awnTbl MHGOPMaLUN K
onepaLnoHHON HaaeXHOCTK (KnbepycToninsoCcTn) B opraHmaumnax KOC

Heobxoammble yMeHUsYCTaHaBANBATL U MOAAEPXKNBATb AEJI0Bble KOHTAKThI, CBSI3U, OTHOLLEHMS C
COTPYAHMKAMM 1 3aMHTEPECOBAHHbBIMM CTOPOHAMM MO BOMPOCAM YrpaBieHNs pUcKaMm NHHOPMaLIMOHHOW
6e3onacHocTK, obecnevyeHns nHGopMaLMoHHOM 6e30MacHOCTU U ONePaLMOHHON Hade)XXHOCTH
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(kmbepycTonumBocTr) B opraHusauunsx KOC

AHanM31pPoBaThb M NPUMEHSTL MeToA0N0rnYeckyto 6asy, TpeboBaHNA 3aKOHOaTeNLCTBa PoCCUiickoin
depnepaunmn, HOPMaTKBHbIX aKTOB BaHKa Poccumn, MeXxayHapoaHbIX U HALWOHA/bHLIX CTaHAAPTOB B
061acTu ynpaBfieHns pUckamm MHMopMaLIMoHHON Be3onacHoCT, obecnevyeHmns 3allnThl UH(OPMALIUK 1

onepaLynoHHON HaaeXHOCTK (KubepycToninmsocTu) B opraHmsaumnax KOC

AHann3mpoBaTb 1 060CHOBLIBaTH 00LLYO CTpaTerunto opraHmsauun KOC no BonpocaM ynpaBfieHUs puckamm
MHopMaLnoHHon 6esonacHocTy, obecnevyeHns NHPOPMaLMOHHOM 6€30MacHOCTU 1 OrepaLnoHHON

HageXHoCTU (KnbepycTon4ynsocTun) B opraHm3aumax KOC

BHOCUTB npennoXeHns no N3MeHeHNo N CoBepLLUEHCTBOBaHMIO CTPaTerun yrnpasjieHNa puckaMmum

NHopMaumnoHHon 6esonacHocTy, obecnevyeHns NHHopMaLMOHHOM 6€30MacHOCTU 1 OrepaLoHHON

HaOeXXHOCTN (KMbepyCTonyYnBoCTM) B opraHmnsaumax KOC

OnpenensiTb UCTOYHUKM MHGOPMALLMK N8 NPOBELEHUS aHaIM3a HeobXoAMMOCTM COBEPLLEHCTBOBAHMS
CUCTEMbI YIPaBNEHNS PUCKAMMN MHOPMaLMOHHON Be3onacHoOCTH, obecrneyeHns 3aLnTsl MHOPMALIAN 1

onepaLnoHHON HageXHOCTK (KnbepycToninsocTn) B opraHmaumnax KOC

HeobxoavMble 3HaHUA3aKOHOAATENbCTBO Poccuitckoin ®epepaunm, HOPMaTUBHBIE NMPABOBLIE AKTbI,
HaLVMOHa/bHbIE, MEXIOCYyAAapPCTBEHHbIE U MEXAYHAPOAHbIE CTaHAAPTLI B 061aCTV 3alWuUThl MHGOPMaLMK, B
0bnacTn ynpaBneHns puckamm nHgopMaumnoHHon 6esonacHocTy, obecneyeHns MHPOPMaLIMOHHO

6e30nacHOCTY 1 ONepaLMOHHOM HaaeXHOCTK (KnbepycTonymBocTr) B opraHm3aumnsax KOC

PyKOBO,EI,ﬂLLI,I/Ie n MmetTognyeckne OOKyMeHTbl YNOJIHOMOYEHHbIX cpep,epaanux OpraHoB NCNONHUTESIbHOW
B/1aCTW, HOPMATUBHbIE aKThbl baHka Poccum B 0bnacTu 3awmThl I/IHqJOpMaLI,I/II/I, B 0bs1acTm yrpaBieHNA

puycKamu nHhopMaLmnoHHon 6e3onacHocT, obecneyvyeHns NHopMaLMoHHON Be3onacHOCTA 1

onepaLynoHHON HaaexXHOCTK (KubepycToninsocTu) B opraHmsaumnax KOC
MpuHUMNbI LenenonaraHus, BUAbI 1 METOAbI OPraHN3aLMOHHOIO NiaHNPOBaHNA

KnioyeBble NokasaTenn ahheKTUBHOCTN AEATENLHOCTY MO YNPaBAEHWNIO PUCKaMN MHPOPMALIMOHHON
6e3onacHocTy, obecnevyeHuno 3aLnTbl MHOPMaLMK N ONEPALMOHHON HaAEeXHOCTU (KubepyCToNnYnBoCTM) B

opraHmsaunsax KeC

MpYHUMMBI yNIpaBAEHUS pUCKaMK MHOPMaLMOHHON Be3onacHocTK, obecneyeHns 3almTbl MHGOPMaLUK 1

ornepaunoHHON HageXHOCTU (KubepyCcTonunmBoCTM) B opraHusaumax KOC
Moaxo4bl K onpefeneHunio KtYeBbiX nokasatenen 3heKTUBHOCTH
OCHOBHbIE MOAX0AbI K MPOEKTHOMY YMpPaBJIEHUNIO

MPUHUMNBI NOCTPOEHUS apPXUTEKTYPbI MHOPMaLMOHHOM 6e30MacHOCTH
Crneumnduka nnaTexHblX NpoLeccos B opraHu3aunsax KOC

Hopmbl npoteccnoHansHOM 3TUKK

Opyrue xapakTepucTrkm

IV. CBeneHunsa 06 opraHmnsaumsax - paspaboTymkax npodeccnoHanbHOro cTaHaapTa

4.1. OTBeTCTBEHHAs OpraHM3auns-pa3paboTImk
JenapTamMeHT nHgopmaLnoHHon be3onacHocTu baHka Poccum, ropog MockBa
[dunpekTop oenapTtamMeHTaYBapos Bagum AnekcaHOpoBuY

4.2. HaumeHoBaHWs opraHn3auuii-pa3paboTymkos

1PYMO B cucteme Bbicwero obpasosaHmsa no YICHM 10.00.00 "NHdgopmaLmoHHas 6e3onacHOCTL", ropos

MockBa
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