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NPOTUBOAEUCTBUA NPOTUBOMNPABHLIM AEAHUAM, COBEPLUAEMbIM C
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NMPABUTENIbCTBO POCCUACKOW ®ELEPALIAN
PACTMOPSAXEHVE
OT 30 IEKABPS 2024 I'. Ne 4154-P
MOCKBA

1. YTBepanTb Npunaraemyto KoHLenumio rocyapCTBEHHOW CUCTEMbI MPOTUBOAENCTBNS NPOTMUBOMNPABHLIM
LeAHNSM, CoBepLUaeMbIM C UCMOJIb30BaHNEM UHDOPMALMOHHO-KOMMYHUKALMOHHbBIX TEXHONOMUIA (fanee -
KoHuenuwus).

2. ®epepasbHbIM OpraHam UCMOMHUTENbHOW BNaCTU PyKOBOACTBOBATLCSA B CBOEN AeATENbHOCTH
nonoXxeHnsmm KoHuenumm, B TOM 4ynucie npu paspaboTke n peanmsaumm oTpacaeBbiX JOKYMEHTOB
CTpaTern4yeckoro nJaHMpoBaHWs, roCyAapCTBEHHbIX MporpaMm (noanporpamm) Poccuinckon ®epepaumm un
WHbIX LOKYMEHTOB CTPaTEern4yeckoro njaHnMpoBaHus.

3. Peanun3zauus KoHuenumm ocyLLecTBAAETCA B Npeaenax 6104)KeTHbIX aCCUrHOBaHWI, NPefyCMOTPEHHbIX
thefepanbHbIM OpraHam NUCMOJIHUTENbHON BJIACTW B hefepasibHOM BogxeTe Ha COOTBETCTBYHOLLNNIA
(PUHAHCOBBIN FO[ W MIAHOBLIN NEPUOA,.

4. PekomMeHA0BaTb OpraHaM rocyaapCTBeHHOW BlacTu cybbekToB Poccuinckon depepalimm 1 opraHam
MeCTHOr0 CaMOyrnpaB/eHNS PYKOBOACTBOBATLCSA NMONOXKEHMAMM KoHUenumm npu pa3paboTke n peannsauum
pernoHaibHbIX NporpamMM (MOAMPOrpaMM) N UHLIX LOKYMEHTOB.

5. MB[l Poccnn COBMECTHO C 3aMHTepPeCcOBaHHbIMK heepasbHbIMK OpraHaMy NCNOJHUTENbHOW BAaCTW Npn
yqacTum 'eHepanbHOM NpoKypaTypbl Poccunckon ®epepaumm, CneacTBeHHOro KomuteTa Poccminckon
®epnepaumm n baHka Poccum paspaboTaTh 1 BHECTU B 6-MECAYHbLIN CPOK B YCTAHOB/IEHHOM MOPAAKE B
MpaBnTenbCTBO Poccminckon denepaumy NPOeKT MnjaHa MeponpuaTUin no peanusaumumn KoHuenumu.

Mpencepatens lNpaBuTenbCcTBa
Poccuiickon ®epepaummn M.MuwycTnH

YTBEPXXLEHA

pacrnops>xeHueM lNpaBuTenbCTBa
Poccunckon ®epepaunn

oT 30 pekabps 2024 r. Ne 4154-p

KOHLEMNUWMA
roCyIapCTBEHHON CMCTEMbI MPOTVBOLENCTBUS NPOTUBOMNPABHbLIM AESHUAM, COBEPLUAEMbIM C
NCMoJIb30BaHNEM NHEHOPMALIMOHHO-KOMMYHUKALIMOHHBIX TEXHOJIOM NI

|. ObLme nonoXeHns

HacTosuwas KoHuenuus onpenenseT NPUHUMMbI, Leun, 3a4a4v U PYHKLMN FroCy1apCTBEHHOR CUCTEMBI
NPOTUBOAEACTBUSA NPOTMBOMPABHLIM AeAHWSAM, COBEPLUAEMbIM C UCMOJIb30BaHNEM MH(MOPMALMOHHO-
KOMMYHUKALIMOHHbIX TEXHOJIOTWI, @ TaKXXe HOPMATUBHO-NPABOBOE, HAaYYHO-TEXHNYECKOE, NHDOPMALIVOHHO-
aHaNIMTUYeCcKoe, KaapoBOe, OPraHN3aLMOHHO-LITaTHO. U (IHaHCOBOE obecrneyeHmne ee co3faHna u
(YHKLIMOHNPOBAHMS.
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MpaBoOBY0 OCHOBY HacTosLWEN KoHuenumn cocTaBasioT KoHcTuTyuns Poccuinckon ®epepaumm,
denepanbHble 3aKoHbl "O CTpaTermyeckom niaHnpoBaHum B Poccuiickon ®epepaunn” , "O6 ocHoBax
CMCTEMbI NPOGNIAKTUKIM NpaBoHapyLweHni B Poccunckon ®egepaummn” , "06 nHhopmaumm,
NH(MOPMALMOHHBIX TEXHONOMMAX M 0 3aLinTe nHpopmaunn” , ykasbl MNMpesngeHta Poccuinckon Genepauun
oT 5 pekabpsa 2016 r. Ne 646 "O6 yTBepaeHUN LOKTPUHLI MHDOPMaLMOHHON Be3onacHOCTK Poccuinckon
depepaumn”, ot 9 mas 2017 r. Ne 203 "O CTpaTerum pa3sutus MHGopmaLMoHHoro obuiecTsa B Poccuiickom
®epepaumm Ha 2017 - 2030 rogbl", oT 2 nions 2021 r. Ne 400 "O CTpaTernm HaumoHasbHOM 6e30nacHOCTH
Poccuinckon ®eagepaunn”, ot 7 mas 2024 r. Ne 309 "O HaumMoHaNbHbIX LEenax pa3sutusa Poccninckon
®epepaumm Ha nepuog oo 2030 roga v Ha nepcrnekTusy A0 2036 rofa" v MHblIe HOPMaTWBHbIE MPaBOBbIe
aKTbl Poccuickon ®epepauuu.

Ona uenen peanmsaunm HacToALeNn KOHLENLMM NCNOb3YIOTCA Cnedylolwne OCHOBHbIE NMOHATMUSA:
"rocyfapCcTBeHHasa CMCTeMa NPOTUBOLENCTBMSA MPOTUBONPABHbLIM AEeSAHWUAM, COBEPLIAEMbIM C
MCNoJIb30BaHMEM NHHOPMALMOHHO-KOMMYHUKALNMOHHBIX TEXHONOMMA" (fanee - rocyaapCTBEeHHas cuctema)
- COBOKYMHOCTb (hefiepanbHbiX FOCYAapCTBEHHbIX OPraHOB M OPraHoB roCyAapCTBEHHON BAACTU CybbeKTOoB
Poccuinckon ®egepalmm, ocyLLecTBAAOWMX Npu y4acTum LleHTpanbHoro 6aHka Poccuinckon ®egepaumm,
(PUHAHCOBBIX M UHbIX OpraHM3aumnin QyHKLMK NO BbipaboTKe 1M peann3aLnm rocyaapCTBEHHON MNOANTUKN B
chepe NpoTUBOLENCTBUSA MPOTUBOMPABHLIM AESAHUAM, COBEPLUAEMbIM C UCMOb30BaHWEM MHDOPMALMOHHO-
KOMMYHVKaLMOHHBIX TEXHOJIOMMI, @ TakXXe pa3paboTKy rocyfapCTBEHHbIX TPeOOBaHWUIA 1 NpaBnJl
Pa3INYHOro YPOBHS M HaNpPaBAEHHOCTW B YKa3aHHON cdepe, CO34aHHbIX UMW KOHCYIbTaTUBHbIX,
coBeLLaTeNbHbIX U UHbIX OPraHOB, a TaK)Xe OpraHu3aunii, eaTeNbHOCTb KOTOPbIX CBSi3aHa co cbopom,
XpaHeHneM rnepcoHanbHbIX AaHHbIX, CO34aHNEM U PYHKLMOHUPOBAHNEM NHHOPMALIMOHHON
NH(PaCTPYKTYpbl, 060POTOM LIUPPOBON BafOThI, OpraHM3aLmi, NpefocTaBaAfoWwmnX YCAyrn CBs3mn u
A0CTyNa K UH(POPMaLNOHHO-TENIEKOMMYHUKALMOHHON ceTn "NIHTepHeT" (Oanee - ceTb "NIHTepHeET"),
noTpebuTenen ykasaHHbIX YCyr, MHCTUTYTOB rpa>kAaHCKoro obuiectsa, 06beKToB MHGMOPMALMOHHOW
NHPACTPYKTYpPSbI;

"MH(OPMaLMOHHO-KOMMYHWKaLMOHHasa cpepa” - COBOKYMHOCTb MHPOPMaLIMOHHO-TENEKOMMYHUKALNOHHbIX
ceTen, BKYasa ceTb "MHTepHeT", TEXHONOrMYeCKon NHGPACTPYKTYpbI, obecnednBatoLen nx
(DYHKLMOHNPOBaHME, 1 pPa3nyHbIX (hOPM Ye0BeHECKON aKTUBHOCTHY, OCYLLEeCTBASEMON NOCPELCTBOM UX
NCMNOJIb30BaHUS;

"MHDOPMALMOHHO-KOMMYHUNKALIMOHHbIE TEXHOMOr K" - MPOLLECChl U MeToAbl co3aaHns, 0bpaboTku,
pacnpoCcTpaHeHns UHGOPMaLUK, a Takxxe Crocobel 1 CpeacTBa UX OCYLLECTBAEHMS;

"NpPOTUBOMNPaBHbLIE AEAHUS, COBEPLUEHHbIE C UCMOJIb30BaHNEM NHHOPMALMOHHO-KOMMYHMUKALMOHHbIX

TexHonorni" (nanee - NPOTUBOMPaBHLIE AeAHWA) - 0OLLECTBEHHO OMacCHble AesHNS, 3a KOTopble
npeaycMoTpeHa yronosHas nMbo afMUHUCTPATUBHAA OTBETCTBEHHOCTb, COBEPLUEHHbIE C UCMOJIb30BaHNEM
(NpMeHeHneM) MHPOPMaLMOHHO-KOMMYHUKALMOHHBLIX TEXHONOMNIA UK B Chepe KOMMbIOTEPHON
MH(OPMaLUK, B TOM YUC/e C UCMO/b30BaHNEM (MPUMEHEHNEM) 3NEKTPOHHbLIX MAN NH(POPMALIMOHHO-
TeNIEKOMMYHUKALMOHHbIX CeTel, BKoYas ceTb "VIHTepHET", MHDOPMaLMOHHOWN NHADPACTPYKTYPbI,
KOMMbIOTEPHON TEXHWUKM, MPOrPaMMHbIX CPEACTB, OHJTaH-CEPBMCOB, CPEACTB KOMMYHUKaLUK (B TOM Yucne
cpencTs MobuabHOM CBA3W, CEPBMCOB 06MEHa MFHOBEHHbIMM CO0bLLeHAMN, IP-TenetoHnK), 3NeKTPOHHbIX
CpeacTB naaTexa, onepauni ¢ LmgpoBon BaaOTON N LUGPPOBLIMU (PUHAHCOBLIMU aKTUBAMMU;

"cpefCTBa rocyaapCTBEHHON CUCTEMBI" - TEXHONOr MK, anmnapaTHO-MPorpaMMHble, OpraHU3aLMOHHbIE 1
Apyrue cpencTea cbopa, XpaHeHMs 1 aHann3a UHGopMaLun, NpeiHa3Ha4YeHHble 419 NPOTUBOAENCTBUA
NPOTMBOMPABHbLIM AEAHUSAM.

MpoTrBONpaBHble AEeAHNS C YHeTOM KPUTEPUEB UX KBAJM(PUKALMM KNaCCUPULMPYIOTCA N0 TPEM OCHOBHbLIM
Tunam:

NpaBoOHapYyLUEHNS U NPecTynneHns B chepe KOMMbIOTEPHON UHGOPMaLUy;

NPaBOHaPYLUEHNS U NPECTYNAEHNS, KPUMUHOOBPA3YIOLWNM NN KBAaNNPULMPYIOWUM MPU3HAKOM KOTOPbIX
SBSAETCS UX COBEPLUEHNE C UCMOJIb30BAaHNEM INIEKTPOHHbIX U MHOPMALIMOHHO-TENEKOMMYHUKALNOHHbIX
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ceTen, BKNOYas ceTb "MIHTepHeT",

NPaBOHAPYLLUEHWUS U NPECTYNAeHMNs, NPY COBEPLUEHNN KOTOPbLIX NPpUMEHeHNe NH(POPMaLIMOHHO-
KOMMYHWKaLIMOHHBIX TEXHOJIOMMIA SIBNSIETCA albTEPHATUBHbLIM Crocobom.

Ha3HavyeHneM rocy1apCTBEHHON CMCTEMbI ABNSETCS obecneyeHne nNpoBeaeHNs eanHON rocyaapCTBEHHON
NOJMTUKM NO NPOTUBOLENCTBMIO MPOTUBOMPABHbLIM AEAHNAM, HanpaBAeHHON Ha 3aLLUNTY OCHOBHbIX NpPaB W
cBobop yenoBeka u rpaxxaaHuHa n obecnevyeHne HalMoHaNbHOM 6e3onacHocTu Poccuinickon ®epepaumm B
umncpoBson cpege.

Co3paHune 1 PYHKUMOHNPOBAHME rOCYLapCTBEHHON CUCTEMbI OCYLLIECTBSETCA Ha OCHOBE CNeayoLw X
NMPUHUWMNOB:

rapaHTMPOBAHHOCTW KOHCTUTYLMOHHbIX NMpaB 1 cBoBOA YenoBeKa 1 rpa)kaaHnHa Npu NponnakTuke u
NPOTMBOAENCTBUN MPOTNBOMPABHBLIM AEAHNAM;

obecneyeHns 6e30nacHOCTM ANYHOCTK, 06LLECTBA U FrOCYapCTBa NpU NPOTMBOAEACTBUN MPOTNBOMPABHbLIM
AESHUNAM;

e[MHCTBa rocyaapCTBEHHOMO MAAHUPOBAHNUS, @ TakKXe KOOPAUHALMMN U KOHTPOJIS peanm3aumnm Komniekca
TEXHNYECKNX N OpraHn3auUnOHHbIX Mep;

paunoHaIbHOCTN NCNOJZIb30BaHUA CU N CpeaCTB FOCyﬂ,apCTBeHHOVI CNCTEMBI.

Il. COBpeMeHHoe COCTOAHME I'IDOTI/IBO,EI,EVICTBI/IH NPOTUNBOMPaBHbIM AEAHNAM

B Poccuiickon ®epepaLumm MHGOPMaLMOHHOE 06LLECTBO XapaKTepusyeTcs LWMPOKUM pacnpocTpaHeHeM 1
LOCTYMHOCTHI0 MOBMABLHBIX YCTPOMCTB, a TakxXe 6eCnpoBOAHbLIX TEXHONOMNIA 1 CETEW CBA3N.
Monb3oBaTeNnAMU POCCUNCKOro cermeHTa cetu "MHTepHeT" B 2024 roay ctanm 6onee 130 MAH. Yenosek,
4YTO COoCTaBnAeT 0ko10 90 MPOLEHTOB HaceNleHUs CTpaHbl, aKTUBHbLIMY MOJ1Ib30BaTENSAMUN COLMAJIbHBIX CETEN
- 106 mnH. yenoBek, nam 6onee 81 npoLeHTa 0T BCEX POCCUNCKUX NOJSib30oBaTenen cetun "HTepHeT".
DNIeKTPOHHbIE CpeAcTBa MacCoBOW MHGOPMaLMK, MHPOPMALIMOHHbIE CUCTEMBI, COLMaJIbHbIE CETU CEeroaHs
ABNATCA 4aCTbio MOBCEAHEBHOM XN3HW poccusiH. Co3naHa cucTeMa npefocTaBieHns rocyjapCTBEHHbIX U
MYHMLMMNANbHbLIX YCAYT B 9/1IeKTPOHHON hopMe.

NH(OpMaLMOHHO-KOMMYHWKALMOHHbIE TEXHOMOMMN CTan YaCTbio COBPEMEHHbIX YNpaBJIeHYeCKUX CUCTEM
NpaKTUYeCKN BO BCEX Chepax XMU3HM POCCMINCKOro obLiecTBa. Pa3BuTne UHCTPYMEHTOB (OMHAHCOBOI0
PbIHKA, MIaTeXHbIX CUCTEM, @ TakXe B LleJIOM LN POBU3aLmnA S3KOHOMMYECKMX NPOLECCOB Aajv TONMYOK K
NOSABAEHUIO CeUnnyecknx cnocoboB pacyeToB - INEKTPOHHBLIX CPEACTB MaTexxa U X NCMob30BaHNI0
IOPUANYECKMMM N DUSNYECKMMIN NnLaMK AN Be3HaNnYHbIX pacyeToB.

BeCKOHTPOJIbHLIN 060POT 3NEKTPOHHBLIX CPEACTB MaaTe)Ka Nnocae nx NoayYeHnus oT KPeAUTHbIX
opraHv3aunii, Co34aloLwunin yCaoBMA ANa UX NOCNeAYoWero NCNob30BaHNS B LLeSX COBEpPLUEHNS
HEe3aKOHHbIX AeNCTBUIA, HeceT 0bLEeCTBEHHYO ONaCHOCTb.

YynTtbiBas, 4TO B Poccuiickon depepaunn chopMmnpoBanock MHopMaLmoHHoe 0bLLecTBO, B KOTOPOM
NHOPMaLNS U YPOBEHb €€ MPUMEHEHNS U AOCTYNHOCTY KapAuHaibHbIM 06pa3oM BAMAIOT Ha
3KOHOMUYECKME U COLMOKYIbTYPHBIE YCJIOBUSA XU3HU FpaXkAaH, 3/10yMblLUIEHHUKN TakXXe nepecTponsinch
Ha coBeplUeHue NPecTyneHnin B MHHOPMaLMOHHOM NPOCTPaHCTBE.

MpecTynHble nocaraTenbCTBa B MHPOPMALMOHHO-KOMMYHUKALNOHHON chepe C KaXKAbIM FO40M 3aHMMaloT
Bce 6onee 3aMeTHOE MeCTO B CTPYKTYpe BCEX 3apernCTPUPOBaHHbLIX NPECTYNIeHN B CTpaHe. 3a
nocnegHne naTb JIeET KOJIMYECTBO TaKMX NMPECTynaeHnin Bo3pocso bonee yem B ABa pa3sa (c 294,4 ToiC.
npectynnenuin B 2019 rogy fo 677 Teic. B 2023 rogy). Takxe BbIPOC UX YOS IbHbIN BEC B YNC/1e BCEX
3aperncTpupoBaHHbIX gesaHuni (c 14,5 npoueHTa B 2019 rogy no 34,8 npoueHTa B 2023 roay). B HacTosiwee
BpeMs NPakKTUYeCKN KaXkaoe TpeTbe NpecTynjieHne COBepLIEHO B UHDOPMALMOHHO-KOMMYHUKALLMOHHON
chepe nnbo ¢ ncnosb3oBaHNEM UHGHOPMALMOHHO-KOMMYHUKALMOHHBLIX TEXHOAO0M A,

B cTpyKkType npecTynaeHnin gaHHon kaTeropumn B 2023 roagy npeobsiaganv Kpau U MOLLEHHWYECTBa,
KOTOpble COCTaBW/I MOYTN TPU YeTBEPTU Takux npectyrseHun (70,2 npoueHTa). Kaxxaoe BocbMoe
npectynneHue (12 NpoueHTOB) COBEPLUANOCH C Lie/blo HE3aKOHHOMO NMPON3BOACTBA, CObITa UK NepechiNKn
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HapPKOTUYECKMX CPeACTB M NCMXOTPOMHbIX BELWECTB. IKOHOMUYECKYI0 HanpaBeHHOCTb UMetoT 3,4
NPOLLeHTa NPEeCTYMJIEHUN, SKCTPEMUCTCKYIO HaNpPaBfIEHHOCTb U TEPPOPUCTUYECKNIA XapaKTep - 0,2
npoLeHTa.

Tak)xe 0TMeYaeTCs CYLLECTBEHHOE YBEJIMYEHNE KOMYECTBA NPECTYMNIEHNI, CBA3aHHbIX C HEMPaBOMEPHbIM
AOCTYMNOM K KOMMbIOTEPHOW MHOPMaLMK, UX [08 B 06LWEM YMCe NMPEeCTYMNIeHNIA, COBEPLUAEMbIX C
NCronb30BaHNEM NHHOOPMALIMOHHO-KOMMYHUKALMOHHbBIX TEXHO0rni, no ntoram 2023 roga Bo3pocia B 6,8
pa3a. Mpy 3TOM pacKpbIBaEMOCTb TaKUX NPECTYMIEHNA OCTAaEeTCA Ha KpalHe HU3KOM ypoBHe (5,6
NPoOUEHTa).

MpoTnBONpaBHble AeAHNS, CBSA3aHHbIE C HEMPABOMEPHbIM AOCTYMNOM K KOMMbIOTEPHON MHOPMaL MK, Kak
npaBuo, CONPOBOXAATCA yTeYKaMMN KOHDUAEHLNANbHLIX CBEAEHWI, YTO MOXKET HaHeCTH yulepb Kak
OTAENbHBLIM NNLAM, TakK U OpraHn3aumamM, MYHKLUUOHUPYIOLWMM B TOM Yucie B cchepe 060poHHO-
MPOMbILLJIEHHOIO KOMMJIEKCA U CMEXHbIX OTPACASX MPOMbILLIAEHHOCTKN. B CBA3U C 3TMM HeobxoammMo
C03JaHune HaJe)XXHoro bapbepa NPOTUBOAENCTBUS NOCAraTENLCTBAM B JaHHOMN cepe.

B npoTuBONpaBHOM NPUMEHEHNN UHDOPMALMOHHO-KOMMYHUKALMOHHbIX TEXHOJIOr 1A 0COBYI0 aKTUBHOCTb
NPOSABAAT OpraHN30BaHHbIE NPECTYMHbIe rpynnbl. OHM MCNOMb3YIOT BPELOHOCHOE NPOrpaMMHoe
obecneyeHne, PULLMHIOBbIE CallTbl, CNeLNanbHYO TEXHUKY, SNEKTPOHHbIE NAAaTHOPMbl U KOM-LEHTPLI AN
COBEPLUEHNS MACCOBbLIX MOLLUEHHNYECKNX 3BOHKOB.

AHanmn3 CoBepLUEHHbIX MPOTMBOMNPABHbLIX AEAHWIA MOKA3bIBAET, 4TO BCe 60Jiee LIMPOKOE pacnpoCTpaHeHne
NOJIyHaloT XMLLEHNS KPEANTHBIX AEHEXHbIX CPeACTB, MNOJYYEHHbIX KaK CaMUMK NOTepneBWNMI Noj
HernocpeaCcTBEHHbIM BANSHWEM 3/10YMbILUNEHHVKOB, TaK 1 B pe3ysibTaTe AOCTYNa NPeCcTynHUKOB K
CMCTEMaM OUCTAHUMOHHOr0 6aHKOBCKOr0 06C/Y)XXUBAHUS UM PEFUCTPALIMM Ha CaiTax MUKPOGMHAHCOBbIX
OopraHu3aunin No4 y4eTHbIMU 3aNnCAMN rpaXKaaH.

Moaxoabl K OpraHn3aLmMm QUCTaHLUMOHHOro 6aHKOBCKOro 06CNyKMBaHUS HY)KAATCSA B aganTaLmm B Lenax
YyCTpaHeHWs yA3BUMOCTEN N MUHUMU3ALNN BO3MOXKHOMO yuiepba Npu oKasaHUmM yCayr Kak 4nsa rpaxaaH,
TaK 1 onsa CaMuxX KpeauTHbIX OpraHm3auuni. BbiBogy Ha pPbIHOK CBA3W HOBbIX BUAOB yCnyr (IP-TenedoHuns,
BMPTYaJibHble aBTOMaTMYeCKMe TenedoHHble CTaHUMW) A0/KHA NPeaLecTBOBaTb UX HOPMaTMBHas
pernamMeHTauna B LENSX CHUXEHNS PUCKOB aHOHUMM3aL MK hakTnieckoro notpeburtens.

CyLLEeCTBEHHOE HEMATUBHOE BJIMAHNE Ha KPUMUHOIEHHY 006CTaHOBKY B MH(OPMaLIMOHHO-
KOMMYHMWKaLMOHHOW cdhepe OKa3biBaeT CI0XKHasA MexXAyHapoaHasa CUTyaumus, B TOM YUCe CBA3aHHas C
AEATENbHOCTbIO Creucayxb HeapyXeCTBEHHbIX FOCYLAPCTB U HEOHALMCTCKUX (hOPMUPOBAHUNA,
KYPUPYEMbIX MHOCTPaHHbIMK cheucnyxbamn. OCHOBHas Macca NPecTynieHn COBEPLLAETCS
cneunann3npyownuMmncsa Ha MOWEHHNYeCTBaX TPAaHCHAUNOHAaNbHbIMU OPraHW30BaHHbIMU NPECTYMHbIMM
rpynnamu, CB3aHHbIMU C OpraHn3aLnen XMWeHNs NePCoHabHbIX AaHHbIX rpa)kaaH Poccunckon
depnepaumm n paboTon OENCTBYIOWMX C TEPPUTOPUIA HEAPYKECTBEHHbLIX FOCYAAPCTB KOMJI-LLEHTPOB, C
NCMNOJIb30BaHMEM KOTOPbIX MOXMLLAKTCS CpefcTBa rpakaaH.

MeXxayHapoHble NPecTynHble rpynnbl U coobLLecTBa BBMAY TPaHCTPaHUYHOrO XapakTepa
NHOPMALMOHHOIO MPOCTPAHCTBA U OTCYTCTBUA AO/KHOMO YPOBHA MEXIOCYAapCTBEHHOI0
B3aMMOENCTBUSA YCNELIHO NCMONb3YIOT NMEIOLLNECS B HAaCTOSLLLEE BPEMS YS3BMMOCTM B HOPMATUBHO-
NMpPaBOBOM M OPraHU3aLMOHHO-TEXHNYECKOM obecnedyeHnn NpoTUBOAENCTBNS NPOTUBOMNPABHLIM AEAHNAM,
HAHOCS CYLLECTBEHHbIN MaTepuasbHbIN U penyTauMOHHbIA Bpes rpaXkaaHaM 1 opraHmsaumam Poccumnckom
depepauymn.

Bce 6osibluee pacnpocTpaHeHNe NoayyYaeT UCNo/b30BaHUeE LMMPOBON BasIlOTbl NMPY COBEPLUEHUN
npecTynnaeHnin, o0cobeHHO NPy OTMbIBAHWUM MPECTYMHbLIX 4OX040B, MOCKOJbKY 3TO MO3BONSET CKPbITb
NCTOYHMK MPONCXOXKAEHNA CPEACTB 1 KOHEYHOro beHedmumapa - nx noayvaTens, 4To GakTU4ecKn
NCKJII04YaeT BO3MOXXHOCTb BbISIBIEHNS 1 KOH(MWUCKALUN NCNONb30BaBLUENCA NPU COBEPLUEHN
3KOHOMUYECKNX NPEeCTYNAeHNA LNGPOBON BaOThI.

PoCT 4ncna NnpoTMBOMNPaBHbIX AesaHW 00yC/IOBAEH HE TOMIbKO aKTUBHbIM Pa3BUTUMEM CaMMWX
NHHOPMALMOHHO-KOMMYHUKALMOHHbLIX TEXHOJIOTUIA, HO U BUKTUMHbLIM NOBEAEHNEM NOTEPMEBLUNX, B TOM

CkavaHo Ha canTe «3akoHbl PO» — https://actrf.ru Ctp.4mn310



4yncae HU3KMM YPOBHEM MPaBOBOM U (OMHAHCOBOWM FPaMOTHOCTY rpakiaH, MPUMEHEHNEM HOBbIX CNOC060B
COBEpLUEHMS NPOTMBOMPABHbLIX AEAHWI, HANNYMEM YCNI0BUIA ANs obecnevyeHnss aHOHUMHOCTHY
NPeCcTYMNHMKOB. HeCMOTps Ha NpMHMMaeMble OpraHaMmn rocyapCTBEHHOW BNIAaCTW Mepbl, HanpaBJIeHHbIe Ha
60opbby C MPECTYMHLIMU N MHLIMU MPOTUBOMPABHLIMU NOCAraTeNbCTBAMMU, HEOOXOAMMEIN YPOBEHb
NHOopMaLNOHHON 6e30MacHOCTM HE OCTUIHYT.

CuTyaums, CKNaabiBalowWwascs nNpyu B3aMMoLenCcTBMM NPaBOOXPAHNTESIbHbIX OPraHOB C ONepaTopaMm CBA3M,
npoBangepaMn XOCTUHIa, OpraHM3aTopaMmn pacnpocTpaHeHns nHPoOpMaLUn N UHbIMK CybbekTamu
MH(OPMaLMOHHOro obMeHa, CBMAETENbCTBYET 0 HEO6X0AMMOCTM afanTauun busHec-moaenei
npenocTaBneHns ycnyr notpebuntensam B cet "MIHTEpHET" € Y4E€TOM PUCKOB KPMMUHALHOMO
1CMN0/b30BaHNSA MHHOPMALMOHHO-KOMMYHWUKALMOHHbBIX TEXHOJIOMMI, B TOM YC/Ie CBA3AHHbIX C
HernpaBOMEPHbLIM UK CAyYalHbIM LOCTYMNOM K NEPCOHANbHBIM AaHHbIM, UX YHUYTOXEHNEM, NU3MEHEHNEM,
610KMpOBaHMEM, KONMPOBAHWEM, MPeAOCTaBAEHNEM, PACAPOCTPAHEHNEM, @ TAaKXe UHbIMU
HernpaBOMEPHbLIMU AENCTBUAMW B OTHOLLEHWMW NEPCOHANbHbLIX AaHHbIX. CyLleCTBEHHbIM DaKTOPOM,
BAUSIOWMM Ha 3 (EKTUBHOCTb NPOTUBOLENCTBMA MPOTUBOMPABHLIM AeAHUAM, ABASETCA OTCYTCTBUE
MexaHu3Ma obMeHa B peXxnMe peasibHOro BpeMeHN NH(opMaLMen Mexay yKasaHHbIMU OpraHn3auusMmn un
NPaBOOXPaHNTENbHLIMW OpraHaMu, B TOM Yucie obecneymBatoLLero nepeadvy LJOKYyMeEHTOB
pacnopsanTensHoro (06sa3aTenbHOro K MCAOSHEHUIO) XapakTepa U KOH(MMAEHUNaNbLHOW NHopMaLmK.
MpepynpexneHne 1 npecevyeHne NpaBoHapyLLUEHNA 1 NPECTYMNNEHNA, COBEPLIAEMbIX C NCMOJIb30BAHNEM
NH(POPMALMOHHO-KOMMYHUKALMOHHBLIX TEXHONOMMIA, B TOM YWUCAE Nerann3auum npecTynHblX LOXOA0B,
DUHaAHCUPOBAHNSA TEPPOPU3MA, OPraHN3aLMM HE3aKOHHOMO PacNpPOCTPaHEHNS HAPKOTUYECKMX CPECTB U
NCUXOTPOMHBIX BELWECTB, @ TakXXe UCM0b30BaHMS B MPOTUBOMPABHLIX Lenax LMMPOBbIX BaJOT
onpegeneHsl CTpaTernen HaumoHansHon besonacHoCcTK Poccuinckon ®efepaunn, yTBepXXLeHHON YKa3oM
Mpe3ngeHTa Poccunckon ®egepauum ot 2 ntong 2021 r. Ne 400 "O CTpaTernn HaunMoHabHON
6e3onacHocTn Poccuinckon Genepauunn”, Kak 04HM N3 OCHOBHbIX 3a4a4 LOCTWXeHUs uenen obecnevyeHuns
rocygapCcTBEHHOW 1 obLiecTBeHHON Be3onacHOCTN.

ObecneyeHne 1 3aMTa KOHCTUTYLMOHHbBIX MpaB 1 CBOOOS YenoBeka U rpakAaHnHa B H4acTy, KacatoLlencs
NoyYEHUSI N UCMOJb30BaHUS MHOPMALLMKN N HENMPUKOCHOBEHHOCTU YaCTHOM »XXU3HW NPW UCMOJIb30BaHNN
NH(OPMALIMOHHbBIX TEXHOOTNIA, OTHECEHbI K HaLMOHaNbHbLIM MHTepecaM Poccuinckon depgepalmu B
MHOPMaLMOHHON cdhepe corflacHo [LoKTpuHe nHgopmaLmoHHon 6e3onacHocTu Poccuinckon ®egepaumm,
yTBEpXIeHHON YKka3om MNpe3unaeHTa Poccuinckon ®epepaumm ot 5 gekabps 2016 r. Ne 646 "06
yTBepXXAeHuun JoKTpuHbl MHopMaLMoHHon 6e3onacHocTu Poccuinckon ®epepaummn”.

s noBblLEHNS 3 (EKTUBHOCTM NPOTMBOAENCTBUS MPOTMBOMNPABHLIM AesHMAM TpebyloTcs
COrnacoBaHHbIe AencTBMA hefepasibHbIX FOCYLapCTBEHHbLIX OPraHOB 1 OPraHOB roCyAapCTBEHHOW BacTU
cybbekToB Poccuiickon depepaunn, a Takxxe Ux B3auMogenctene ¢ LieHTpanbHbIM BaHKoM Poccuinckonm
®epepaunm, GUHAHCOBLIMM U MHBIMW OPraHM3aUUAMK, MHCTUTYTaMMN rpakaaHCcKoro obecTsa.

. Uenb, 3aia4v 1 PyHKLNM rocy1apCTBEHHON CUCTEMBI

Llenbio rocylapCTBEHHON CUCTEMbI ABASAETCA 3alliMTa rocyaapcTsa, oblecTsa 1 rpaxiaH ot
MPOTWBOMPAaBHbIX AEAHWIA.

OCHOBHbIMY 3a4a4aMu FrOCy4apCTBEHHON CUCTEMbI SBAAIOTCS:

MPOrHO3UpPOBaHMe NPOTUBOMPABHbLIX AEAHUN;

BblABJIeHNE NPOTUBOMPaBHbIX )J,eﬂHI/II7I;

NoBbILLEHWE pe3yibTaTUBHOCTY pacc/ieoBaHUs NpecTyrnjaeHnin, CoBepLlaeMbIX C UCMOJIb30BaHNEM
NHMOPMALNOHHO-KOMMYHUKALUOHHBIX TEXHOIOTUA;

COBEpLUEHCTBOBAHME 3aKOHO4aTebCTBa B Chepe NPOTUBOAENCTBUSA NPOTUBONPABHbLIM AEAHNAM,;
pa3paboTka 1 peann3aLuns NPaBoBbIX, OPraHN3aLMOHHbIX, TEXHUYECKUX 1 UHBIX Mep NPOTUBOLENCTBNA
NPOTMBOMPABHLIM AEAHNAM;

cbop, obpaboTka, aHann3 n obMeH nHhopMauuein B chepe NPOTUBOAENCTBMA NPOTUBOMPABHLIM AEAHUAM;
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COBEpLUEHCTBOBaHME NHCTPYMEHTOB M MEXAHN3MOB MPOTMBOAENCTBUSA NPECTYMNIEHNAM U
npaBoHapyLleHWAM, COBepLUaeMbIM C UCMOJIb30BaHMEM UH(MOPMALMOHHO-KOMMYHUKALNOHHBIX TEXHONOMUI;
co3faHve nogpasfesieHnn, cneunann3npyroLmnxcs Ha NPOTUBOAENCTBIM MPOTUBOMNPABHLIM AEAHNAM;
obecneyeHne 3aLMULEHHOCTM POCCUNCKOro 06l ecTBa OT NPOTMBOMNPABHbLIX NOCAraTENLCTB B
MH(OPMaLIMOHHOM NPOCTPAHCTBE, BKOYas obecnevyeHne 6e30MacHOCTY NEPCOHANbHbIX AaHHbIX;
COAEeNCcTBME BOCCTAHOBEHMIO MMYLLLECTBEHHbIX U NUHbIX MPaB rpa)kaaH, HapyLweHHbIX B pe3ynbTaTe
COBEPLUEHHbIX B OTHOLLIEHUW UX MPOTUBOMNPABHbLIX AEAHWUIA, OKa3aHWe UM NPaBOBON U MCUXONOr M4ECKON
NMOMOLLN;

obecneyeHne Ha CMCTEMHOWN OCHOBE MAaKCUMasbHO LUMPOKOro MH(POPMUPOBAHNS HACENEHNS O HOBbIX
nprveMax CoBepLleHUs NPOTMBOMNPaBHbIX AeAHWUIA U crnocobax NPOTUBOAENCTBUS UM;

pa3BuTUE LNGPOBON rPaMOTHOCTU HaCeNeHNs, NPaBOCO3HAHNSA rpaXkaaH U UX OTBETCTBEHHOIO OTHOLLEHUS
K MCNOJ1b30BaHWI0 NHPOPMALIMOHHO-KOMMYHUMKALMOHHbIX TEXHOIO0MUA, B TOM YMcie NoTpebnTensCckom un
NoJib30BaTe/IbCKOWN KYbTYpPbl, KY/IbTYpPbl MOBEAEHNA B LM(MPOBOM NPOCTPAHCTBE, @ TakxXe CoaencTBme
AKTMBHOMY MPUMEHEHMIO NPOrPaMMHO-TEXHNYECKMX CPEACTB 3alUThbl OT MPOTUBOMPABHLIX AEAHUNR;
YKpenjeHne MexxayHapoaHoro CoOTpyaHnyecTBa B cpepe NpoTUBOAENCTBA NPOTUBOMPABHbLIM AESHUAM.
[na BbINONHEHNS OCHOBHbIX 33434 roCylapCTBEHHAsA CUCTEMA OCYLLEeCTBASET peasm3aumnio cielyowmx
DYHKUMIA:

co3daHue cneunann3npoBaHHOM LIMGPOBON NNaTghopMbl, obecneynBatoLLen onepaTUBHbI 0bMeH
NHGOpMaLMen Mexy NpaBoOXpPaHUTENbHbIMU OpraHamu, LleHTpanbHeiM 6aHKOM Poccuiickon ®epepaumm,
KpeanTHbIMW OpraHu3aumnaMy, a Takxe onepaTopamMmm CBS3N 0 CBeAeHNAX, He0bXo0ANMbIX Ais
yCTaHOBMEHNS 06CTOATENbCTB MPOTUBOMPABHLIX AEAHUIA U 1ML, NX COBEPLUMUBLLMX, C MCMONb30BaHNEM
CpeLCcTB MOOWIbHON CBA3M, CEPBMCOB CeTW "MHTepHEeT" U NHbIX MHPOPMALMOHHBIX TEXHONOMMI (3a
NCKJIIOYEHNEM KOMMbIOTEPHBIX aTaK N KOMMbIOTEPHbIX UHLUUAEHTOB);

(hopMuMpoBaHMe 1 NOALEPKAHMNE B aKTya/lbHOM COCTOSHUN UH(OPMALMOHHBIX PeCypcoB elepasbHbIX
rocyapCTBEHHbIX OPraHOB 1 OPraHOB rOCYAapCTBEHHOW BNacTu cybbekToB Poccuiickon ®epepaumm,
OCYLLECTBASALWMNX BbIPabOTKY 1 peann3auunio rocy1apCTBEHHON NOAUTUKM B cchepe NPOTUBOLENCTBUS
NPOTMBOMPABHbLIM AEAHNAM, OPraHM3aLUnin, esTeNbHOCTb KOTOPLIX CBA3aHa co cbopom, xpaHeHneM
NepcoHabHbIX AaHHbIX, CO34AaHNEM U (PYHKLNOHUPOBAHNEM NHGPOPMALMOHHON MHDPACTPYKTYPSI,
060p0oTOM LIMPOBON BaOThI, KpeAUTHO-PUHAHCOBLIX OPraHM3aLnii, OpraHn3aLnii, NpefoCcTaBAAIOLMNX
yCayru CBA3mM 1 goctyna K cetn "NHTepHeT";

npoBefieHne MOHUTOPUHIa 1 OrpaHMyeHne AoCTyna K NpoTMBOMPaBHbIM pecypcam B UHDOPMaLMOHHO-
TeNeKOMMYHUKALMOHHbIX CeTAX, BKoYas ceTb "UHTepHeT";

obecneyeHne 3ppeKTNBHOIO NPUMEHEHUS HOPM 3aKoHOA4ATeNbCTBa Poccuinckon ®enepauun B chepe
NPOTMBOAENCTBUS NPOTMBOMNPABHLIM AESHUSAM, B TOM YUCSie NPOBeLEeHNEe CMCTEMATNYECKOro MOHUTOPUHIa
NPaBONPUMEHNTENIbHON NPaKTUKN B aHHOM Cdepe;

ajanTauus 3akoHoAaTenbCTBa Poccuinckon ®epepauyv Nof HOBbIE peannm B LLeNax perympoBaHus
nopsiika oKasaHus ycayr, npyu KOTOPOM PUCKK UX MPefoCTaBAEHNS B YCI0BUAX aHOHUMM3aUum byayT
MOJIHOCTbIO UCKJIOYEHbI, 38 HapyLUeHWe NopsaKa OKa3aHWA rocy4apCTBeHHbIX YCyr BBeleHa
COOTBETCTBYIOLLLAA OTBETCTBEHHOCTb, @ TaKXXe COBEPLUEHCTBOBAHMNE 3aKOHOAATeNbCTBa POCCUICKOW
depepaunm B 4YaCTW OpraHM3aLm 31eKTPOHHOro obMeHa AaHHbIMU KPeANTHO-(hMHAHCOBBIX YYPEXAEHUN C
opraHamu rocyaapCTBeHHOW BlacTu;

NPUHATNE Ha PErMOHANBHOM 1 MyHULMMNAbHOM YPOBHSAX COOTBETCTBYIOWMX LieIeBbIX NPOrpamMM,
npeaycMaTpmBatoLLMX POPMUPOBAHNE CUCTEMbI MPOPUNAKTUKIN NPABOHAPYLLUEHUA N NPECTYMNIEHN,
COBEpLUAEMbIX C UCMOJIb30BaHMEM NH(HOPMALNOHHO-KOMMYHUKALMOHHbLIX TEXHOJIOMUIA;
COBEpPLUEHCTBOBAHME BOMPOCOB, CBA3aHHLIX C MOPSALKOM BbiMyCKa, 0bpalleHns n peannsauum
OrpaHNYUTeNbHbIX MPOLeyp B OTHOLWEHMN LUGPOBOM BaNOThI;

peannsauna MexaHu3Ma onepaTUBHOIO NPUOCTAHOBIEHNA OnepaLnii C AeHeXHbIMU CpeacTBaMu,
3NEKTPOHHLIMU AEHEXHbIMW CpeACTBaMU, aBaHCOBLIMU MIaTeXaMu 3a YCAyru CBA3M, NCMOJb30BaBLUMMUCS
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B MPECTYMNHOW LeSTeNbHOCTH;

topmupoBaHme y brusHec-coobLiecTBa NnpuopmuTeTa NPy NPefoCcTaBAeHNN yCyr Ha cobnoneHne npas
notpebutens n obecneyveHne ero 6e30nacHoOCTYH;

OKa3aHue CoOencTBMA CPeacTBaM MacCOBON UHGOPMaLUN B LUIMPOKOM 1 06 bEKTUBHOM OCBELLEHNN
LeATeNbHOCTU roCyapCTBEHHOW CUCTEMBI;

MOBbILLIEHWNE YPOBHA MEXAYHAapPOLHOro COTPYAHMYECTBA U NCMNOJIb30BaHNE HaKOMIEHHOro
MeXIYHapoLHOro onbiTa B LesX NPOTUBOLENCTBMA MPOTUBOMPABHLIM AeAHUAM;

opraHu3auns 1 NpoBeLeHne Hay4yHo-NCCIe[0BaTebCKMNX 1 OMbITHO-KOHCTPYKTOPCKMX paboT no
pa3pa60TKe N NPpUMEeHEHN0 KPUMNHaNNCTN4eCKNX CpencTB N MeToA40B BbiABJIEHUA, PACKPbLITUA U
pacciefoBaHWUA NPecTynieHnin, COBepLUaeMbIX C UCNOb30BaHMEM MHDOPMALMOHHO-KOMMYHUKALMOHHbIX
TEeXHONoruni, a Takxe cbopa AoKa3aTeNbCTB;

paclimMpeHmne NPakTUKK NPUBAEYEHUS IKCMEPTHOr0 U Hay4HOro CoobLLEeCTB Npu NOATOTOBKE NPOEKTOB
HOPMaTWBHbIX JOKYMEHTOB B Chepe MPOTUBOAENCTBMSA NMPOTUBONPABHLIM AEAHUAM;

MOBbILLEHME YPOBHA MaTEPMaNbHOr0 N TEXHUYECKOr0 OCHALLEHNA efepabHbIX FOCY AapCTBEHHbLIX
OpraHoOB W OpraHoB rocyAapCTBEHHON BNacTu cybbekToB Poccuinckon ®enepauunn, oCyLLECTBASIOLWNX
(hyHKLMM NO BbIpaboTKe U peanm3aumm rocyLapCTBEHHON NOAUTUKIN B Ccpepe NPOTUBOLENCTBUSA
NPOTMBOMPABHbIM AEAHUSAM, @ TaKXXe YPOBHSA MPaBOBON U COLMANbHON 3aLUULLEHHOCTU X COTPYLHUKOB,
BKJl0Yas obecneyeHne NpaBoBOW 3aLLNThl COTPYAHMKOB NPABOOXPaHUTENbHbIX N CIEACTBEHHbIX OPraHoB,
CNeunanncToB, 3KCNEPTOB, NCMOMb3YIOLNX B CBOEN AEATENLHOCT METObI, CONMPSXXEHHbIE C HAPYLLUEHNEM
JIN4HON, GaHKOBCKOWM 1 MHOWM OXpaHaeMon henepasibHbIMU 3aKOHAMU TalHblI;

OpraHm3aumns MeponpusTUA MO NOBLILLEHNIO KBaNNGMKaLMM COTPYAHNKOB 1 paboTHNKOB (heaepabHbIX
rocylapCTBEHHbIX OpraHoB, OPraHOB rOCYapCTBEHHOW BnacTu cybbekToB Poccuinckon ®enepavimm,
(OMHAHCOBBIX W UHbIX OPraHM3aLmWi, y4acTBYIOLWMX B MPOTUBOLENCTBNM NPOTUBONPABHLIM AeAHUAM;
COBEpLUEHCTBOBAHME YrONOBHOIr0 3aKOHOA4ATENbCTBA B YaCTW onpeAenieHns BUAO0B NPecTynaeHunn,
COBEpLUEHHbIX C MCMO0JIb30BaHMEM NH(OPMALNMOHHO-KOMMYHUKALIMOHHBIX TEXHOIOT NI, @ TakxXe
roCyZLapCTBEHHON CTAaTUCTUYECKON OTHETHOCTY O TaKUX NPECTYyNNeHnsaXx;

COBEpLUEHCTBOBaHMNE NPOPUAAKTUHECKNX MEP MO CHKEHWIO O HECOBEPLUEHHONETHUX, BOBJIEYEHHbIX B
NPOTMBOMPAaBHYIO OEATENbHOCTb B UHDOPMALMOHHO-KOMMYHUKALMOHHOW Chepe;

MOBbILLEHME YPOBHA 0CBEAOMNEHHOCTU FPaXkaaH, B NepPBYI0 o4epeb MNOXUIbIX, 0 METOAAX COBEpPLUEHNS
MPOTWMBOMPAaBHbIX AeAHWIA 1 cnocobax 3aLlnTbl OT HMUX, MOArOTOBKA M pa3MeLLeHne COLMaibHOW pekiaMbl,
HanpaBfeHHON Ha BOCMUTaHMeE y rpa)kaaH LMMPOBOA FPaMOTHOCTH, C NPUBIEYEHNEM K 3TON AeATeNbHOCTU
npefcTaBuTeNen KyabTypbl, HAYKW, 06LLECTBEHHOCTN 1 MH(OPMALMOHHOIO CO0BLLEeCTBa;

BbiCTpanBaHue 3h(eKTUBHOMr0 MeXAYHAPOLHOro COTPYAHNYECTBA C MPaBOOXPaHUTEIbHLIMU OpraHamu,
(OUHAHCOBLIMU N UHBIMU OPraHU3aLUAMN MHOCTPAaHHbLIX FOCYAApCTB MO NPOTUBOLENCTBUIO
NPOTWBOMPAaBHbLIM AEAHNAM C y4eTOM HeobX0ANMOCTM NPEOA0SIeHNS ABOVHbIX CTAaHAAPTOB B MOAX0AAX
3apy6exxHbIX MapTHEPOB K YroJI0BHOMY MpecnefoBaHMIO WL, COBEPLUMBLUMX NPECTYNNEHNs, a Takxe
a[leKBaTHOr0 UCMO0JIb30BaHUS UMEIOLLNXCA MEXAYHAPOAHbIX MPAaBOBbIX MHCTPYMEHTOB.

IV. HopMaTMBHO-NPaBOBOE, HAy4YHO-TEXHNYECKOe, MH(POPMaLIMOHHO-aHAIMTUYECKOE, KafpoBoe,
OpraHn3auUMoHHO-LWITaTHOE N PUHaHCOBOEe obecneyeHne co3aaHna U QYHKLNOHWPOBAHNS roCy LapCTBEHHON
cucTeMmsl

HopmaTuBHO-NpaBoBoe obecneyeHme co3naHmnsa 1 GYHKLUNOHMPOBAHNS rOCyapCTBEHHOW CUCTEMBI
BKJItOYaET B cebs:

NOLArOTOBKY W NMPUHATUE COOTBETCTBYIOLLMX MPaBOBbLIX aKTOB, HanpaBJ/IeHHbIX Ha MOBLILLEHNE
3(pHEKTMBHOCTN AEATENLHOCTY rOCYyAapCTBEHHON CUCTEMbI, B TOM YMC/1e B YaCTU nKcaumm n obmeHa
COOTBETCTBYOLLEN MHOPMaLMeNn;

NOKYMEHTbI CTPAaTErM4eCcKoro niaHMpoBaHus, pa3paboTaHHble Ha defepasbHOM U PErMOHaNIbHOM YPOBHSX;
NopsiIoK OCYLLLECTBNEHNS AeSTENbHOCTN YH4aCTHUKOB roCyAapCTBEHHOW CUCTEMBI;
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NOpSOK N MEPUOANYHOCTb NPOBEAEHNS MEPOMNPUATUN MO OLIEHKE CTEMNEHN 3alMLEHHOCTN POCCUINCKOrO
obwecTBa OT NPOTUBOMPABHLIX AEAHNNA.

HopmaTuBHO-npaBoBas 6a3a NPOTUBOAENCTBMA NPOTUBOMNPABHbLIM AESHNAM L0OJI)KHa COOTBETCTBOBATb
cnegywowmnm TpeboBaHNaM:

COBEPLUEHCTBOBAHME C y4ETOM MOSBIEHNS HOBbIX CNOCOB60B U hOpPM COBEPLUEHNS NPECTYMIEHUA ©
npaBOHaPYyLUEHUN;

onpeneneHne KOMMNeTEHLMN YH4aCTHUKOB roCcyJapCTBEHHON CUCTEMBI;

yYeT MeXyHapoaHOro onbiTa, PeasbHbIX CUCTEMOODPA3YIOLLINX, COLMANbHBIX, SKOHOMUYECKUX U APYrUX
MOLEPHU3NPYIOLLMX (PAKTOPOB;

YyCTaHOBJ/IEHWE OTBETCTBEHHOCTY (M3MYECKUX W IOPUANYECKNX L, 3a HecobtogeHne TpeboBaHmiA
3aKoHomaTesbCcTBa Poccuinckon ®epepaunn B 061acTu NpOTUBOAENCTBMSA NPOTUBOMNPABHLIM AEAHUSAM;
obecneyeHne 3pPpeKTNBHOCTN aAMUHNCTPATUBHOIO M YFONOBHOMO NPec/ief0BaHUSA 3a NPeCcTynaeHns n
npaBOHapYyLUEHNSs, COBEPLUAEMbIE C UCMOJIb30BaHNEM NHDOPMALIMOHHO-KOMMYHMKALMOHHBIX TEXHOJIOM M.
Hay4Ho-TexHn4Yeckoe obecrneyeHme co3gaHmsa 1 GyHKLMOHNPOBAHNA rOCYAapCTBEHHOW CUCTEMbI BKIOYAET
B cebs:

pa3paboTKy TEOPETNYECKMX 1 METOA00rMYECKUX OCHOB NPOTUBOLENCTBMSA NPECTYMNIAEHUAM U
npaBoHapyLUEeHWAM, COBEPLUAEMBIM C UCMOJIb30BaHNEM NH(HOPMALIMOHHO-KOMMYHUKALNOHHBLIX TEXHOIO0M A,
pPeKOMEHAALUNA 018 PELlEHNS NPAaKTUYECKUX 3aay N0 KOHKPETHbIM HanpaBieHNsIM OeATeNbHOCTH,
BKJIt04Yas obecneyeHne onepaTMBHO-Pa3bICKHbLIX U MHbIX MEPONPUATUIA (KOHTPOJIb 3@ YCJI0BHO
OCYXXAEHHbIMU, NMNLAMN HAXOOAWMMNCSA N0 aAMUHNCTPATUBHBIM Ha30pOM, MUrpaHTaMm 1 p.), a Takxe
cneumnanbHble N 3KCNepTHbIE UCCNenoBaHNa B 061acT NPpOTUBOAENCTBNS NPOTUBOMPABHLIM AESHUAM;
npoBefeHne NpUKIagHbIX HayYHbIX NCCAeL0BaHMIN 419 NPUHATWSA NPaBOBbLIX, OPraHN3aLMOHHbIX U
ynpaBfieHYeCKNX peLleHnin B 061acT NpoTUBOAENCTBUA NPECTYNIEHNSM, COBEPLUAEMbBIM C
NCMNOJIb30BaHNEM NHGHOPMALMOHHO-KOMMYHUKALNOHHBLIX TEXHOMOMMIA, Ha Pa3HbIX YPOBHSX;

N3y4YeHne 1 aHasIn3 MeXXAYHapOAHOr0 OMnbiTa NMPOTUBOAENCTBUSA NPOTUBOMNPABHBLIM AEAHUAM, BHECEHME
3aMHTEPECOBaHHbLIMU rOCYAapPCTBEHHbLIMW OpraHaMu NpeasoXXeHni No COBEPLUEHCTBOBaHMIO Mep 60opbbbl C
NPOTMBOMPABHLIMU AEAHUAMMY,;

nccnenoBaHNE OCHOBHLIX (haKTOPOB, ONPeAensoLNX CYLWHOCTb U aKTyaslbHOe COCTOsHNE
NPOTMBOLENCTBMA NPECTYNAEHNAM U NPaBOHAPYLLUEHNAM, COBEPLUAEMBIM C NCMOJIb30BaHNEM
NHMOPMaLIMOHHO-KOMMYHUKALMOHHbIX TEXHOJIOMNIA;

aHasiM3 MHAOPMaLMK O MONTUYECKNX, COLNASTbHO-9KOHOMMYECKUX M NHbIX 0BLLECTBEHHbIX MpoLueccax B
Poccuinckon ®degepaunm n MUpe, OKa3blBaOLWMNX HEFATUBHOE BINSIHME HA KPUMUHOTEHHYIO CMTyauUuio B
NHHOPMaLMOHHO-KOMMYHUKALMOHHOW Cepe;

COBEpPLUEHCTBOBAHME CWJ1 FOCYAAPCTBEHHON CMCTEMbI, B TOM YUC/Ie Ha OCHOBE BHELPEHUS COBPEMEHHbIX
NHHOPMaLMOHHO-KOMMYHUKALMOHHBIX TEXHOJIOMMA, MHPOPMALIMOHHO-aHaNMTYeCcKoro obecneyeHuns
AeATeNbHOCTU MO MPOTMBOAENCTBUIO MPOTMBOMNPABHLIM AEAHNSAM;

pa3paboTKy 1 BHEAPEHME B AEATENbHOCTb FOCYAapCTBEHHbIX OPraHOB, OPraHOB roCcy4apCTBEHHOW BAacCTh
cybbekToB Poccuiickon denepaunn 1 opraHmM3aumnin, y4aCcTBYOLWMUX B NPOTUBOAENCTBMMN NPOTUBOMNPABHLIM
AeAHNAM, UHGOPMALNOHHBLIX 6aHKOB (6a3) faHHbIX, MHHOPMALMOHHO-TENEKOMMYHMKALIMOHHbIX CeTel,
aBTOMaTU3UPOBAHHbLIX CUCTEM W anmnapaTHO-NPOrpPaMMHbIX KOMMIEKCOB C NPUMEHEHNEM MEPENOBbIX
NHHOPMALMOHHBIX TEXHONOM NI,

CBOEBPEMEHHYIO MOArOTOBKY NPeaJsoXKeHN N0 CO34aHNI0 1 COBEPLLUEHCTBOBAHMIO HOPMATMBHO-MPaBOBOW
6a3bl NHPOPMALMOHHO-aHaNMTNYeCKOro obecneyeHns NPOTUBOAENCTBNS NPOTUBOMNPABHLIM AESHUAM;
CMcTemMaTUYyeCcKoe NoBbIEHNE NPO¢heCcCnoHaIbHOM NOArOTOBKM CNeLnanncToB B obnactu
NPOTMBOLENCTBMSA NPOTUBOMNPABHbLIM AEAHUSM.

MpMoOpUTETHLIMM HanNpPaBAEHNAMN Hay4YHO-TEXHUYECKUX pa3paboTok B 061acTy NpoTUBOAENCTBUS
NPOTMBOMPABHLIM AESHUAM AOJKHbI CTaTb CO34aHNE N BHEAPEHME HOBbIX MPOrpaMMHbIX MPOAYKTOB O
COBEPLUEHCTBOBAHMNSA OEATENbHOCTW CWU FOCYAaPCTBEHHOWN CUCTEMBI, CMOCOOHbLIX CYLLECTBEHHO MOBLICUTH
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3hheKTUBHOCTb 60pPbLOLI C NPECTYMIEHNAMI U NPaBOHAPYLLEHUSIMU, COBEPLUAEMBIMU C UCMOJIb30BaHNEM
NH(OPMALIMOHHO-KOMMYHUKALIMOHHBIX TEXHONOMMIA, 1 COKPATUThL BPEMS Ha NPOBEAEHNE ONePaTUBHbIX
MepOonpuUSATUN.

VHdopMaLMOHHO-aHanMTnYyeckoe obecnedyeHune co3aaHus n yHKLMOHUPOBAHMWS FroCy4apCTBEHHOM
CUCTEeMbI BKtOYaeT B cebst cbop, XxpaHeHne, cucTeMaTu3aumnio, aHaans, oLeHKy UHhopMaLum o
NPaBOHaPYLUEHNAX N NPECTYMJIEHNAX, COBEPLLAEMbIX C MCMOJIb30BaHWEM MHDOPMALMOHHO-
KOMMYHUKALIMOHHbLIX TEXHOJIOMMIA, @ TakXKe 0OMeH Takol MHopMaLMel C 3aMHTEePEeCOBaHHbLIMU OpraHaMm U
opraHm3aunsaMu.

VHdopMaLMOHHO-aHanMTYeckoe obecneyeHmne MoXXeT BKOYaTb co3aaHne 1 pa3paboTky eanHoro
MEeTOAMYECKOro noaxoaa (KpUMMUHANNCTUYECKOM METONKN) paccneioBaHUs NPEeCTYNIeHNIA, CBA3AHHbIX C
MCMNOo/b30BaHNEM UHGHOPMALMOHHO-KOMMYHUKALIMOHHBLIX TEXHOJIOMMIA, KOTOPbLIA MO3BONT aKKyMYJIMPOBaTb
OTEYECTBEHHbIA Y MHOCTPAHHBIA NONOXKNTENbHbIA OMbIT B YKa3aHHOM HanpaBiieHUN B LIeNsIX MOBbILIEHUS
3W(hEeKTUBHOCTM pacCneloBaHNS YroJIOBHLIX AeN OaHHOW KaTeropuu nNpecTyrniaeHui.

K nestensHoCTH No MHGOopMaLUMOHHO-aHaIMTMYeCKOMY obecrneyeHnto co3ganns 1 PyHKLUOHNMPOBAHNS
rocyapCTBEHHON CUCTEMbI NMPUBJIEKAIOTCS HAYYHO-NCCIeA0BaTENbCKME OPraHn3aLMm, a TakxXe
obLecTBEHHbIE 06BbEANHEHNSA N APYTrUe NHCTUTYThbI FrpaXkaaHckoro obuecTsa.

MpoayMaHHas KaapoBas NOANTUKA ABASETCS OAHUM U3 OCHOBHbIX HaMpPaBAeHW yCNEeLWHOro Co3gaHuns u
DYHKLIMOHNPOBAHNSA FOCYLapCTBEHHON CUCTEMBI. oapa3aeneHuns, y4acTByowmMe B MPOTUBOAENCTBUN
NPOTMBOMPABHLIM AESAHUSAM, 0OJXKHbI OblTh YKOMMIEKTOBaHbI BbICOKOKBAMNMULIMPOBAHHbBIMU
cneumanncTamu, obnagaomMm HeobxoAMMbIMU Ka4eCTBaMM U HaBblKaMu. MPUOPUTETHLIM HanpaBieHNEM
KaApOBON MOMUTUKMN SBISIETCSA MOBbILUEHNE MPECTUKA CyXObl B yKa3aHHbIX NOAPa3ae/eHUsIX.

KapapoBoe obecneyeHune co3faHns n yHKLMOHNPOBaHWSA rOCy4apCTBEHHOW CUCTEMbI OCYLLECTBASETCS NO
CnefyLWwmnM 0CHOBHbLIM HanpaBieHUsM:

CUCTEMATMYECKOe NOBbILLEHNE KBaaUMKaL MK, NOAroTOBKA M NepenoaroToBka COTPYAHNKOB,
YYaCTBYIOLLMX B MPOTUBOAENCTBMM NPECTYMNIEHNAM, COBEPLUAEMbIM C UCMOb30BaHNEM MHDOPMALMOHHO-
KOMMYHUKALIMOHHbLIX TEXHOJIOMNIA;

cneunann3auuns COTPYAHUKOB noapa3aeneHnin 6e30nacHOCTM HEroCyA4apCTBEHHbIX OpraHn3aLnii C y4eTom
CneunduKkn pelaembix UMK 3aay;

CO3[laHMNe 3KCMePTHO-KOHCYIbTaTUBHBIX FPYMM M3 YUCa COTPYOHUKOB, obnagatolmx cneumnaibHbiMu
3HaHMSAMMN N HaBbIKaMU,

OpraHu3aLMoHHO-LLITaTHOe obecnevyeHne co3faHns U YHKLMOHUPOBAHUS rOCYAapPCTBEHHOW CUCTEMBI
OCYLLECTBJIAETCA 3@ CHET MMEIOLLENCA WTATHON YNCJIEHHOCTM 3aMHTEPECOBAHHbIX FOCY4apPCTBEHHbIX
OpraHoB 1 COOTBETCTBYIOLUUX UHCTUTYTOB MPaXJaHCKOro obuiecTsa.

®uHaHcoBoe obecneyeHme co3gaHnsa N PYHKLMOHUPOBAHNSA FOCYAapPCTBEHHON CUCTEMbI OCYLLLECTBASETCS
3a CYeT cpencTB heaepasibHoro broaxxeTta, bogxeToB cybbekToB Poccuiickon degepaunin, MECTHbIX
6104KeTOB U CPeACTB XO3ANCTBYOLWMX CYyOBEKTOB.

V. OCHOBHbl€ HanpaB/ieHNS COBEPLUEHCTBOBAHMNA AEATENLHOCTYW MO BbIABJIEHWNIO, PACKPbLITUIO, MpeceyeHnto
N NpegynpexaeHnto NpaBoHapyLWEeHW 1 NPeCcTynJeHn, COBEPLLAEMbIX C UCMONb30BaHNEM
NHHOPMALMOHHO-KOMMYHUKALMOHHbLIX TEXHOJIOTUIA 1 0XKWAAeMble pe3ysibTaTbl peasim3aunm HacTosLLEeN
KoHuenuum

MpvHUMas BO BHUMaHMWe creundrKy paccMaTpUBaeMbIX MPOTUBOMNPABHLIX AesHWIA, Hanbonee
3(hHeKTUBHBLIM CNOCOHOM X NpeceyeHmns 1 BbIBIEHUS MOXKHO CHUTaTb BbIpaboTKy Moaen
B3aVMOJENCTBUA MPaBOOXPAHUTENbHbIX, (DUHAHCOBbIX M MHbIX FOCYAapCTBEHHbLIX OPraHoB, a Takxe
npuBNeYeHne K COTPYAHNYECTBY OpraHn3aLuii U MHCTUTYTOB rpaXkAaHCKoro obLecTsa.

OCHOBHbIMY HamnpaBNEHNAMMN COBEPLUEHCTBOBAHNA LEeATENbHOCTH MO BbIIBNIEHMWIO, PACKPLITUIO, MPEeCeYeHnto
1 NpefynpeXxAeHnto NpaBoHapyLLEHWUIA U NPeCTYNNEHNIA, COBEPLUAEMbIX C UCMOJIb30BaHNEM
MHOPMALMOHHO-KOMMYHUKALMOHHbBIX TEXHOOM M)A, ABNSIOTCSA:
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opraHu3auns 1 NnpoBefeHne MeponpuUSTUNA, HanpaBeHHbIX Ha NPOMUIAKTKY MPOTUBOMPABHbIX LESHUN;
COBEpLUEHCTBOBaHME 3aKOHO4aTeNbCTBA B Chepe NPOTMBOAENCTBUSA NPOTUBONPABHbLIM AEAHNAM;
BblpaboTKa LOMONHWUTENbHOIMO MHCTPYMEHTApUS, HanpaBAeHHO0 Ha BO3MeELLeHMe NpuiYnHeHHoro ywepba.
O)KI/I,EI,aeMbIMI/I pe3ynbTaTaMn peannsaynn HaCTOFILLI,eI7I KOHLI,eI'ILI,VII/I ABJNIAKOTCA:

CHUXXEeHWe TEMMNOB NPMPOCTa NPeCTYNAeHNA U NpaBOHaPYLUEHWIA, COBEPLUAEMbIX C UCNOJIb30BaHNEM
MH(OPMALNOHHO-KOMMYHUKALMOHHBIX TEXHOMOTUA, 1 YBEANYEHUE [0 BO3MELLEHHOR0 MaTeprnabHOro
ywep6ba, NPUYNHEHHOr0 NOTEPNEBLLNM;

COBEpLUEHCTBOBaHNE B3aUMOLENCTBMA rOCY4aPCTBEHHbIX OPraHOB, peanm3ylowwnx HacTosALylo KoHuenuumio;
MOBbILLIEHNE YPOBHSA PAaCcKPbIBAEMOCTUN NPECTYNIEHNA, COBEPLUEHHbIX C UCM0JIb30BaHMEM NH(OPMaLIMOHHO-
KOMMYHVKaLMOHHbLIX TEXHOOMMIA;

aKTUBHOE y4YacTue UHCTUTYTOB rpakAaHCKoro obLiecTsa B NponaakTuKe n npefynpexxaeHnm
NpecTynaeHnin 1 NpaBoHapPYyLLUEHWI, COBEPLLAEMbIX C MCMOJIb30BaHNEM NH(OPMALIMOHHO-
KOMMYHWKALMOHHbBIX TEXHOIOMI;

MOBbILLEHWE YPOBHSA MPaBOBON, (hMHAHCOBOW 1 LIMDPOBOMA FPAMOTHOCTY rpaXkiaH B UHGOPMaLMOHHO-
KOMMYHMWKaLMOHHON cepe;

pa3suTue 3PPEKTUBHONO MEXAYHAPOLHOIO COTPYAHNYECTBa B Chepe NPOTMBOLENCTBUSA MPOTUBONPABHbLIM
LEeSHUAM.

VI. MexaHu3Mbl KOOPAUHALMKN 1 OPraHU3aLUN MeXBeA0MCTBEHHOIO B3aMMOAENCTBUSA FOCYJapCTBEHHbIX
OpraHoB, OpraHn3aLnii U MHCTUTYTOB rPaXKAaHCKOro obLLecTBa No BONPoOcaM NpoTUBOAEACTBIS
MpPaBOHapPYLLUEHNSM U MPECTYNIEHUSM, COBEPLUAEMbIM C UCMONb30BaAHNEM UH(MOPMALMOHHO-
KOMMYHUKALIMOHHbIX TEXHOJI0r Ui

Peanusaumio HacToswen KoHLenLmm ocyLwecTBAfIOT efepanbHble OpraHbl UCAOAHUTENLHOW BAcTHK,
NHble FOCYAapCTBEHHbIE OpraHbl, OpraHbl FOCyAapCTBEHHOM BNacTu cybbekToB Poccunckon ®epepaumm un
OpraHbl MECTHOr0 CaMOyrnpaB/ieHNs B COOTBETCTBUN C X KOMMETEHLMEN.

ObecneyeHune COriacoBaHHbIX LENCTBMI hefepanbHbiX FOCYAapCTBEHHbIX OPraHOB, OpPraHoB
rocygapCTBEHHOW BnacTu cybbekToB Poccuinckon ®epepaumm, LeHTpanbHoro 6aHka Poccuiickoi
depepaunm, GUHAHCOBBIX Y MHbIX OPraHM3auunin Npu peanmsaunm mep B 061acCT NpOTUBOLENCTBUS
NPOTMBOMPABHLIM AEAHUSM OCYLLECTBASETCS Ha Nowanke chopMMPOBaHHbBIX MEXXBELOMCTBEHHbIX
KOMUCCUI, peannsyoLmx B TOM Yncae GyHKLUN, HanpaeneHHble Ha obecneyeHne obLecTBEHHON
6e3onacHocTK 1 6opbby C NpecTynHOCTbIO, NpefynpexaeHne NPecTynieHnin 1 NpaBoHapyLLIEHN,
pa3BMTME NHDOPMALIMOHHBLIX TEXHOJIOMMIA U PaCLUMPEHNE NX NCMOJIb30BAHNA.

Peanusauma HacToawen KoHLeNun ocyLLecTBASETCS B COOTBETCTBUM C NAAHOM MepOonpuaTuin,
yTBepXdaeMbiM MpaBuTenLcTBOM Poccuiickon ®eaepaumn.
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