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POCCUICKAS ®ELEPALINSA
®ENEPANbHbIV 3AKOH
O 6e30MacHOCTUN KPUTUYECKOW MHOPMaLIMOHHOW MHGPACTPYKTYpbl Poccuinckon ®epepaumm

MpuHAT FocyaapcTeeHHon ymown 12 nons 2017 roga
OpobpeH Cosetom Penepaumn 19 niona 2017 ropa
CtaTbs 1. Chepa pencteus HacTosawero defepasibHOMO 3akKoHa

HacToawwmin deagepasibHbIl 3aKOH peryanpyeT oTHoweHns B obnactn obecnevyeHuns 6esonacHoCTU
KPUTUYECKON NHOPMaLMOHHON MHPaCTPYKTYpbl Poccninckon Pegepaunmn (oanee Takxe - Kputnyeckas
NHOPMaLMOHHAsA MHPPACTPYKTYpa) B LENSX ee YCTONYNBOro YHKLMOHNPOBAHUSA MpW NpoBEAEHNN B
OTHOLLUEHUN €€ KOMMbIOTEPHbIX aTak.

CtaTbs 2. OCHOBHble NOHATUSA, UCNOJIb3YeMble B HacTosAweM PenepasibHOM 3aKOHE

Ond uenen HacToswero defepasbHOro 3aKOHa UCMONL3YIOTCSA CNeayioLme OCHOBHbIE MOHATUS:

1) aBTOMaTU3MpPOBaHHaA CUCTEMA YNPaBAEHUS - KOMMAEKC NPOrpaMMHbIX 1 MPorpaMMHO-annapaTHbIX
CPeAacTB, NpefHa3Ha4YeHHbIX A5 KOHTPOS 3@ TEXHOOMMYECKUM 1 (MaK) MPOM3BOACTBEHHbIM
obopynoBaHueM (MCMONHUTENbHBIMU YCTPONCTBAMM) U MPOU3BOAMMbBIMU UMM NPOLLecCaMu, a Takxe Ans
yrnpaBfieHns Takumm o60pyfoBaHNEM 1 npoLeccamuy;

2) 6e30MacHOCTb KPUTUYECKON MHOPMALMOHHOW MHPPACTPYKTYPbl - COCTOAHME 3aLUNLLEHHOCTHY
KPUTNYECKON NH(OPMALIMOHHON NHGPACTPYKTYpbI, obecneynsaioLLee ee ycTonynaoe PyHKLMOHNPOBaHME
npv NPOBEAEHNM B OTHOLLEHUUN €€ KOMMbIOTEPHbIX aTak;

3) 3Ha4YMMbIN 06 BEKT KPUTUHECKON MHOPMALIMOHHOW MHPPACTPYKTYPb! - 06BEKT KPUTUHECKON
MHMOPMALMOHHON NHPACTPYKTYPbI, KOTOPOMY NMPUCBOEHA OfHA U3 KaTeropmi 3Ha4NMOCTU U KOTOPbIN
BKJIIOYEH B PEECTpP 3HAYNMbIX 06 bEKTOB KPUTUYECKOWN MHPOPMALIMOHHON NHGPACTPYKTYPbI;

4) KOMMbIOTEPHAs aTaka - LieJIeHanpaBJIeHHOE BO3AeNCTBNE NPOrpaMMHbIX U (MaK) NporpaMMHoO-
annapaTHbIX CPEACTB Ha 0B6bEKTbI KPUTMYECKON MH(OPMALIMOHHON UHGPACTPYKTYPbI, CETU 31EKTPOCBA3MN,
ncnosb3yemble AN OpraHn3aLny B3auMoaencTBMSA Taknx 06 beKTOB, B LeNaxX HapyLleHns u (1)
npekpaLLeHns nx MyHKLMOHNPOBaHNA 1 (1aun) co3paHuns yrpo3ssl 6esonacHocTn obpabaTbiBaeMon TakMMu
obbekTaMu nHgopMaLuu;

5) KOMNbIOTEPHBIA NHUUAEHT - hakT HapyLeHns 1 (MaK) NpekpaLleHns MyHKLUOHNPOBaHUS 0b6bekTa
KPUTUYECKOW MHDOPMALMOHHON NHPPACTPYKTYPbI, CETU 3NEKTPOCBA3N, NCMONb3YEMOW A8 OpraHu3aLmm
B3aMMOeNCTBUA Takux 06bekToB, 1 (nan) HapyweHmnsa 6esonacHocTu obpabaTbiBaeMoit TakMM 06BbEKTOM
MHGOPMaLUK, B TOM YMC/e NPOM30LIEeLNIA B pe3ybTaTe KOMMbIOTEPHON aTakuy;

6) KpuTMYeckas MHMOPMaLMOHHAA MHPPACTPYKTYPa - 06BEKTHI KPUTUYECKON MHEOPMALMOHHOW
NHMPACTPYKTYPLI, @ TaKXKe CEeTU 3IEKTPOCBA3M, NCNOAb3yeMble A OpraHn3aLnm B3auMOL4enCTBIA TaKnxX
06BEKTOB;

7) 06BEKTbI KPUTUYECKON NHPOPMALMOHHON NHPPACTPYKTYPbI - MHGOPMALMOHHbIE CUCTEMBbI,
NH(OPMALMOHHO-TENEKOMMYHUKALMOHHbIE CETW, aBTOMAaTWU3UPOBaHHbLIE CUCTEMbI YIpaBaeHns CybbeKToB
KPUTUYECKON MHOPMALIMOHHON MHGPACTPYKTYPbI;

CkavaHo Ha canTe «3akoHbl PO» — https://actrf.ru Ctp.1m312



8) cyb6bEeKTbl KpUTUYECKON MHGOPMALMOHHON MHPPACTPYKTYPbI - TOCYAAaPCTBEHHbIE OPraHbI,
roCyAapCTBEHHbIE YYPEXXOAEHNS, POCCUNCKUE OPUAMYECKUE Nula 1 (M) UHAMBUAOYabHbIE
npeanpuHUMaTeNn, KOTOPLIM Ha npase CO6CTBEHHOCTW, apeHabl UM Ha MHOM 3aKOHHOM OCHOBaHUU
npuHaanexaT MHPOPMaLMOHHbIE CUCTEMbI, NHHOPMALIMOHHO-TENIEKOMMYHMKALIMOHHbIE CETH,
aBTOMATU3NPOBaAHHbIE CUCTEMbI YIpaBAeHUs, PYHKLMOHUPYIOLKE B Chepe 34paBOOXPaHEHMNS, HAYKHX,
TpaHcnopTa, CBA3MW, SHEPreTUKKU, roCyAapCTBEHHOW perncTpauny npas Ha HeABMXKMMOE NMYLLLECTBO U
COEnoK ¢ HUM, BaHKOBCKOW cdhepe 1 NHbIX chepax PMHAHCOBOrO pbiHKa, TOMNJNBHO-IHEPIrETUYECKOr 0
KoMMeKkca, B 061acTu aTOMHOWN 3Heprum, 060poOHHON, PakeTHO-KOCMUYECKON, ropHoA00bIBatOLEN,
MeTayPrnyeckon n XMMMYeCKon npoMbILLAEHHOCTW, POCCMICKME Iopuanydeckmne nuua un (nnn)
WUHAMBUAYaNbHbIE NPeanpuHUMaTENN, KOTopble obecneynBatoT B3aMMOAENCTBIE YKa3aHHbIX CUCTEM UK
ceTen.

CtaTtba 3. MpaBoBoOe peryanpoBaHne oTHoweHW B obnacTu obecneyveHns 6e3o0nacHOCTU KPUTUYECKON
NHMOPMaLIMOHHON UHDPACTPYKTYPbI

1. OTHOWweHMA B 06nacTn obecneyveHns 6€30NacHOCTU KPUTUYECKON MHGOPMALMOHHON MHPPACTPYKTYpSI
pPerynupyTca B COOTBETCTBUM C KOHCTUTYyUmen Poccninckon depepauimm, obienpmsHaHHbIMU NpUHLMNAMU
1 HOpMaMW MeXAYyHapoaHOro npasa, HacToAWwmMM defepanbHbIM 3aKOHOM, ApYruMy efepasibHbIMu
3aKOHaMW 1 NPUHUMAEMbIMU B COOTBETCTBUU C HAMU UHBIMW HOPMATWBHbLIMY MPABOBLIMW aKTaMU.

2. OcobeHHOCTM NpuMeHeHUs HacTosawero ®efepasbHOMO 3aKOHa K CETAM CBSA3M 06LLEro nojb30BaHUS
onpegenstoTca ®enepanbHbiM 3aKoHOM 0T 7 nons 2003 roga Ne 126-®3 "O cBA3U" 1 NPUHUMaEMbIMU B
COOTBETCTBUM C HUM HOPMATMBHbLIMU NPaBOBLIMU akTaMu Poccuinckon depepalimu.

CtaTtba 4. MpuHumnbl obecnevyeHns 6€30MacHOCTN KPUTUYECKON MHBOPMALIMOHHON NHPACTPYKTYPbI

MpuHumnamm obecneyveHns 6€30NacHOCTU KPUTUYECKON MHGOPMALMOHHOM MHPPACTPYKTYpPbl ABAAIOTCS:
1) 3aKOHHOCTb;

2) HEMpPEepPbLIBHOCTb 1 KOMMJIEKCHOCTL 0becneyeHns 6e30nacHOCT KPUTMYECKOA MH(OPMALIMIOHHON
NH(PACTPYKTYpPbl, LOCTUraeMble B TOM YUC/IE 3@ CHET B3aVMOLENCTBUS YNOHOMOYEHHbIX (hefepanbHbiX
OpraHoB UCMOMHUTESIbHOW BACTUN N CYyObEKTOB KPUTMYECKON MHPOPMALMOHHON MHAPACTPYKTYPSI;

3) npropuTeT NPefoTBPaLLEHNS KOMMbIOTEPHbIX aTak.

CtaTtbsa 5. FocynapcTBeHHas cucteMa obHapyXeHUs, NpeaynpexaeHns n AMKBuaaunym nocneacTeuii
KOMMbIOTEPHbIX aTakK Ha MHOPMaLMOHHbIE pecypcbl Poccuiickon ®eaepaumm

1. FocypapcTBeHHas CMCTeEMa 0BHapyXeHUs1, NpeaynpexaeHnsa 1 TMKBMaaLuum nocnencTeuia
KOMMbIOTEPHBIX aTak Ha MH(OPMaLMOHHbIE pecypcbl Poccuinckon depepauun npeactaBnseT cobon eanHbIN
TeppuTopuasnbHO pacnpelesieHHbI KOMMAEKC, BKIIOYAOWNA CUibl U CPeACTBa, NpeAHa3HavYeHHble Ans
obHapyXXeHus, NpefynpexaeHnsa v TMKBUAaLMM NOCNeACTBMA KOMMbIOTEPHLIX aTak U pearnpoBaHns Ha
KOMMbIOTEPHbIE NHLUMAEHTBI. B Lensx HacToswen CTaTbl N04 MHDOPMALMOHHBIMU pecypcamm PoCCUncKon
depnepaumm NOHMMaOTCA MHMOPMALIMOHHbIE CUCTEMbI, NHPOPMALIMOHHO-TEJIEKOMMYHUKALMOHHbIE CEeTU 1
aBTOMATU3MPOBAHHbIE CUCTEMbI YIPaBIEHUS, HaXo4ALLMeCs Ha TeppuTopun Poccuinckon ®efepaunu, B
ANNIOMaTUYECKUX NPeaCcTaBUTENbCTBAX U (M) KOHCYbCKMX yyYpexaeHnsax Poccuinckon ®egepauymn.

2. K cunam, npefiHa3Ha4yeHHbIM 15 0BHapyXeHus, NpeaynpexxaeHns n AMKBnaaumum nocnenCcTBui
KOMMbIOTEPHBIX aTaK M pearmpoBaHUs Ha KOMMbIOTEPHbIE NHLUMAEHTbI, OTHOCATCS:

1) nogpa3sfeneHuns n 4OMKHOCTHbIE NMLa hefepasibHOro opraHa UCNOAHUTENIbHON BNacTwy,
YNOJIHOMOYEeHHOro B 06nacTtu obecneyeHns OyHKLNOHNPOBAHUSA FrOCYy4apCTBEHHON cucTeMbl 0bHapyXeHus,
npenynpexaneHna n nMKenaaynn I'IOCJ'Ie,EI,CTBI/IVI KOMMbKOTEPHbLIX aTaK Ha I/IHCpOpMaLI,VIOHHbIe pecypchbl
Poccuiickon ®epepaumu;

2) opraHun3auus, co3faBaemMas eaepasibHblM OPraHoM UCMOHUTESIbHON BAACTK, YNOJHOMOYEHHbIM B
obnactn obecneyeHus HyHKLMOHNPOBAHNSA FOCYAapCTBEHHON CUCTEMbI 0BHapyXeHNs, NpeaynpexxaeHuns n
JMKBUAALMN NOCNEeACTBUA KOMMbIOTEPHBIX aTak Ha MH(OPMaLUoHHbIe pecypcbl Poccuinickon ®epepauum,
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Ansa obecneyeHuss KOopAMHaLUM OeATeNbHOCTU CyObEKTOB KPUTUYECKON MHGOPMALIMOHHOW
NH(PaCTPYKTYpbI MO BOMpocaM obHapyXeHns, npeaynpexxaeHns n ANKBMaauum nocnencTeui
KOMMbIOTEPHbIX aTakK 1 pearnpoBaHNs Ha KOMMbIOTEPHbIE NHUNAEHTbI (fanee - HaunoHabHbIN
KOOPAMHALMOHHBINA LLEHTP MO KOMMbIOTEPHBIM UHUUAEHTaM);

3) noapa3geneHns n LOMKHOCTHbIE NNLa CYOBEKTOB KPUTUYECKON MHGOPMALMOHHON MHPACTPYKTYPSI,
KOTOpPbIE MPMHUMAIOT y4YacTme B 06HapyXeHnW, NpeaynpexaeHnn n ANKBMAALUN NOCNeACTBUIA
KOMMbIOTEPHBIX aTak 1 B pearnpoBaHnn Ha KOMMNbIOTEPHbIE UHLNAEHTbI.

3. CpeacTtBamu, npegHasHavyeHHbIMK 419 06HapyXeHUs, npeaynpexaeHnsa v IMKBmaaumum nocaeacTeni
KOMMbIOTEPHBIX aTakK M pearnpoBaHns Ha KOMMbIOTEPHbIE MHLUUAEHTLI, ABASIOTCA TEXHUYECKME,
nporpamMMHble, MPorpaMMHO-annapaTHbIe U UHble CpeacTBa Aas obHapyXeHus (B TOM Yucne Ana noucka
NPM3HaKOB KOMMbIOTEPHbIX aTak B CETSAX 3IEKTPOCBA3M, UCNOSIb3YEMbIX A5 OpraHu3auny B3aMMoaencTens
06BEKTOB KPUTUYECKON MH(OPMALMOHHON MHPACTPYKTYPLI), NPefynpexaeHns, TMKBUAaLNn
NnocneacTBMIA KOMMbIOTEPHbBIX aTak U (Mnun) obMeHa uHdopMaLuein, HeobxoanMon cybbekTam KpUTUYECKOW
NH(OPMALMOHHON MHPACTPYKTYPLI MPK 0BHApYy>XeHUN, npeaynpexxaeHun n (Mam) nIMKengaumm
NnoCcneaCcTBMIN KOMMbIOTEPHbIX aTak, a TakXe KpunTorpaduyeckne CpeacTea 3allnMThl Takon MHOpMaLmm,
4. HauMoHaNbHbIN KOOPAUHALMOHHBIV LLEHTP N0 KOMMbIOTEPHBLIM MHLMAEHTAM OCYLLECTBIISET CBOIO
LefATeNbHOCTb B COOTBETCTBUNM C NOJIOXKEHMEM, YTBEPXKLAEMbIM hefiepaibHbIM OPraHOM UCMOHUTEIbHON
BNACTW, YNOJHOMOYEHHBIM B 061aCTK obecnevyeHns (yHKLMOHMPOBaHUSA roCy4apCTBEHHON CUCTEMBI
obHapyXXeHus, NpefynpexaeHnsa 1 TMKBUAaLMM NOCNEeACTBMA KOMMbIOTEPHBIX aTak Ha NH(POPMALIMOHHbIE
pecypcbl Poccuiickon ®egepaumn.

5. B rocypapcTBeHHON cnucteme obHapyXeHus, NpeaynpexxaeHns n AMKengauumn nocieacTeuin
KOMMbIOTEPHbIX aTak Ha MH(OPMaLMOHHbIE pecypchl Poccminckon deaepauum ocyllectTeasioTcs cbop,
HakonfeHne, cucTeMaTm3auma 1 aHanans3 nHopMaL MM, KOTopas NoCTynaeT B AaHHYIO CUCTEMY Yepes
CpeLCTBa, NpefiHa3Ha4yeHHble ANa 0bHapyXeHns, NpeaynpexxaeHus n ANKBMaaLumy nocneacTeuni
KOMMbIOTEPHbIX aTak, MHpOPMaLnK, KOTopas NpeacTasnseTcs cybbekTaMm KpuTn4eckon
NH(OPMALMOHHOM MHPACTPYKTYPLI 1 hefepanbHbIM OPraHOM UCAOHUTENLHOW BNacTHy,
YNOJIHOMOYeHHbIM B 06nacTu obecneyveHns 6@30NacHOCTN KPUTUYECKON MH(POPMALMOHHON
NHPaCTPYKTYpbl Poccninckon degepaumm, B COOTBETCTBUM C NepevyHeM NHGOPMaLUn 1 B NOPsSLKe,
onpegensemMbiMu hefepasibHbIM OPraHOM UCMONHUTENBHOW BAACTKW, YNOJHOMOYEHHbIM B 061acTu
obecneyeHns HyHKLMOHNPOBAHMSA FrOCYAapCTBEHHOW CUCTEMbI 0OHaPY )KEeHNS, MPeaynpeXX4eHns 1
NNKBMAALMMN NOCNEACTBMIA KOMMbIOTEPHBIX aTak Ha MH(POPMaLMOHHbLIE pecypchl Poccuinickon depepauuu, a
Takxe MHGopMaLnn, KOTopas MOXET NPeacTaBAATbCS UHBIMK HE SBAAIOWMMUNCA CyObeKTaMn KpUTUYECKON
NH(OPMALIMOHHON MHPACTPYKTYPLI OpraHaMm 1 opraHu3aumsaMm, B TOM YC/Ie MHOCTPAHHBLIMU 1
MeXLyHapoaHbIMU.

6. PepepanbHbI OpraH NCMONHUTENLHOW BNACTU, YNOJHOMOYEHHbIN B 061acTn obecneyeHmns
(DYHKLIMOHNPOBAHWSA FOCYAapCTBEHHOW CUCTEMbI 0OHapYXeHNs, NpeaynpexxaeHuns n INKBmaauum
NoCNeaCTBMIN KOMMbIOTEPHbIX aTak Ha MH(OPMaLMOHHbIE pecypcbl Poccuinckon ®enepauum, opraHnsyeT B
YyCTaHOB/IEHHOM MM MopsiAKe 0OMeH MHDOpMaLMen 0 KOMMbIOTEPHBLIX NHLMAEHTaX Mexay cybbekTamu
KPUTNYECKON NH(OPMALIMOHHON MHGPACTPYKTYPLI, @ Takxe Mexay CybbekTaMun KpuTn4eckon
NH(OPMALMOHHON MHGPACTPYKTYPLI 1 YIOAHOMOYEHHBLIMU OPraHaMn MHOCTPaHHbIX FOCYAapCTB,
MeXIYHapoLHbIMU, MeXAYHAaPOLHbIMU HEMPaBUTEIbCTBEHHbLIMY OPraHn3aLnaMN Y MHOCTPAHHbLIMU
OpraHM3aunamMn, oCyLLECTBAAIOLWNMN AeSTENbHOCTb B 061aCTW pearnpoBaHms Ha KOMMbOTEPHbIE
NHUWAEHTDI.

7. MpepocTaBieHne U3 rocyfapCTBEHHON CUCTEMbI 0BHapYXeHUS, NpeaynpeXxaeHnsa n IMKemaaunm
NnocsIeACTBMIN KOMMbIOTEPHbIX aTak Ha MHOPMaLMOHHbIEe pecypchbl Poccunckon ®efepaumm ceefeHunin,
COCTaBNIAOLMNX FOCYLAPCTBEHHYI0 MO0 MHYI0 OXpPaHAEMYIO 3aKOHOM TalHy, OCYLLEeCTBASETCS B
COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccunckon ®egepauum.

CTtaTbs 6. MonHoMo4us Mpe3naeHTa Poccuiickoi ®egepauny U OpraHoB rocyAapCTBEHHON BNacTu
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Poccuinickon ®epepaummn B 06nactu obecneyeHns 6e30MacHOCTM KPUTUYECKON MHOPMALIMOHHON
NHGPaCTPYKTYpPbI

1. Npe3npeHT Poccuinckon ®epepaumm onpenenser:

1) OCHOBHbIe HaMpaBAeHUs roCyAapCTBEHHOM NONMTMKK B 06iacTu obecneveHns 6esonacHoCTH
KPUTNYECKON NH(OPMALIMOHHON NHPACTPYKTYPSI;

2) thenepalibHbI OpraH UCNOHUTENLHON BAACTW, YNOAHOMOYEHHbLIN B 061acTun obecnedyeHuns
6e30MacHOCTM KPUTUYECKON NHPOPMALIMOHHON UHGPACTPYKTYpbl Poccminckon depepauun;

3) dhenepasibHbIN OpraH NCNOJHUTENbHON BAACTKW, YNOAHOMOYEHHbIN B 061acTn obecneyeHuns
DYHKLIMOHNPOBAHWA FOCY AapCTBEHHOW CUCTEMbI 0OHaPYXEeHNS, NpeaynpeXXaeHns N INKBMAauun
NnoCcneacTBMI KOMMbIOTEPHBIX aTak Ha MH(POPMaLIMOHHbLIE pecypchbl Poccunckon deaepauuu;

4) NopAAoK CO34aHNA 1 334341 rOCy4apCTBEHHOWN CUCTEMbI 0BHapY)XeHNS, MPpeaynpeXXaeHns 1
JINKBMAALMM NOCNEACTBUIA KOMMbIOTEPHbIX aTak Ha MH(OPMaLIMOHHbIE pecypchl Poccuinckon depepaumn.
2. MpaBnTenbcTBO Poccminckon depepaumm yCTaHaBANBaET:

1) nokasaTenn KpUTEPMEB 3HAYUMOCTU 0O BEKTOB KPUTUYECKON MHOPMALIMOHHON MHADPACTPYKTYPbI U X
3Ha4yeHUs, a TakXXe NOpPsSLOK U CPOKN OCYLLECTBIEHUS UX KaTeropupoBaHus;

2) NopAAOK OCYLLECTBEHNS FOCYAapPCTBEHHOr0 KOHTPOAS B 06nacTy obecneyeHuns 6e30nacHoOCTM
3HaYUMbIX 0O BEKTOB KPUTNYECKON MH(OPMALIMOHHON NHGPACTPYKTYpPSI;

3) NoOpsiAOK NOArOTOBKM U NCMOJIb30BaHMA PECYPCOB eQUHON CETU 31eKTPOCBA3n Poccuinckon ®eaepaumm
ana obecneyeHns QYyHKLUOHUPOBAHUS 3HAYMMbIX 0OBEKTOB KPUTUYECKON NH(OPMALIMOHHON
NHPACTPYKTYpSI.

3. PepepabHbI OpraH NCMOMHUTENLHOW BNACTU, YNOJHOMOYEHHbIN B 061acTn obecneyeHuns
6e30MacHOCTM KPUTUYECKON NHPOPMALIMOHHON UHGPACTPYKTYpbl Poccminckon depepauun:

1) BHOCMT NpennioXXeHns 0 COBEPLUEHCTBOBAHNN HOPMATMBHO-NPaBOBOIr0 PEryanpoBaHns B 061acTu
obecneyeHns 6e30MacHOCTM KPUTUYECKOWN MHPOPMALIMOHHON MHGPACTPYKTYpbl Npe3naeHTy Poccuinckon
®epepaumm n (nnn) B NMpasutenscTBo Poccuinckon Gepepauunu;

2) yTBep)KAaeT NOpsSLOK BeAEeHNS peecTpa 3Ha4YMMblX 06 bEKTOB KPUTUYECKON MHOPMALMOHHOW
NHPACTPYKTYPbl N BEAET AaHHbI peecTp;

3) yTBep)xaaeT (hopMy HamnpaBSIeHNS CBEAEHUI 0 pe3ysibTaTaX NPUCBOEHNS 0OBEKTY KPUTUYECKON
MH(OPMALMOHHON MHPACTPYKTYPLI OLHOW N3 KaTeropuit 3Ha4nMocTn nnbo ob oTCyTCTBUN
HeobxoAMMOCTN NPUCBOEHNS eMy OHOM U3 TaKMX KaTeropum,

4) ycTtaHaBnuBaeT TpeboBaHus no obecneyveHnto 6e€30NacHOCTY 3HaYNMbIX 0O BEKTOB KPUTUYECKON
NHOPMALMOHHON NHDPACTPYKTYpbl (TpeboBaHUs no obecneyeHnto 6e30nNacHOCT NHGOPMALIMOHHO-
TeNIeKOMMYHMKALMOHHbIX CeTel, KOTOPbIM MPUCBOEHa OfHA U3 KaTeropmin 3Ha4uMoCTu 1N KOTopble
BKJIIOYEHbI B PEECTP 3HAYMMbIX 0OBEKTOB KPUTUYECKON NHGOPMALIMOHHON NHGPACTPYKTYPSI,
yCTaHaBAMBAOTCA MO COrlacoBaHMIO C hefepanbHbiM OPraHoOM UCMOJIHUTENbHON BACTH,
OCYLLeCTBAAOLWMM YHKLUN N0 BbIpaboTKe 1 peannsaunm rocy1apCTBEHHON NOANTUKN U HOPMATUBHO-
NpaBOBOMY perympoBaHnto B 061acTu CBA3M), a Takxe TpeboBaHUA K co3gaHunto cuctem 6e3onacHoCTy
Taknx 06beKTOB 1 0becneyeHmnio X PyHKLUOHMPOBaHNS (B BaHKOBCKOW Chepe 1 B NHbIX Chepax
(hMHAHCOBOroO pblHKa yCTaHaB/MBAET yKa3aHHble TpeboBaHma No cornacoBaHuio ¢ LleHTpanbHbIM BaHKOM
Poccuinckon degepaunn);

5) ocywecTBnseT rocyaapCTBEHHbIN KOHTPObL B 061acTu obecnedyeHns 6e30MacHOCTM 3HAYUMbIX 06bEKTOB
KPUTNYECKON MH(OPMALIMOHHON NHGPACTPYKTYPLI, @ TakXe yTBep)XXAaeT (hopMy akTa MpoBEPKHU,
COCTaBJIAEMOro N0 UTOraM NPOBEAEHNS YKa3aHHOMO KOHTPONS.

4. ®epfepanbHbii OpraH MCMOAHUTENbHOW BAACTK, YNOAHOMOYEHHLIN B 06acTn obecneveHus
DYHKLIMOHNPOBaHMA FOCY AapCTBEHHOW CUCTEMbI 0OHaPY XEeHNS, NpeaynpeXxaeHns n INKBMaauun
NoCNeacTBMI KOMMbIOTEPHBIX aTak Ha MH(OPMaLIMOHHbLIE pecypchbl Poccuinckon deaepauuu:

1) BHOCMT NpennioXXeHns 0 COBEPLUEHCTBOBAHNN HOPMATMBHO-NPaBOBOI0 PEryanpoBaHns B 061acTu
obecneyeHns 6e30MacHOCTM KPUTUYECKOW MHPOPMALIMOHHON MHGPACTPYKTYpbl Npe3naeHTy Poccuinckon
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®epepaummn n (nnm) B MpaButenscTeo Poccuinckon ®egepaumnm;

2) co3paeT HalMOHabHbIN KOOPANHALMOHHBIA LLEHTP N0 KOMMAbIOTEPHbLIM MHLMAEHTAM 1 yTBEPXAaeT
NONOXKEHNE 0 HEM;

3) KoopAMHMPYET AEATENBHOCTb CYOBHEKTOB KPUTUYECKON UHGOPMALMOHHOW MHADPACTPYKTYPLI MO
BOMpocaM obHapy>XeHus, NpeaynpeXxaeHnsa 1 MMKBUAALMN NOCNeACTBUA KOMMbIOTEPHbIX aTak 1
pearvpoBaHUs Ha KOMMNbIOTEPHbIE NHUNAEHTHI;

4) opraHun3yeT 1 NPOBOAMUT OLLEeHKY 6€30NaCHOCTU KPUTUYECKON MH(OPMALMOHHON NHPPACTPYKTYpbI;

5) onpepenseT nepeyeHb UHMOPMaLUK, NpeacTaBseMon B roCyjapCTBEHHYIO cucTeMy obHapyxeHus,
nNpeaynpexaeHnsa n AMKBUAaLMN NOCNeACTBUIA KOMMbIOTEPHBIX aTak Ha MH(POPMaLIMOHHbLIE pecypChbl
Poccuiickon ®epepalmu, v NOPSaaoK ee npeacTaBneHuns;

6) yTBepxAaeT nopsaLoK MHDOPMUPOBaHMA hefepalibHOro opraHa UCNONHUTENILHON BNacTw,
YyNO/HOMOYEHHOro B 061acTn obecnevyeHns yHKLMOHUPOBAHMS rOCYAapCTBEHHOW CMCTEMbI 0BHapyXeHus,
npeaynpexaeHnsa 1 MMKBUAaLMN NOCNeACTBUA KOMMbIOTEPHBIX aTak Ha MH(OPMaLIMOHHbIE pecypChbl
Poccuiickon ®epepaLimmn, 0 KOMNbIOTEPHBIX MHUUAEHTAX, pearnpoBaHnsa Ha HUX, MPUHATHS Mep Mo
JNMKBMAALMMN NOCNEACTBMA KOMMbIOTEPHBIX aTak, MPOBEAEHHbIX B OTHOLLEHUN 3HAYUMbIX 06BEKTOB
KPUTUYECKOW MHADOPMALMOHHON NHPPACTPYKTYpPbI (B BaHKOBCKON chepe 1 B HbIX Chepax PUHAHCOBOMO
PbIHKa YTBEPXXAAET yKa3aHHbIN NOPALOK N0 COrnacoBaHmio ¢ LleHTpanbHbIM 6aHKOM PoCCMICKON
depnepaunn);

7) yTBepXAaeT nopsaok obMeHa nHGOpPMaLMen 0 KOMMbIOTEPHbIX MHUMAEHTAX MexXay CybbekTamu
KPUTUYECKON NH(POPMALMOHHON NHPACTPYKTYPbI, MexXay CybbekTaMun KpUTMYeCKON MHGOPMaLMOHHON
NH(PACTPYKTYpPbI U YNOJHOMOYEHHLIMW OpPraHaMn MHOCTPAHHbLIX FOCYAapPCTB, MEXAYHAPOLAHbIMU,
MeXIYHapoAHbIMW HEMPABUTENIbCTBEHHLIMW OPraHM3aLnaMy U UHOCTPAHHBIMU OpraHM3aLnuaMy,
OCYLLEeCTBASAIOWMMN AeATENbHOCTb B 061aCTW pearnpoBaHns Ha KOMMbIOTEPHbIE MHLUUAEHTI, @ TakXe
NopsLoK NosyvyeHns cybbekTaMm KpUTUYECKON MHPOPMALIMOHHON NHGPACTPYKTYpPbl MHOPMaLLMK O
CpencTBax v cnocobax NPoBeLeHUS KOMMNbIOTEPHbIX aTaK M 0 METOAAX UX NPeAynpexaeHns n
obHapyxeHus;

8) opraHm3yeT yCTaHOBKY Ha 3Ha4yMMbIX 06BbeKTaxX KpUTUYECKON MHGOPMALMOHHON MHPPACTPYKTYpPbI U B
CETAX 3/IEKTPOCBSA3U, NCMOMb3YEMbIX A5 OpraHM3aLmm B3aMOLeNCTBNSA 0ObEKTOB KPUTUYECKON
MH(OPMaLMOHHON MHPACTPYKTYPLI, CPEACTB, NpeiHa3Ha4YeHHbIX A8 0bHapyXeHWs, npefynpexaeHuns u
JIMKBUAALMMN NOCNEACTBMIA KOMMbIOTEPHBIX aTak U pearnpoBaHWsa Ha KOMMbOTEPHbIE UHLUUAEHTI;

9) yctaHaBnnBaeT TpeboBaHUA K CpeAcTBaM, NpefHa3HaYeHHbIM Ans 0bHapyXeHus, NpeaynpexaeHnsa u
NMKBMAALMN NOCNEACTBMA KOMMbIOTEPHBIX aTak U pearnpoBaHnsa Ha KOMMbOTEPHbIE UHLUUAEHTI;

10) yTBEep)XAaeT NOPALOK, TEXHNYECKME YCI0BMSA YCTAHOBKM M 3KCMyaTauuy CpeacTs, NpeaHasHavyeHHbIX
Ans obHapyxeHus, npefynpexaeHns u TMKBUAALNM NOCNeACTBUN KOMMbIOTEPHbIX aTak 1 pearnpoBaHna
Ha KOMMbIOTEPHbIE MHLMAEHTHI, 38 UCK/IOYEHMEM CPeCTB, NpefHa3HavYeHHbIX A5 NOMCKa NPU3HaKoB
KOMMbIOTEPHBIX aTaK B CETAX /IEKTPOCBA3N, UCMONb3YEMbIX AN OpraHn3aLny B3auMoaencTems 06bLeKkToB
KPUTUYECKOWN NHOPMALIMOHHON NHMPACTPYKTYPbI (B BaHKOBCKON cdiepe 1 B UHbIX cdhepax UHAHCOBOro
PbIHKa YTBEPXXAAET yKa3aHHbIE NMOPALOK N TEXHUYECKMNE YCNI0BUSA NO COrlacoBaHuMio ¢ LleHTpanbHbIM
6aHkoM Poccuiickon degepaunn).

5. PepepanbHbIi OpraH NCMOSHUTENLHOM BAACTU, OCYLLECTBASAIOWMNA PYHKLUN MO BbipaboTKe 1
peanu3aunm rocyaapCcTBEHHON NOJIMTUKMA U HOPMATUBHO-MPaBOBOMY perysimposaHuto B 0bnactu cessu,
yTBEpPXXAaeT Mo CoriacoBaHuio ¢ hefepasbHbIM OpraHoM UCMOJSIHUTENIbHON BNACTW, YNOJHOMOYEHHbLIM B
obnactn obecneyeHus HyHKLNOHNPOBAHNSA FOCYAapCTBEHHON CUCTEMbI 0BHapyXeHNs, NpeaynpexxaeHuns n
NMKBMAALMMN NOCNEACTBMIA KOMMbIOTEPHBIX aTak Ha MHOPMaLMOHHbIE pecypchl Poccuinckon depepauun,
NopsLoK, TEXHUYECKME YCI0BMA YCTAHOBKYM W 3KCMAyaTaunm CPeacTB, NMPpefHa3HavYeHHbIX 415 NoncKa
MPU3HAKOB KOMMbIOTEPHbIX aTakK B CETAX 3/IeKTPOCBA3M, UCMOb3yeMbIX A5 OpraHM3aLnm B3auMoaenCTBUS
06BbEKTOB KPUTNYECKON NHPOPMALMOHHON MHPACTPYKTYPbI.

CtaTtbsa 7. KaTeropvpoBaHue 06eKTOB KpUTNYECKON MHPOPMALIMOHHOK MHPPACTPYKTYpbI
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1. KaTeropupoBaHue 0b6bekTa KpUTUYECKON MHDOPMALIMOHHON NHADPACTPYKTYpPbl NpeacTaBnseT cobon
yCTaHOB/IEHME COOTBETCTBMUSA 00 bEKTa KPUTUHECKON NHGOPMALMOHHON MHGPACTPYKTYPbI KPUTEPUSAM
3HAYUMMOCTU 1 MOKa3aTeNsAM MX 3HAYEHUIN, NMPUCBOEHNE eMY OLHON U3 KaTeropui 3Ha4MMOoCTK, NPOBEPKY
CBEAEHNI 0 pe3ybTaTax ee NPUCBOEHUS.

2. KaTeropupoBaHue oCyLLeCTBASETCA UCXOASA U3:

1) coumanbHON 3HA4YMMOCTH, BbIPaXKaIOLLENCS B OLLlEHKE BO3MOXHOI0 yuiepba, MPUYNHAEMOro XNU3HN UK
30,0POBbLIO I0AEN, BO3MOXXHOCTU NPeKpaLLeHnsa an HapyLleHns yHKLUOHNPOBaHNS 06beKTOB
obecneyeHns Xn3HeneAaTeNbHOCTN HaceneHnsa, TPaHCMNOPTHON UHPACTPYKTYPbI, CeTEN CBA3M, a TakXe
MaKC/MMalbHOM BPEMEHW OTCYTCTBUS AOCTYNa K rOCYyLapCTBEHHON ycayre AN nojayvaTenen Takon ycnyru;
2) NONINTMYECKON 3HAYMMOCTH, BbipaXKaloLLENCs B OLLleHKe BO3MOXHOI0 Npu4nHeHuns yulepba nHtepecam
Poccninckon degepaunm B BONPOCax BHYTPEHHEN 1N BHELLHEN MOANTUKN;

3) 9KOHOMMYECKOW 3HAYUMOCTM, BbIPaXKaKoLLENCa B OLLEHKE BO3MOXXHOI0 MPUYNHEHMNS MPSMOro U
KOCBEHHOr 0 yulepba cybbekTam KPpUTMYECKON MHPOPMALIMOHHOW MHGPACTPYKTYpPbI 1 (Mnn) 6rog)xeTam
Poccuickon ®epepaumu;

4) 3KOM0rM4eCKom 3Ha4MMOCTK, BbipaXKaloLWENCs B OLLeHKe YPOBHS BO3AENCTBUS Ha OKPYXKaloLLyto Cpeay;
5) 3HaYMMOCTUN 06 bEKTa KPUTUYECKON MHGOPMALMOHHON MHPPACTPYKTYpbl Ana obecneyeHns o60poHsI
CTpaHbl, 6e30MacHOCTY rocyaapcTBa U NpaBoNopsakKa.

3. YCTaHaB/MBAKOTCA TPU KAaTEropumn 3Ha4MMOCTN 00 bEKTOB KPUTUYECKON MHGOPMALMOHHOW
NH(PACTPYKTYpbI - NepBas, BTopas U TPeTbS.

4. CybbeKTbl KpUTMYHECKON MHPOPMALMOHHON MHPPACTPYKTYPbl B COOTBETCTBUN C KPUTEPUSMU
3HA4YMMOCTU 1 NMOKa3aTENAMN NX 3HAYEHWI, @ TaKXKe NMOPSALKOM OCYLLECTBAEHNS KaTeropmpoBaHus
NPUCBaUBaOT OAHY U3 KaTeropuin 3Ha4MMoCTy NpuHagnexxalium M Ha npase cobCTBEHHOCTU, apeHbl Uaun
MHOM 3aKOHHOM OCHOBaHMM 06BbEKTAM KPUTUYECKOW MHEDOPMALIMOHHON NHPPACTPYKTYpbl. ECin 06BbekT
KPUTUYECKOW MHDOPMALMOHHON NHPPACTPYKTYpPbl HE COOTBETCTBYET KPUTEPUAM 3HAYUMOCTH,
nokasaTensM 3TUX KPUTEPMEB M UX 3HAYEHUAM, EMY HEe NMPUCBANBAETCS HU OOHA U3 TaKMX KaTeropui.

5. CBefeHuns 0 pe3ynbTaTax NPUCBOEHNS 06bEKTY KPUTUYECKON UH(OPMaLMOHHOW MHDPACTPYKTYPI
O4HOW N3 KaTeropuin 3Ha4MMocTn mbo 06 oTCyTCTBUM HEOOXOAMMOCTMN NPUCBOEHNA MY OAHOMN M3 TaKnX
KaTeropuin cybbekTbl KpUTUYECKON NH(OPMALMOHHOW MHDPACTPYKTYPLI B MMCbMEHHOM BUIE B
LEeCATULHEBHbIN CPOK CO AHSA NPUHATUS UMW COOTBETCTBYIOLLEr0 pelleHns HanpaBasaioT B efepabHbIn
OpraH UCMOJIHUTENbHON BNACTW, YNOJHOMOYEHHLIN B 061acTh obecnevyeHns 6e30nacHOCT KPUTUYECKOW
MH(OPMaLMOHHOM MHGPACTPYKTYpLl Poccrninckon depepalimm, No yTBEPXKAEHHON UM hopMe.

6. ®efepanbHblil OpraH UCNOJHUTENBHON BAACTK, YNOJHOMOYEHHbIN B 061acTn obecnevyeHuns
6e30MacHOCTM KPUTNYECKON NHPOPMALIMOHHON UHGPACTPYKTYpbl Poccuinickon depepauun, B
TPUMALATUAHEBHbIN CPOK CO AHA NOAYYEHUS CBEAEHUI, YKa3aHHbIX B HaCTW 5 HacTosALWen CTaTby,
npoeepseT cobnoaeHne NopsaKa OCYLLECTBNIEHNS KAaTErOPUPOBAHMS U NPaBWAbHOCTb NPUCBOEHNS
06BEKTY KPUTUYECKOWN MHDOPMALIMOHHON MHGPACTPYKTYpPbl OAHON U3 KaTeropuin 3Ha4ymmocTu nnbo
HEMPUCBOEHMNSA eMY HU OJHOW N3 TaKNX KaTeropui.

7. B cnyyvae, ecnm CyBbEKTOM KPUTUYECKOW MHOPMALIMOHHON MHGPACTPYKTYpbl cobnoaeH nopsaaok
OCYLLLeCTBJIEHNS KaTEropnpoBaHNA 1 NpUHaZIeXalemMy emMy Ha npaBe COBCTBEHHOCTU, apeHAbl N UHOM
3aKOHHOM OCHOBaHMN 00BbEKTY KPUTNYECKON MH(POPMALIMOHHON NHGPACTPYKTYpPbI MPaBUSIbLHO NPUCBOEHA
OfHa U3 KaTeropuin 3Ha4MMoCTn, pefiepanbHbl OpraH UCNOJIHUTENbHON BAACTH, YNOJHOMOYEHHBIN B
obnacTtn obecneyveHuns 6e30NacHOCTUN KPUTNYECKOW MHPOPMALIMOHHOW MHGPACTPYKTYPbl POCCUNCKON
defepaLunm, BHOCUT CBEAEHNS O TaKOM 06beKTe KPUTUYECKON MHGOPMALMOHHOW MHDPACTPYKTYpPLI B
peecTp 3Ha4MMbIX 0OBEKTOB KPUTUYECKON NHDOPMALIMOHHON MHADPACTPYKTYPbI, O YEM B AECATUAHEBHbIN
CPOK yBEAOMASAETCS CYOBEKT KPUTUYECKON MHGOPMALMOHHON MHPPACTPYKTYPSI.

8. B cnyvae, ecnu pefepasibHbIM OPraHOM UCMONHUTENIbHOW BAACTK, YNOJIHOMOYEHHbIM B 0biacTu
obecneyeHns 6e30NacHOCTUN KPUTNYECKOW MHPOPMALIMOHHOM MHGPACTPYKTYpbl Poccuickon ®epepaumm,
BbISIB/IEHbI HApPYLUEHUS NopsAKa OCYLLEeCTBAEHNS KaTeropupoBaHna 1 (Mm) o6bekTy KpUTU4eCKon
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NH(OPMaLMOHHON MHPACTPYKTYPbI, MPUHaANexXaleMy Ha npase COBCTBEHHOCTU, apeHabl MU NHOM
3aKOHHOM OCHOBaHUW CYOBEKTY KPUTUHECKOWN MHDOPMALIMOHHON NHGPACTPYKTYpPbl, HEMNPaBUIbHO
NpuvcBOEHa OHa M3 KaTeropui 3Ha4MMoCTmn 1 (1) HeobOCHOBAHHO HEe MPUCBOEHA HM OAHa U3 TaKux
KaTeropum u (nmn) cybbekToM KpUTUYECKON MHGOPMALMOHHOM MHPPACTPYKTYpPbl NPeACTaBAEHbI
HenoJsiHbIe 1 (Un) HeLOCTOBEPHbIE CBEEHUS O pe3y/ibTaTax MPUCBOEHUS TaKOMY 0OBbEKTY KPUTUYECKON
MHMOPMALMOHHON NHPACTPYKTYPbl OAHON N3 KaTeropui 3Ha4nMocTu nnbo 06 oTCyTCTBIM
HeobXx0AMMOCTW MPUCBOEHUS MY O[HOW W3 TaKUX KaTeropuit, hefiepanibHbil OpraH MCNOSHUTENLHON
BJIACTM, YMOJHOMOYEHHbLIN B 061acTu obecneyeHns 6€30MacHOCTM KPUTUYECKON NHOPMaLIMOHHON
NHGPaCTPYKTYpbl Poccuinckon ®epepaun, B LECATUAHEBHbIA CPOK CO AHA MOCTYMNAEHNS NPeaCTaBAEHHbIX
CBeAeHWI BO3BpaLllaeT X B MMCbMEHHOM Bue CyObeKTY KpUTUYeCKON MHGOPMALMOHHOW
MHMPaCTPYKTYpbl C MOTUBMPOBaHHbLIM 060CHOBaHMEM MPUYUH BO3BpaTa.

9. Cy6beKT KpUTMYECKON NHPOPMALIMOHHON UHGPACTPYKTYPbI MOC/AE NOAYYEHUS MOTUBUPOBAHHOIO
060CHOBaHNA MpUYNH BO3BPaTa CBELEHWI, yKa3aHHbIX B YacTU 5 HacToALWel cTaTby, He 6osee Yem B
LECATULHEBHbLIN CPOK YCTPAHAET OTMEYEHHbIE HEAOCTATKN M NOBTOPHO HaMNpaBAsET TakMe CBeAEHNS B
thenepanbHbIi OpraH CMOHNTENbHOW BAACTK, YNOJHOMOYEHHbIN B 0bnacTn obecneveHuns 6esonacHoCTH
KPUTUYECKON NH(OPMaLIMOHHON MH(PACTPYKTYpbl Poccminckon ®epepaumu.

10. CBepeHnsa 06 0TCYTCTBMU HEOBXOAMMOCTY NPUCBOEHUS 0O BEKTY KPUTUYECKOW MHDOPMALIMOHHON
NH(PaCTPYKTYpPbl OAHON U3 KaTeropuin 3Ha4MMoCTy NnocJie nx NpoBepKn HanpasasioTCa denepasbHbIM
OpraHoM UCMONHWUTENbHON BAACTK, YNOAHOMOYEHHbIM B 061acTu obecnevyeHns 6e30nacHOCTM KPUTUYECKON
NHMOPMaLIMOHHON MHDPACTPYKTYpPbl Poccuiickon PeagepaLunn, B rocyAapCTBEHHYO cuctemy obHapyxeHus,
nNpeaynpexaeHnsa n AMKBUAaLMM NoCNeaCTBUA KOMMbIOTEPHBIX aTak Ha MH(POPMaLIMOHHbLIE pecypChbl
Poccuiickon ®epepalimu, 0 4eM B AeCATUAHEBHLIA CPOK YBEAOMIAETCA CyDbeKT KpUTU4eCcKowm
NHMOPMaLMOHHON UHDPACTPYKTYPbI.

11. B cnyyae HenpeAcTaBAeHUs CyObeKTOM KPUTUYECKON MHGOPMALMOHHON MHPPACTPYKTYpbl CBEAEHNNA,
YKa3aHHbIX B 4acTW 5 HacToAWen cTaTbn, pefepanbHblii OpraH UCNOJHUTENLHOW BAcTH,
YNO/HOMOYEHHbIN B 06nacTn obecneyeHuns 6e30MacHOCTN KPUTNYECKON MHGPOPMALIMOHHON
NHPaCTPYKTYpbl Poccminckon depepaunn, HanpaeaseT B afpec yKasaHHoro cybbekTa TpeboBaHme o
HeobxogmmocTy cobnoaeHNs NONOXKEHNI HAaCTOAWEN CTaTbN.

12. KaTeropms 3Ha4MMOCTM, K KOTOPOM OTHECEH 3Ha4YNMbIN 0OBEKT KPUTUYECKON NHGOPMALMOHHOW
NHMPACTPYKTYPbI, MOXET BbITb M3MEeHeHa B NOpsAAKe, MpefyCMOTPEHHOM A1 KaTeropupoBaHus, B
cnefyloLwmnx cay4asx:

1) N0 MOTMBMPOBAHHOMY peLleHuIo hefepanbHOro opraHa UCNOJIHUTESIbHON BNacTW, YNOJHOMOYEHHOr 0 B
obnactn obecneyeHuns 6e30MacHOCTN KPUTUYECKON NHPOPMALIMOHHON UHGPACTPYKTYpPbl POCCMICKOW
defepaumm, NPUHATOMY MO pe3ysibTaTaM NPOBEPKM, MPOBEAEHHOW B paMKax OCyLLeCTBIeHNS
roCcyaapCTBEHHOr0 KOHTPOS B 061acTn obecneyeHms 6€30MacHOCTM 3HAYUMbIX 06 bEKTOB KPUTWUYECKON
NH(OPMALMOHHON UHGPACTPYKTYPbI;

2) B CJly4ae U3MEHEHUS 3HaYMMOro 06 beKTa KPUTUYECKON MHGOPMALIMOHHON NHGPACTPYKTYPbI, B
pe3ynbTaTe KOTOPOro Takon 06BbEKT nepecTan COOTBETCTBOBATL KPUTEPMAM 3HAYMMOCTU U MOKa3aTeNaMm
MX 3HAYeHU, Ha OCHOBAHWUWN KOTOPbLIX eMy Bblfla MPUCBOEHa OMNpefesieHHas KaTeropmsa 3Ha4nuMocTu;

3) B CBA3U C IMKBUAALMEN, peopraHn3aumnein cybbekTa KpUTMYECKON MHDOPMALIMOHHON NHAPACTPYKTYpPLI 1
(MNK) M3MeHeHMeM ero opraHn3aLoHHO-NPaBOBON (HOPMbI, B pe3y/bTaTe KOTOPbIX Obliv n3MeHeHbl imbo
yTpayeHbl MPU3HaKu CybbekTa KpUTMYECKON MHPOPMALMOHHOW MHGPACTPYKTYPbI.

CtaTbs 8. PeecTp 3HA4UMbIX 06BEKTOB KPUTMYECKON NHPOPMALMOHHON UHGPACTPYKTYpPbI

1. B uensax yyeTa 3Ha4yMMbIX 06 BEKTOB KPUTUYECKON MHOPMALIMOHHON MHADPACTPYKTYpPbI heaepanbHbIii
OopraH UCNOJIHUTESIbHOM BNACTW, YNOJIHOMOYEHHbIA B 06nacTu obecneyeHns 6e30nacHOCTU KPUTUYECKON
NHOPMaLMOHHON NHAPACTPYKTYpPbl Poccuinckon deaepaunn, BeeT peecTp 3HaYNMbIX 06 bEKTOB
KPUTUYECKOW MHADOPMALIMOHHON NHGPACTPYKTYPbl B YCTAHOBAEHHOM UM MNOpPsiiKe. B AaHHbIN peecTp
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BHOCATCA Cnefytolime CBeAeHUs:
1) HauMeHOBaHMe 3HAYUMOro 06bEeKTa KPUTUHECKON NHPOPMALMOHHON MHGPACTPYKTYpPbI;

2) HauMeHoBaHMe cybbekTa KPUTMYECKON MH(POPMALMOHHON MHPPACTPYKTYpPbI;

3) cBeAeHnsa 0 B3aMOAENCTBUN 3HAYUMOro 06 beKTa KPUTUYECKON NHPOPMALIMOHHON MHPACTPYKTYPbI U
ceTemn 31eKTPOCBA3Y;

4) cBegeHNs 0 NnLe, SKCMIyaTMPYIOLWLEM 3HAYMMbIA 0O BEKT KPUTUYECKON MH(OPMALMOHHON

NHPACTPYKTYPSI;
5) KaTeropus 3Ha4MMOCTW, KOTOpPas MPUCBOEHa 3HAYMMOMY 0OBEKTY KPUTUYECKON MHEOPMaLIMOHHON

NHMPACTPYKTYpPbI;

6) cBefeHna 0 NPOrpaMMHbIX 1 MPOrpaMMHO-annapaTHbIX CPeACTBaX, UCMO/b3yeMbIX Ha 3HAa4YMMOM
00BbEKTE KPUTNYECKON NHGOPMALIMOHHON NHPACTPYKTYPSI;

7) Mepebl, NpuMeHaeMble ans obecneveHns 6€30NacHOCTM 3HA4YMMOro 06beKkTa KPUTUHECKON
NHMOPMaLIMOHHON UHDPACTPYKTYPbI.

2. CBefeHmns 13 peecTpa 3Ha4yMMbIX 06 bEKTOB KPUTUYECKON MHOPMALMOHHON NHPPACTPYKTYPLI
HanpaBAAlOTCA B rOCYAapCTBEHHYIO CUCTEMY OBHapyXeHUs, NpefynpexaeHnsa v TMKB1aaLmMm nocneacTsumn
KOMMbIOTEPHBIX aTak Ha UHOPMaLMOHHbIE pecypcbl Poccninckon depepaunn.

3. B cnyyae yTpaThbl 3Ha4YMMbIM 06bEKTOM KPUTUYECKON UH(OPMAaLMOHHOM MHDPACTPYKTYPbl KaTeropum
3HA4YMMOCTU OH UCKYaeTCs pefepasibHbIM OPraHoM UCMOJIHUTENIbHOW BAACTH, YNONHOMOYEHHbIM B
obnactn obecnevyeHus 6e30MacHOCTN KPUTUYECKON NHPOPMALIMOHHON UHGPACTPYKTYpPbl POCCMICKOW
depepaumm, U3 peectpa 3Ha4NMbIX 0OBEKTOB KPUTUYECKON NHPOPMALIMOHHON NHAPACTPYKTYPbI.

Ctatbsa 9. MpaBa 1 0653aHHOCTU CYyOBEKTOB KPUTUYECKON NHGOPMALIMOHHON NHPACTPYKTYPbI

1. CybbeKkThl KpUTUYECKOW MHOPMALMOHHOW MHPPACTPYKTYpPbl UMEIOT NPaBo:

1) nony4aTb OT heaepasibHOro opraHa NCNOSHUTENbHOM BAACTK, YNOJHOMOYEHHOro B obnacTu
obecneyeHns 6e30MacHOCTM KPUTUYECKOW MHDOPMALIMOHHON NHGPACTPYKTYpbl Poccuinickon depepauun,
NHpopMauuio, Heobxoanmyio ans obecrnevyeHns 6€30MNacHOCTU 3HAYNMbIX 0O BEKTOB KPUTUYECKON
NH(OPMALIMOHHOM MHPACTPYKTYPLI, MPUHAANEXALWMX UM Ha NpaBe COOCTBEHHOCTM, apeHbl NN UHOM
3aKOHHOM OCHOBaHWW, B TOM Yucie 06 yrposax 6esonacHocTy obpabaThiBaemMon TaknuMm 06 beKTaMm
NHOpMaLUN 1 yA3BUMOCTY NporpaMMHoro obecneyveHns, o0bopynoBaHMsa 1 TEXHONOTNIA, NCMOb3YEMbIX Ha
Takux obbekTax;

2) B nopaake, yCTaHOBEHHOM (hefepasibHbIM OpraHOM UCMONHUTESIbHOW BAACTKW, YNOJIHOMOYEHHbIM B
obnactn obecneyeHns HyHKLMOHNPOBAHNSA FOCYAapPCTBEHHON CUCTEMbI 0BHapYXeHNS, MpeaynpeXXaeHns 1
NNKBMAALMMN NOCNEACTBMI KOMMbIOTEPHBIX aTak Ha MHPOPMaLMOHHbIE pecypchbl Poccminckon depepauun,
noJsyyaTb OT YKa3aHHOro opraHa MHGopMaLnio 0 cpeacTBax i cnocobax NpoBeAeHNs KOMMbIOTEPHBIX aTak,
a TakXXe 0 MeTodax UX NpeaynpexxaeHus n obHapyxeHus;

3) Npn HanAn4um cornacus pepepasbHOro opraHa UCNOMHUTENIbHON BAACTW, YNOJHOMOYEHHbIM B 061acTu
obecneyeHns HyHKLMOHNPOBAHMSA FrOCYAaPCTBEHHOW CUCTEMbI 0BHaPYXeHNS, NpeaynpexXaeHns 1
NNKBMAALMMN NOCNEACTBMIA KOMMbIOTEPHBIX aTak Ha MHOPMaLMOHHbIE pecypchbl Poccuinckon depepauun,
3a CBOW cyeT NpuobpeTaTb, apeHAoBaTh, yCTaHaBIMBaTb W 06CNyXMBaTb CPeACTBA, MPefHa3HaYeHHble AN
obHapyXXeHus, NpefynpexaeHnsa 1 TMKBUAaLMM NOCNeACTBMA KOMMbIOTEPHBLIX aTak U pearnpoBaHns Ha
KOMMbIOTEPHbIE NHLUUAEHTDI;

4) pa3pabaTbiBaTbh M OCYLWECTBAATL MEPONPUATMA No obecneyveHnto 6€30NacHOCTU 3Ha4MMoro obbekTa
KPUTUYECKON MHPOPMALIMOHHON MHGPACTPYKTYPbI.

2. CybbeKTbl KPUTMYECKON MH(OPMALIMOHHOM MHPPACTPYKTYPbl 0053aHbI:

1) He3ameaANTEeNbHO NH(POPMUPOBATL O KOMMbLIOTEPHBLIX NHLMAEHTaX hefepasibHbIA OpraH
NCNONHUTENLHOW BNACTK, YNOJIHOMOYEHHbI B 061acTu obecneyveHnsa pyHKLNUOHNPOBAHNS
roOCyLapCTBEHHON CUCTEMbI OBHAPYXXeHUS, NPefyNPeXAeHNS 1 IMKBUAALMN NOCNEACTBMA KOMMAbIOTEPHbIX
aTak Ha MH(OPMaLMOHHbIe pecypcbl Poccrinckon Peaepaunmn, a Takxe LieHTpanbHbIn 6aHk Poccminckonm
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depnepaumnm (B cnyyae, ecnm cybbekT KpUTUHECKOA MHADOPMALIMOHHON NHGPACTPYKTYPbl OCYLLECTBNAET
LeATeNbHOCTh B 6BaHKOBCKON chepe U B UHBIX Chepax PMHAHCOBOrO pbiHKA) B YCTAaHOBIEHHOM YKa3aHHbIM
thefepanbHbIM OPraHoOM NCMOJIHUTENLHON BACTM nopsake (B 6aHKOBCKOM cdepe 1 B NHbIX chepax
(OMHAHCOBOr0 pblHKa yKa3aHHbIN NOPSALOK YCTaHABANBAETCA MO COraacoBaHmio C LleHTpanbHbIM BaHKOM
Poccuinckon ®egepaumn);

2) oKa3blBaTb COAENCTBME AOMKHOCTHBLIM SiMLaM (helepasibHOr0 opraHa NCMOAHUTENIbHON BNacTH,
YyNO/HOMOYEHHOr0 B 061acTn obecnevyeHns yHKLMOHUPOBAHMS rOCyAapCTBEHHOW CMCTEMbI 0BHapyXeHns,
npenynpeXxaeHns n AMKBUAaLMM NocneaCTBMIN KOMMbIOTEPHbIX aTak Ha MHPOPMaLMOHHbIE pecypchbl
Poccuinckon ®epepaumm, B 06Hapy>XxeHun, npeaynpexaeHnm n AIMKBnaaLumn nocieacTBUn KOMMNbIOTEPHbIX
aTakK, yCTaHOBNAEHWMN NPUYUH N YCNOBUIA BO3HUKHOBEHUS KOMMbIOTEPHbIX MHLUAEHTOB;

3) B C/lyyae yCTaHOBKM Ha 06beKTaX KPUTMYECKON MH(POPMALIMOHHON UHGPACTPYKTYPbl CPEACTB,
npefHasHayvYeHHbIX 415 06Hapy )XeHUs, NpeaynpexxaeHnsa 1 MIMKBUAALMN NOCNEACTBUA KOMMbIOTEPHbIX
aTaK 1 pearnpoBaHns Ha KOMMbIOTEPHbIE MHUMAEHTLI, 06ecneynBaTh BbIMOJHEHNE NOPSAAKA, TEXHUYECKNX
YC/IOBUI YCTAHOBKM M 3KCMyaTaLUy Taknx CPeacTB, MX COXPaHHOCTb.

3. CybbeKTbl KpUTMYECKON MH(POPMALMOHHON MHPPACTPYKTYpPbl, KOTOPbIM Ha NpaBe COBCTBEHHOCTH,
apeHAbl UM MHOM 3aKOHHOM OCHOBAHWUW NPUHAANEXAT 3HaYNMble 06BEKTLI KPUTUYECKON
NH(OPMALMOHHON MHPACTPYKTYPLI, HAPAAY C BbINOAHEHMEM 0643aHHOCTEN, NPeyCMOTPEHHbIX HYaCTbI0 2
HaCTosILLEN CTaTbM, Takxe 0653aHbl:

1) cobnopaTe TpeboBaHMsa No obecneyveHnto 6€30NacCHOCTU 3HaYMMbIX 06 BEKTOB KPUTUYECKON
NHOPMALMOHHON NHDPACTPYKTYPbl, YCTaHOBAEHHbIE hefepaibHbIM OPraHOM UCMOHUTENbHON BAacTH,
YNOJIHOMOYEHHbIM B 061acTu obecneyeHns 6e30nacHOCTN KPUTNYECKON MH(POPMALMOHHON
NHPaCTPYKTYpbl Poccninckon ®epepaumu;

2) BbINOIHATL NpeAnncaHnsa OOJHKHOCTHbIX 1L, pefepanbHOro opraHa UCNoSIHUTEIbHON BIACTHW,
YMNOJIHOMOYeHHOro B 06nacTu obecneyeHns 6e30MacHOCTN KPUTUYECKON MHDOPMALMOHHON
NMHPACTPYKTYPbl Poccninickon ®depepaunn, 06 ycTpaHeHUM HapYLLIEHWIA B YacTu cobnoaeHns TpeboBaHUn
no obecneyeHnto 6e30MacHOCTM 3HaYMMOr0 06 bEKTa KPUTUYECKON MHDOPMALMOHHON NHPPACTPYKTYPLI,
BblAaHHbIE 3TUMUW IMLL@MUN B COOTBETCTBUMN CO CBOEN KOMMETEHUMNEN;

3) pearnpoBaTh Ha KOMMbIOTEPHbIE MHLMAEHTLI B NOPALKE, YTBEPXKAEHHOM hefepabHbIM OPraHoOM
NCNONHUTENLHOW BNACTK, YNOJHOMOYEHHbIM B 06nacTu obecneveHms QPyHKLNUOHNPOBAHNS
roCyapCTBEHHON CUCTEMbI OBHAPYXXEHUS, NPeayNPEeXAeHNA 1 IMKBUAALMW NOCNEACTBMIA KOMMbIOTEPHbIX
aTaK Ha UH(OPMaLMOHHbIE pecypchl Poccuinckon depepalimm, NPUHUMaTL Mepbl MO UKBUAALUN
NnocneacTBMIN KOMMbIOTEPHBIX aTak, MPOBEAEHHbIX B OTHOLIEHUN 3HAYUMbIX 0OBEKTOB KPUTUYECKON
NH(MOPMALMOHHON NHDPACTPYKTYPb;

4) obecneynBaTb becnpensaTCTBEHHbLIN AOCTYN AO/KHOCTHLIM nLaM defepasbHOro opraHa
NCMONHNTENLHOW BNACcTK, YNOJIHOMOYEHHOr0 B 06nacTu obecneyeHmns 6e30MacHOCTY KPUTUYECKON
NH(OPMaLMOHHOM MHPaCTPYKTYpsl Poccrninckon ®epepalimm, K 3Ha4MMbIM 06bEKTaM KPUTUHECKON
NHMOPMaLMOHHON NHDPACTPYKTYpbl NPpU peannsauny STUMN AuLamMm NoHOMOYMIA, NPeayCcMOTPEHHbIX
cTaTbel 13 HacToswero ®efepasbHOr0 3aKOHa.

CtaTtba 10. Cnuctema 6e30nacHOCTY 3HA4YMMOro 06beKTa KPUTUYECKON MHADOPMALMOHHON NHPPACTPYKTYpPbI

1. B uensax obecneyeHuns 6e30nacHOCTM 3HAYUMOro 06bEKTA KPUTNHECKON MHGOPMALMIOHHON
NHPACTPYKTYPbl CYOBEKT KPUTUYECKON MHADOPMALIMOHHON MHPPACTPYKTYpPbl B COOTBETCTBUN C
TpeboBaHMAMY K CO3AaHMI0 cucTeM B6e30nacHOCTM Takux 06BEKTOB M obecnevyeHnto nx
(PYHKLMOHNPOBaHUSA, yTBEPXAEHHbIMY hefepasibHbIM OpraHoM UCNOHUTESIbHON BACTX,
YyNOAHOMOYEHHbIM B 061acTn obecneyeHns 6e30nacHOCTM KpUTUYECKOW MHDOPMALIMOHHON
NHPACTPYKTYPbI Poccuiickon deaepaunmn, co3gaet cuctemy 6e30nacHOCTY Takoro obbekTa u
obecneynBaeT ee YHKLMOHMPOBaHME.

2. OCHOBHbIMM 3a4a4aMy cucTeMbl 6€30MacHOCTM 3HAYUMOro 06 beKTa KPUTMHECKOW MHOPMaLLMOHHOW
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NH(PaCTPYKTYPbI ABASIOTCA:

1) npenoTBpaLleHNEe HENPABOMEPHOr0 A0CTYNa K MHGopMauun, obpabaTbiBaeMon 3Ha4MMbIM 06 bEKTOM
KPUTNYECKON NH(OPMALIMOHHON NHGPACTPYKTYPbI, YHUHYTOXEHNS Takon HDopMaLuuu, ee
MoanULNPoBaHMS, 6NOKMPOBaHNS, KONMPOBaHWSA, NMPEAOCTaBEHNS U PACNPOCTPAHEHUS, @ TaKXXe NHbIX
HenpaBOMepPHbIX AENCTBUA B OTHOLLEHWUW TaKon MH(opMaLmu;

2) HeponylweHne BO3AENCTBMA Ha TEXHNYECKNe cpeacTBa 06paboTKM MHGOPMauun, B pesybTaTe
KOTOPOro MOXXeT 6biTb HapyLIEeHO 1 (Uan) NpekpaLLeHo GYHKLUNOHMPOBaHNE 3Ha4YMMoro obbekTa
KPUTUYECKON MHOPMaLMOHHON NHPACTPYKTYpSI;

3) BOCCTaHOBNIEHNE (DYHKLIMOHMPOBAHNS 3HAYMMOro 06 beKTa KPUTNYECKOW MHPOPMALIMOHHOW
NHPaACTPYKTYpPbl, 0becnevynBaemMoro B TOM YMC/e 3a CYET CO34aHUSA N XPaHEHUS pe3epBHbIX KOMWI
HeobxoaMMoNl 411 3TOro MHopMaLmm;

4) HenpepbIBHOE B3aMMOAENCTBIE C rOCyAapCTBEHHON cucTemMon obHapy>XxeHuns, NpeaynpexxaeHns n
JINKBMAALMM NOCNEACTBUIA KOMMbIOTEPHbIX aTak Ha MH(OPMaLMOHHbIE pecypchl Poccmuinckon depepaumn.

CtaTtbsa 11. TpeboBaHus no obecnevyeHmnto 6€30MaCHOCTM 3HAYUMbIX 0O BEKTOB KPUTUYECKOW
NHHOPMaLMOHHON NHDPACTPYKTYPbI

1. TpeboBaHus no obecneyeHmto 6€30MaCHOCTU 3HAYMMbIX 0OBEKTOB KPUTUYECKON MHPOPMALIMOHHOWN
NHGPaCTPYKTYpPbI, yCTaHaBAMBaeMble pefepasibHbIM OPraHoM UCMOMHNTENBHON BAACTH, YNOAHOMOYEHHbIM
B obnacTn obecneveHuns 6€30MNacHOCTU KPUTUHECKON MHGOPMALIMOHHON NHGPACTPYKTYpbl Poccminckonm
depepaumm, puhhepeHUMpyoTCS B 3aBUCUMOCTU OT KaTErOpUM 3HAaYUMOCTN 06BEKTOB KPUTUYECKON
NH(OPMALMOHHOM MHPACTPYKTYPLI 1 3TUMK TpeboBaHMAMM NpefyCMaTpPUBaOTCA:

1) nnaHnpoBaHue, pa3paboTka, COBEPLUEHCTBOBAHMNE W OCYLLECTBJIEHNE BHEAPEHNS MEPOMPUATHIA NO
obecneyeHnto 6e30MacHOCTM 3Ha4YMMbIX 06 BEKTOB KPUTUYECKON MHOPMALMOHHON NHPPACTPYKTYPbI;

2) NpUHATME OpPraHN3aLMOHHBIX N TEXHUYECKMX Mep AS1a obecnedyeHms 6€30MacHOCTM 3Ha4YUMbIX 06bEKTOB
KPUTUYECKON NH(OPMALIMOHHON NH(PACTPYKTYPbI;

3) ycTaHoB/IEeHME NapaMeTPOB 1 XapaKTePUCTUK NPOrpaMMHbIX 1 NPOrpaMMHO-annapaTHbIX CPeAcCTs,
npruMeHseMbix Ana obecneyveHns 6€30MacHOCTU 3HAYUMbIX 06 BEKTOB KPUTUYECKON NHGPOPMALIMOHHON
NH(PACTPYKTYPbI.

2. [ocypapCTBEHHbIE OpraHbl U POCCUACKNE IOPMANYECKIME LA, BBINOJIHALWME YHKLMX N0 pa3paboTke,
NPOBEAEHNIO NN peann3auny rocyaapCTBEHHON NOANTUKN W (MSIM) HOPMAaTUBHO-MPABOBOMY
perynnupoBaHuio B YCTaHOBJIEHHON cdhepe AeATeNbHOCTH, MO COrjiacoBaHuMio ¢ pefepasibHbiM OpraHom
NCNONHNTENLHOW BNACTK, YNOJHOMOYEHHbIM B 061acTu obecneyeHmns 6€30MacHOCTY KPUTUYECKON
MH(OPMaLMOHHOM MHGPACTPYKTYpLI Poccuinckon depgepalim, MOryT yCTaHaBAMBaTb LOMNOSHUTE/bHbIE
TpeboBaHMsa nNo obecrneyeHnto 6€30MaCcHOCTM 3HAYUMbIX 0O bEKTOB KPUTUYECKOW MHPOPMALIMOHHOW
NHGPACTPYKTYpPbI, coepXalime 0Co6eHHOCTU YHKLMOHWPOBAHUS Taknx 06 beKTOB B YCTaHOBIEHHON
chepe pedaTensHOCTH.

CtaTtbsa 12. OueHka 6€30MacHOCTU KPUTUYECKON MHPOPMALIMOHHON MHGPACTPYKTYpPSI

1. OueHka 6€30MacHOCTU KPUTUYECKON NHGOPMALIMOHHON NHPACTPYKTYPbl OCYLLLECTBAAETCS
henepanbHbIM OPraHoOM UCMOJIHUTENLHON BACTKW, YNOAHOMOYEHHbLIM B 061aCTn obecneyeHuns
DYHKLIMOHNPOBaHMA FOCY AapCTBEHHOW CUCTEMbI 0OHaPY XEeHNS, NPpeaynpeXaeHns N INKBMAauun
NnocNeaCTBMIN KOMMbIOTEPHbIX aTak Ha MH(OPMaLMOHHbIE pecypchl Poccunckon ®epepaumm, B Lensx
NPOrHO3MPOBAHNSA BO3HUKHOBEHWS BO3MOXXHbIX Yrpo3 6€30MacHOCTU KPUTUYECKOW MHEOPMaLIMOHHON
NHPACTPYKTYPb! 1 BbIPAabOTKIM Mep Mo NOBbLILLEHWIO YCTONYNBOCTN ee (PYHKLMOHNPOBaHMSA Npu
NpOBeLEHNM B OTHOLLUEHMMN €€ KOMMbIOTEPHbIX aTak.

2. Mpwn ocywecTBneHnN oLeHKN 6e30MacHOCTM KPUTUYECKON MHADOPMALMOHHON MHPPACTPYKTYpPbI
NPOBOAMUTCA aHaN3:

1) naHHbIX, NONyYaeMbIX NPU NCMOb30BAHNM CPEACTB, NPeAHa3HaYeHHbIX 015 0BHapyXeHus,
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npenynpexaeHns n MMKBUAaLMN NocneaCcTBMN KOMMNbIOTEPHbIX aTak 1 pearnpoBaHNs Ha KOMMNbIOTEPHbIE
WHUWOEHTbI, B TOM YUC/1e UHGOPMALMN O HAIMYMKN B CETAX INEKTPOCBA3N, MCNOJSIb3YEMbIX AN OpraHu3auum
B3aNMOEeNCTBUSA 06bEKTOB KPUTMYECKOW MHPOPMALIMOHHOW NHGPACTPYKTYpPbI, MPU3HAKOB KOMMbIOTEPHbIX
aTak;

2) nH(popMaLMmn, NpeacTaBaseMon cybbekTaMm KpUTUYECKON NHPOPMaLIMOHHON UHPACTPYKTYpPbI U
dhenepanbHbIM OPraHoOM MCMOMHUTENbHON BAACTH, YNOAHOMOYEHHbIM B 061aCTh obecneyeHns
6e30MacHOCTM KPUTUYECKON NHPOPMALIMOHHON UHGPACTPYKTYpbl Poccminckon deaepauum, B COOTBETCTBMM
C NepevyHeM MHpOpMaL MM 1 B NOPSLAKe, onpeaenseMbiMn hefepasbHbiM OpraHoOM UCMOAHUTENbHOW BAACTH,
YMO/HOMOYEHHbIM B 061aCTn obecneyeHns yHKLMOHNPOBAHNSA rOCYAapCTBEHHOW CMCTEMbI 0OHapyXeHns,
npeaynpexaeHnsa 1 NMMKBUAaLMM NOCNeACTBUA KOMMbIOTEPHbIX aTak Ha MH(POPMaLIMOHHbIE pecypChbl
Poccuinckon ®epepaliimn, a TakXKe UHbIMU He SBASIOWMMUCA CyObeKTaMn KPUTUYECKON MHAOPMALIMOHHON
NH(PaCTPYKTYpPbl OpraHaMu 1 OpraHn3auusMmn, B TOM YNCNE MHOCTPAHHLIMU U MeXAYHAaPOLHbLIMY;

3) cBeaeHWi, NPeACTaB/IAEMbIX B TOCYAaPCTBEHHYIO CUCTEMY 0BHapYXXeHWs, NpeaynpeXXaeHns u
NNKBMAALMMN NOCNEACTBUIN KOMMbIOTEPHBIX aTak Ha MH(POPMaLMOHHbLIE pecypchl Poccuinckon depepauum no
nTOoraM nNpoBefeHNs rocyaapCTBEHHOO KOHTPOASA B 0bnacTn obecnedeHns 6e30MacHOCTM 3HAYUMBbIX
06BEKTOB KPUTUYHECKON UHGOPMALMOHHOM MHDPACTPYKTYPLI, 0 HapyLweHun TpeboBaHUi nNo obecneyeHunto
6e30MacHOCTM 3Ha4YMbIX 06 LEKTOB KPUTUYECKOW MHDOPMALIMOHHON NHPPACTPYKTYpPbI, B pe3yibTaTe
KOTOPOro CO34atoTCa NPeanoCblIKU BOSHUKHOBEHUSA KOMMbIOTEPHbIX UHUNAEHTOB;

4) nHow nHopmMaL MK, Nony4aeMon heaepasbHbIM OPraHOM UCMONHUTENLHON BAACTKW, YNOJHOMOYEHHbIM B
obnactu obecneyeHunss GyHKLMOHMPOBAHNSA rOCYyAapCTBEHHOW CUCTEMbI 0OHAPYXXEHUS, MpeaynpeXXaeHus un
JNIMKBMAALMMN NOCNEACTBMIN KOMMbIOTEPHBIX aTak Ha MH(POPMaLMOHHbIE pecypchbl Poccuinckon depepauun, B
COOTBETCTBUY C 3aKOHOAATENbCTBOM Poccuinckon ®enepaumm.

3. lna peannsaumm noaoXXeHnin, NpegyCMOTPEHHbIX 4acTaMn 1 1 2 HacTosAWeEN cTaTbu, hefepanbHbIi
OpraH UCNOJIHUTENbHON BNACTK, YNOJHOMOYEHHIN B 061acTn obecnevyeHns yHKLMOHNPOBaHNS
rocyapCTBEHHON CUCTEMbI OBOHAPYXXEHUS, NPeayNPeXAeHNA 1 IMKBUAALMN NOCAEACTBMIA KOMMbIOTEPHbIX
aTaK Ha UH(OPMaLMOHHbIE pecypchl Poccnnckon deaepauum, opraHn3yeT YCTaHOBKY B CETAX
3N1EKTPOCBA3N, NCMOJIb3YEMbIX 4J19 OpraHun3aLmm B3auMoaencTBmna 06bEKTOB KPUTUYECKON
NH(OPMALIMOHHOM MHGPACTPYKTYPLI, CPEACTB, NPefHa3HAYEHHbIX A1 NOUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B TaKUX CETHAX 3/IEKTPOCBA3MN.

4. B uensx pa3paboTku Mep No COBEPLIEHCTBOBaHNIO 6E30MacHOCTN KPUTUYECKOWM MHPOPMALIMOHHOW
NHGPaCTPYKTYpbl pefepanbHbii OpraH UCMOMHWUTENLHON BAACTH, YNOAHOMOYEHHbIN B 061aCTH
obecneyeHns PyHKLMOHNPOBAHMA FOCYAAPCTBEHHON CUCTEMbI OOHapYyXXeHNs, NpeaynpeXxaeHns m
JINKBMAALMM NOCNEACTBUMA KOMMbIOTEPHBIX aTak Ha MH(OPMaLMOHHbIE pecypchl Poccuinckon ®epepalimm,
HanpaBnseT B (pefepasbHblil OpraH UCMONHUTENBHOW BIAaCTU, YNOAHOMOYEHHbIN B 0bnacTtun obecneyeHuns
6e30nNacHOCTN KPUTNYECKOM MHPOPMALMOHHOM MHGPACTPYKTYpPbl Poccuinckon ®enepaumm, pesynbTaThbl
OCyLLEeCTB/IeHNS OLEeHKN 6e30NacHOCTN KPUTUYECKOW MHDOPMALMOHHON NHPPaCTPYKTYpbI.

CtaTtbsa 13. FocyaapCTBEHHbIN KOHTPO/b B 06nacTn obecneyeHns 6e3onacHOCTM 3HA4MMbIX 0OBEKTOB
KPUTUYECKON NH(OPMALIMOHHON NH(PACTPYKTYPSI

1. FocyfapCTBEHHbIA KOHTPOSb B 061acTn obecneveHns 6€30nacHOCTU 3Ha4YMMbIX 06 BEKTOB KPUTUYECKON
MHMOPMaLMOHHON NHHPACTPYKTYPbl MPOBOANTCA B LIeNSX NPOBEpKM cobniofeHns cybbekTamm
KPUTUYECKOW MHDOPMALMOHHON NHPPACTPYKTYPbl, KOTOPLIM Ha NpaBe COBCTBEHHOCTW, apeHAbl U MHOM
3aKOHHOM OCHOBaHWW NMpUHaAfiexaT 3Ha4nuMble 06BEKTbI KPUTUYECKON MHGOPMALMOHHOW
NHMPaCTPYKTYpbl, TpeboBaHNI, yCTaHOBEHHbIX HacToAWMM DefepanbHbiM 3aKOHOM U NMPUHATBIMU B
COOTBETCTBUM C HUM HOPMATUBHbLIMU NPABOBLIMU aKTaMU. YKa3aHHbIN rOCYyAapCTBEHHbIA KOHTPOJIb
NPoOBOAMUTCH NYTEM OCYLLeCTBNEHNA efepalibHbIM OPraHoM UCMOSHUTENLHOW BIACTU, YNOJHOMOYEHHbIM B
obnactn obecnevyeHus 6e30MacHOCTN KPUTUYECKON NHPOPMALIMOHHON UHGPACTPYKTYpPbl POCCMICKOW
®epfepaLu, NIAHOBbLIX UM BHEMIAHOBLIX MPOBEPOK.
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2. OcHOBaHWEM A5 OCYLLEeCTBAEHWSA MaHOBOW MPOBEPKY ABASETCH UCTEYEHNE TPeX JieT CO AHA:

1) BHeceHus cBegeHnn 06 06beKTE KpUTUYECKOW MHDOPMALIMOHHON NHAPACTPYKTYPbl B PEECTP 3HAYUMbIX
06BbEKTOB KPUTUYECKON MHDOPMALMOHHON MHPACTPYKTYPbI;

2) OKOHYaHMA OCYLLECTB/IEHNS NOC/IeAHEN NNaHOBOW NPOBEPKM B OTHOLLEHWM 3HA4YMMOro obbekTa
KPUTUYECKOW MHPOPMALIMOHHON MHGPACTPYKTYPbI.

3. OcHoBaHWEM A5 OCYLeCTBAEHNS BHEMNNAHOBOW NPOBEPKMN ABAETCS:

1) ncteyeHue CpoKa BbIMOSHEHUS CYOBEKTOM KPUTUYECKON MHEOPMALMOHHON NHPPACTPYKTYpI
BblAAHHOr0 (hefepasbHbIM 0PraHOM UCMONHUTENbHOW BACTW, YNOAHOMOYEHHbIM B 0651acTy obecneyeHns
6e30MacHOCTM KPUTNYECKON MHPOPMALIMOHHON NHGPACTPYKTYpbl Poccuinckon ®epepaunn, npeanmcaHms
06 yCcTpaHeHUn BbISBIEHHOI0 HapyLleHnsa TpebosaHuiA no obecneyveHno 6€30NacHOCTU 3HAYUMBbIX
06BbEKTOB KPUTNYECKON NHPOPMALMOHHON MHPACTPYKTYPbI;

2) BO3HWKHOBEHMNE KOMMbIOTEPHOr0 NHLMAEHTA, MOBNEKLLErO HEeraTUBHbIE NOCNEACTBUSA, Ha 3HA4YMMOM
00BbEKTE KPUTNYECKON NHGDOPMALIMOHHON NHDPACTPYKTYPSI;

3) npuKa3s (pacnops»keHue) pykosoguTtens peaepanbHOro opraHa UCNoSIHUTEIbHON BJIacTw,
YyMNOJIHOMOYeHHOr0 B 06nacTu obecneyveHns 6e30MacHOCTN KPUTUHECKON MH(OPMaLMOHHON
NHPaCTPYKTYpbl Poccninckon degepaunmn, N3gaHHbI B COOTBETCTBUM C MOpyYeHmem lNpe3naeHTa
Poccuiickon ®epepaumm unu MNpasutensctsa Poccuinckon ®epepavimm nnbo Ha oCHoBaHWMM TpeboBaHMUA
NpoKypopa 06 oCyLLeCTBAEHNW BHEMIAHOBOW MPOBEPKM B paMKax MPOBEAEHMS HaZ30pa 3@ UCMOHEHNEM
3aKOHOB MO NOCTYMNMBLLMM B OpraHbl NPOKypaTypbl MaTepuaniam 1 obpaLleHunsm.

4. Mo uToram NNaHOBOW WAN BHEMNAHOBOW NpoBepKY hefepasibHbIM OPraHoM UCMOSHUTENbHON BNACTH,
YNOJIHOMOYEHHbIM B 061acTu obecneyeHns 6e30nacHOCTN KPUTNYECKON MH(POPMALMOHHON
NHGPaCTPYKTYpbl Poccuinckon depepaunn, COCTaBNAETCS aKT NPOBEPKU MO YTBEPXKLEHHON YKa3aHHbIM
opraHom ¢opme.

5. Ha ocHOBaHMM aKTa NPOBEPKM B Cly4ae BbISBIEHNS HapyLLueHns TpeboBaHun HacToswero ®efepasbHOro
3aKOHa U MPUHATBLIX B COOTBETCTBMMU C HUM HOPMaTMBHbLIX NMPaBOBbIX aKTOB M0 obecneyeHnio 6e3onacHoCTy
3Ha4YMMbIX 06 LEKTOB KPUTUYECKOW MHDOPMALIMOHHON NHPPACTPYKTYpPbI hefepasibHbI opraH
NCNOJIHATESIbHON BIACTW, YNOJHOMOYEHHbIA B 06nacTu obecneyveHns 6e30nacHOCTY KPUTUYECKON
MHOPMaLMOHHON MHAPACTPYKTYpPbI Poccuinckon deagepaunn, BolgaeT CyObeKTY KPpUTUYECKON
MH(OPMaLMOHHON MHGPACTPYKTYPLI NpeanucaHne 06 yCcTpaHeHW N BbIABJIEHHOM0 HapyLLEHNS C yKa3aHueM
CPOKOB €ro yCTpaHeHus.

CtaTbs 14. OTBETCTBEHHOCTb 3a HapylleHne TpeboBaHu HacTosLero ®enepanbHOro 3aKOHa U NPUHSATBIX
B COOTBETCTBUW C HUM MHbIX HOPMAaTUBHbIX MPaBOBbLIX aKTOB

HapylweHue TpeboBaHuin HacTosiwero ®enepanbHOro 3aKOHa U MPUHATLIX B COOTBETCTBUM C HAM MHbIX
HOPMATMBHbIX NPaBOBbIX aKTOB BJIEYET 3a CO6O OTBETCTBEHHOCTb B COOTBETCTBUMN C 3aKOHO4ATENLCTBOM
Poccuinckon ®egepaumm.

CtaTtbsa 15. BcTynneHue B cuny HacToswero ®egepasbHOro 3akoHa

HacToawwmin ®enepasibHbl 3aKOH BCTynaeT B cuily ¢ 1 aHBaps 2018 ropa.

Mpe3npeHT Poccuinckon ®epepauuu B.MyTnH

MockBa, Kpemnb
26 niona 2017 ropa
Ne 187-03
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