006 onpepeneHun yrpo3 6e30nacHOCTU NEPCOHANbHbIX AAHHbIX,
aKTyaJibHbIX Npu 00paboTKe NnepcoHaNbHbIX AAHHbIX B
MH(POPMALMOHHBIX CUCTEMAX NEPCOHAJIbHBIX AAHHbIX,
aKCnyaTupyeMmsix B cpepax aeaTesIbHOCTU, HOPMATUBHO-
npaBoBOe peryJsimpoBaHue KOTOPbIX OCYyLLeCcTBAAeTCA
MuHucTepcTsoMm TpaHcnopta Poccunckon depepauumm

Mpukas - Ne 141 - o1 19.04.2023 - MMHNCTEPCTBO TpaHCNopTa - [JencTeyeT 6e3 n3MeHeHnn

MWHWCTEPCTBO TPAHCMOPTA POCCUNCKOW ®ELEPALIAN
MPNKA3
MOCKBA

19 anpena 2023 r. Ne 141

06 onpegeneHnn yrpo3 6e3onacHOCTM NePCOHaNbHbIX AaHHbIX, aKTyalbHbIX Npy 06paboTke NepcoHanbHbIX
OaHHbIX B I/IHCbOpMaLI,I/IOHHbIX CncTteMax NepCcoHasibHbIX AaHHbIX, 3KCMyaTUPyeMbIX B C(;bean
LesATeNbHOCTH, HOPMATUBHO-MPABOBOE PEryanpoBaHNe KOTOPbIX OCYLLeCcTBAseTCs MUHUCTEPCTBOM
TpaHcnopTa Poccninckon ®egepaumn

3aperncTpupoBaH MuHtocToM Poccnm 26 mas 2023 .
PernctpaunoHHbin Ne 73515

B cooTBeTCTBUK C YacTblo 5 cTaTbn 19 GenepanbHOro 3akoHa oT 27 utona 2006 r. Ne 152-03 "0
nepcoHasbHbIX AaHHbIX" U NYHKTOM 1 [MonoxeHnsa o MMHUCTepCTBe TpaHcrnopTa Poccunckon ®epepauunu,
yTBEPXXAEHHOr0 NocTaHoBAeHneM lMNpaBnTenbcTea Poccminckon Pegepaumm ot 30 uona 2004 r. Ne 395,
NpuKasblBalo:

OnpefennTb yrpo3bl 6e30nacHOCTM NepcoHanbHbIX AaHHbLIX, akTyasbHble npu 06paboTke nepcoHanbHbIX
LaHHbIX B UHDOPMALMOHHBIX CUCTEMAX NepCOoHasbHbIX AAaHHbIX, SKCMyaTUPYEMbIX B cpepax
LeATeNIbHOCTU, HOPMATUBHO-NPABOBOE peryanpoBaHne KOTopbIX ocyLecTeaseTcss MMHUCTEePCTBOM
TpaHcnopTa Poccunckon ®efepaun, COracHO NPUAOXKEHUIO K HACTOALLEMY NPUKa3y.

MwuHucTp B.I.CaBenbeB
MpunoxeHne

K npuKasy MuHTpaHca Poccun
oT 19 anpens 2023 r. Ne 141

Yrpo3bl 6€30NaCcHOCTY MePCOHaJIbHbIX AaHHbIX, aKTyaslbHble Npu 06paboTKe NepcoHasbHbIX AaHHbIX B
NHMOPMaLIMOHHbLIX CUCTEMAX NepCoHasIbHbIX AaHHbIX, SKCMJIyaTUPyeMbIX B Cpepax LeaTeNbHOCTH,
HOPMaTMBHO-MPABOBOE PEryIMPOBaHNE KOTOPbLIX OCyLecTBaseTca MMHUCTEPCTBOM TpPaHCMopTa
Poccuinckon degepaunmn

Yrpo3amu 6e30nacHOCTY NEPCOHANbHbIX AaHHbIX, aKTyasbHbIMK Npu 06paboTke NepcoHasbHbIX AaHHbIX B
MHOPMaLMOHHbBIX CUCTEMAX NEePCOHasbHbIX aHHbIX, IKCMIyaTUpPyeMbIX B chepax LesTeNbHOCTH,
HOPMaTUBHO-MPABOBOE PEryIMPOBaHNE KOTOPbIX OCYLLECTBASETCS MUHUCTEPCTBOM TPaHCMopTa
Poccuinckon defepaumnn (fanee - MHHOPMaLMOHHbIE CUCTEMBI), ABASAIOTCS:

Yrpo3bl, CBSI3aHHbIE C 0COBEHHOCTAMMN (hYHKLIMOHMPOBAHUS TEXHNYECKNX, MPOrPaMMHO-TEXHUYECKUX 1
NporpaMMHbIX CpefcTB, obecneynBatoLmMx XxpaHeHne, 06paboTky 1 nepeaavy MHGOpPMaLNK;

Yrpo3bl HECAHKLIVOHMPOBAHHOIO A0CTYNa (BO3AECTBMUS) K OTHY>KAAEMbIM HOCUTENSIM NEPCOHANbHbBIX
AaHHbIX, BKJOYAs NEPEHOCHbIE MePCOHasIbHbIE KOMMbIOTEPbI MOJib30BaTes el MHPOPMALMOHHBIX CUCTEM;
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Yyrpo3bl BO34EeNCTBNSA BPEAOHOCHOI0 Koda U (1an) Bpe4OHOCHOW NPOrpaMMbl, BHELIHUX MO OTHOLUEHUIO K
NH(OPMALMOHHLIM CUCTEMAM;

Yrpo3bl HECAaHKLUMOHNUPOBAHHOIO A0CTYMNa (BO3AENCTBUA) K MEPCOHANbHbBIM JaHHbLIM ILaMK,
o6nap,arou_w|M|/| NMOJIHOMOYNAMN B I/IHq;)OpMaLI,I/IOHHbIX cncTtemMax, B TOM 4Yucse B Xxoge co3faaHuA, pa3sBnTtud,
BBOZA B 3KCMJlyaTaLMIo, 3KCyaTalMmn 1 BbiBOAA M3 3KCNyaTalmMm UHHOPMALMOHHBIX CUCTEM, U
AalbHENLEro XxpaHeHns cogepxxallencsa B nx 6asax AaHHbIX MHGOpPMaLmuu;

yrpo3bl MCNOJIb30BaHNA METOA0B BO3AENCTBMA Ha NnL, obnafatowmx NnoAHOMOYMAMN B MHDOPMALMOHHbIX
cucTeMax;

Yyrpo3bl HECAHKLMOHNPOBAHHOIO AOCTYNa (BO3AENCTBUSA) K NEPCOHANbHLIM AAaHHbLIM INLAMU, HE
obnafaroWwmmMm NOHOMOYNAMY B MHPOPMALIMOHHBLIX CUCTEMAX, C UCMOJIb30BaHNEM YA3BUMOCTEN B
OpraHm3aunm 3aWwmnTbl NEPCOHANBbHbLIX LaHHbIX;

YyrpO3bl HECAHKLIMOHUPOBAHHOIO AOCTYNa (BO34ENCTBMSA) K MEPCOHANbHLIM AaHHbIM IMLaMK, He
obnagarowmMmMmn NOHOMOYNAMN B MHPOPMALIMOHHBIX CUCTEMAX, C UCMOJIb30BaHNEM YA3BNMOCTEN B
nporpamMMHOM obecneyeHnmn NHPOPMALMOHHBIX CUCTEM;

Yyrpo3bl HECAaHKLUMOHNPOBAHHOIO A0CTYNa (BO3AENCTBUSA) K MEPCOHANbHLIM AaHHbIM IMLAMWK, He
o6nap,arou_w|M|/| NMOJIHOMOYNAMU B I/IHq;)OpMaLI,I/IOHHbIX cucTtemMax, ¢ nCnosb3oBaHNEM yﬂ3BVIMOCTeI7I B
obecneyeHun 3aLnTbl CETEBOr0 B3aUMOAENCTBUSA U KaHaANOoB Nepefayn AaHHbIX;

Yyrpo3bl HECAHKLMOHNUPOBAHHOIO AOCTYMNa (BO3AENCTBNSA) K MEPCOHANbHBIM AaHHbIM IMLaMK, He
obnafalowmmMmn NOHOMOYUAMY B MHPOPMALIMOHHBLIX CUCTEMAX, C UCMOJIb30BaHNEM YA3BUMOCTEN B
obecneyeHnn 3aWnTbl BbIYUCUTENBHbLIX CETEN MHOPMALMOHHBIX CUCTEM;

Yrpo3bl HECAHKLMOHNPOBAHHOMO AOCTYNa (BO3AENCTBUSA) K NEPCOHANbHLIM AAaHHbLIM NLAMU, HE
obnafarowMmMmn NOIHOMOYNAMY B MH(POPMALIMOHHBLIX CUCTEMAX, C UCMOJIb30BaHNEM YA3BUMOCTEN,
BbI3BaHHbIX HecobtogeHneM TpeboBaHMin NO 3KCATyaTauum CPeacTB 3awnTbl MHGOPMaLmuu;

yrpo3bl PU3NYECKOro AOCTYNa K CPeLCTBaM BblHUCANTENbHON TEXHUKMW, HA KOTOPbIX Peasin30BaHbl
CpefCTBa KpMNTOrpadmyeckomn 3alnTel MHOpMaLun 1 cpefa yHKLMOHNPOBaHMS CPeacTB
KpunTorpaguyeckon 3awmnTbl MHGOPMaLMK;

Yyrpo3bl LieneHanpaBaeHHbIX 4ENCTBUN C MCMOJIb30BaHMEM anmnapaTHbIX 1 (1K) NPorpaMMHbIX CPeAcCTB C
LeNblo HapyLweHus 6e30MacHOCTM 3aLMLLaeMbIX C MCMOAb30BaHWEM CPEACTB KPUNTOrpathMyeckon 3aLmnThbl
MH(OPMaLMK NepCOHaNbHbIX AaHHbIX AW CO3AaHMS YCI0BUMIA ANS 3TOr0, onpefenseMsle onepaTtopamu
NH(OPMALIMOHHBIX CUCTEM B COOTBETCTBMM C COCTaBOM W COAEPXKAHNEM OPraHM3aLMOHHBIX U TEXHUYECKNX
Mep no obecneyeHnto 6e30MacHOCTM NepPCOHabHbLIX AaHHbIX NpK nx 06paboTke B MHPOPMALIMOHHBIX
CUCTEMaX NePCOHasbHbIX AaHHbIX C UCMOJb30BaHUEM CPeACTB KpUNTOrpaduyeckon 3awmnTbl MHGOpPMaLuu,
HeobXx04MMbIX 411 BbINOAHEHWS YCTAaHOBAEHHbIX MpaBnTensCcTBOM Poccuinckon ®epepaumm TpeboBaHmn K
3aliMTe NepCcoHanbHbIX AaHHbIX A1 KaXXA0ro U3 YPOBHEN 3alUNLLEHHOCTH, YTBEPXXAEHHBIMU MPUKa30M
depepansHon cnyx6bbl 6esonacHocTn Poccuinckon ®epepaumm ot 10 nona 2014 r. Ne 378 1.

1 3apeructpmnpoBaH MUHUCTEPCTBOM toCcTULMK Poccuinckon ®epepaumnm 18 aBrycta 2014 r.,
perncTpaumoHHbIn Ne 33620.
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