006 yTBep>xaeHuu NepeyHs nHpopMmauum, npepcTtaBaseMomn B
rocyaapCcTBeHHYI0 CUCTEMY ODHapy)XeHus, npeaynpeXxaeHusa u
NIMKBUAAUUU NOCNIeACTBMUA KOMNbIOTEPHbIX aTaK Ha
MH(popMaLMnOHHbIe pecypcbl Poccunckon depepauun u Mopapka
npeacTaBsieHUs MHOpPMaLMKM B roCyaapCTBEHHYIO CUCTEMY
oOHapy>XeHus, npepynpeXxaeHna u IMKBMAaL MM nocneacTBumn
KOMMbIOTEPHbIX aTaK HAa UH(OPMaLMOHHbIe pecypcbl POCCMUCKOM
depepauum

Mpuka3s * Ne 367 - oT 24.07.2018 - ®epepansHas cnyxba 6e3onacHocTu - lencTByeT 6€3 n3MeHeHu

OENEPANIbHAS CNTY)KBA BE30MACHOCTU POCCUNCKOW ®EOEPALINI

MPUKA3

MockBa

24 mionda 2018 r. Ne 367

06 yTBepxaeHun NMepeyHa nHpopMaunm, NpeacTaBasemMon B

roCyLapCTBEHHYIO CMCTEMY OBHapy )XeHus, NpeaynpexaeHms n

NNKBMAALMMN NOCNEACTBMIA KOMMbIOTEPHBIX aTak Ha

NHopMaLMOHHbIE pecypchl Poccunckon ®epepaunn n MNMopsaka

npeacTaBneHns NHOpMaLIMK B FOCYAAaPCTBEHHYIO CUCTEMY

obHapy>XeHus1, NpeaynpexxaeHna 1 IMKBAaUMmM NocneacTeumi

KOMMbIOTEPHLIX aTak Ha MH(OPMALIMOHHbIE Pecypchl

Poccuiickon ®epepalimu

3apeructpuposaH MuHtiocTom Poccum 6 ceHTsbps 2018 r.

PernctpauunoHHbin Ne 52108

B cooTBeTCTBUMN C NYHKTOM 5 YacTn 4 ctaTbh 6 PefilepanbHOro 3aKoHa oT 26 utonsa 2017 r. Ne 187-03 "O
6e30MacHOCTM KPUTUYECKON MHPOPMALIMOHHON NHGPACTPYKTYpbl Poccuinckon ®epepaunn

MPUKA3 bIBA IO

yTBEPANTL:

MepeyeHb MHOpMaLMK, NPeacTaBNSEeMON B rOCYJapCTBEHHYIO CUCTEMY OBHapyXeHUs, NnpeaynpexaeHuns
1 NMMKBUAALMM NOCNeACTBUA KOMMbIOTEPHbLIX aTak Ha MH(OPMaLMOHHbIE pecypchl Poccninckon depepaunm
(npunoxexwne Ne 1);

MopsifoK NpencTaBNeHNS NHGOPMaLIUK B FOCYAapPCTBEHHYIO CUCTEMY 0BHapYXeHWs, NpeaynpeXX4eHus n
JNNKBMAALMMN NOCNEACTBMI KOMMbIOTEPHBIX aTak Ha MH(OPMaLIMOHHbLIE pecypchbl Poccuinickon deaepauunn
(npunoxexwne Ne 2).

HOunpekTop A.BOPTHMKOB

CobpaHue 3akoHogaTenbCTBa Poccuickon ®epepaumm, 2017, Ne 31 (4. 1), cT. 4736.

MpunoxeHue Ne 1

K npukasy ®Cb Poccuu

oT 24 niona 2018 r. Ne 367

MNepeyeHb

MHGopMaLUK, NPeLCcTaBNSeMON B FOCYAAaPCTBEHHYIO CUCTEMY
obHapy>xeHus, NpefynpexxaeHna 1 MNKBUAALMN NOC/eACTBUN
KOMMbIOTEPHLIX aTak Ha MH(OPMALIMOHHbIE Pecypchl
Poccuiickon ®epepalimu

CkavaHo Ha canTe «3akoHbl PO» — https://actrf.ru Ctp.1wm33



1. HdopMaums, cogeprxallasacs B peecTpe 3Ha4MMbIX 06bEKTOB KPUTUYECKOW MHDOPMALIMOHHON
NHGPaCTPYKTYpbl Poccuinckon Pepepaunn (fanee - Kputnyeckas MHHOOPMaLIMOHHAsA MHADPACTPYKTYpPa).
2. NHdopmauns 06 oTCcyTCTBUN HEOBXOAUMOCTU NPUCBOEHNSA 0OBEKTY KPUTUYECKON MH(OPMALMOHHON
NH(PaCTPYKTYPbl O4HOW N3 KaTeropuin 3Ha4MMOoCTU.

3. NMHbopmaumsa 06 ncknveHnn obbekTa KpUTUYECKON MH(OPMaLMOHHOM MHPACTPYKTYPLI U3 peecTpa
3Ha4YUMbIX 06 BEKTOB KPUTNYECKON UH(POPMALIMOHHON NHPPACTPYKTYPLI, @ Takke 06 n3MeHeHnn KaTeropum
€ro 3Ha4YMMOoCTN.

4. HdopMauwma no utToram NpoBefeHns rocyaapCcTBEHHOro KOHTPoa B 061acTu obecneyeHns
6e30MacHOCTM 3Ha4YMMbIX 06 HEKTOB KPUTUYECKON MHEOPMALMOHHON MHPPACTPYKTYPbl O HApyLLEHNN
TpebosaHuin no obecnevyeHuo He30MaCHOCTY 3HAYNMbIX 06 HEKTOB KPUTUYECKOW MHDOPMALIMOHHON
NH(PaCTPYKTYpPbI, B pe3ysibTaTe KOTOPOro CO34aTCA NPEANOChI/IKM BOSHUKHOBEHNS KOMIMbIOTEPHbLIX
NHLNOEHTOB.

5. HdhopMaums 0 KOMMNbIOTEPHbIX MHUMAEHTAX, CBA3aHHbIX C (YHKLMOHMPOBAHNEM 0OBEKTOB KPUTUYECKON
NH(OPMALMOHHON MHGPACTPYKTYPbI:

[laTa, BpeMs, MeCcTo HaX0oXAeHNa Un reorpagmyeckoe MecTonosioxeHne obbekTa KpuTuyeckom
NH(OPMALIMOHHON MHGPACTPYKTYPLI, Ha KOTOPOM MPOM30LUEN KOMMbIOTEPHbIA UHLWAEHT;

Hanu4yme NpUYNHHO-CIeACTBEHHOMN CBA3MN MEXAY KOMMbIOTEPHbLIM UHLMLEHTOM U KOMMbIOTEPHON aTakom;
CBA3b C APYTMMU KOMMbIOTEPHBIMU MHUUAEHTAMW (NPU HaMYnn);

COCTaB TEXHWNYECKMX MapaMeTpOB KOMMbIOTEPHOr0 MHLMAEHTA;

nocneacTBMSA KOMMNbIOTEPHOMO NHUMUAEHTA.

6. NHas nHdpopmauus B 06nact 0bHapyXeHns, NpenynpexxaeHns u TMKBUAaLnM nocneacTemm
KOMMbIOTEPHBIX aTakK 1 pearnpoBaHnsa Ha KOMMbOTEPHbIE MHUUAEHTLI, NpefocTaBnasemMas cybbekTamm
KPUTUYECKOWN MH(POPMALIMOHHON NHPACTPYKTYPbI Y UHBIMU HE SBASIOWUMUCS CyDbekTaMu KpUTUHECKO
NH(OPMALMOHHON MHPACTPYKTYPLI OpraHaMm 1 opraHu3aLmsaMm, B TOM Y1CSIe MHOCTPAHHbIMU 1
MeXAYyHapoaHbIMU.

MpunoxeHune Ne 2

K npukasy ®Cb Poccuu

oT 24 miona 2018 r. Ne 367

Mopsapok

npeacTasneHns MHHOPMaL MmN B rocylapCTBEHHYIO CUCTEMY

obHapy)XeHus, npeaynpexxaeHnua n NnKenaauny nocneacTeuii

KOMMbIOTEPHBIX aTak Ha UHOPMALNOHHbIE PecypcChbl

Poccuiickon ®epepalimu

1. lHpopMauwms, yKazaHHas B NyHKTax 1 - 4 [MepeyHs nHpopMaumm, NpeacTaBaseMon B roCy4apCTBEHHYIO
cuctemy obHapyxeHus, npeaynpexxaeHus n ANKBMAaLUmM NocaeACTBUA KOMNbIOTEPHbIX aTak Ha
NHOPMaLIMOHHbIE pecypchl Poccuinckon denepaunn, yTeepxaeHHoro npmukasom ®Cb Poccun oT 24 nions
2018 r. Ne 367 (manee - MNepeyeHb), NPeACTaBASETCA B rOCYAapCTBEHHYIO CUCTEMY OBHapyXeHus,
npenynpexaeHns n AMKBUAaLMM NoCNeaCTBMIN KOMMbIOTEPHbIX aTakK Ha MHPOPMaLMOHHbIE pecypchl
Poccuinckon ®epepaunn (oanee - FocCOMNKA) genepasibHbIM OpraHoOM UCNOSIHUTEIbHOW BNAACTW,
YyNOAHOMOYEHHbIM B 061acTh obecneveHns 6e30nacHOCTM KpUTUYECKOW MHDOPMALMOHHON
NHPacTPyKTYypbl Poccninckon Pegepaunmn (aanee - ynosIHOMOYEHHbIN OpraH), MyTeM ee HanpaB/eHNs B
HaLMoHaNbHbIN KOOPANHALMOHHBIV LLEHTP N0 KOMMAbIOTEPHLIM MHLMAEHTaM (ganee - HKLLKW) He pexxe pa3a
B MeCAL, U He rno3Hee MeCcsa4yHoro cpoka C MOMeHTa:

BKJIIO4EHNS 06bEKTa KPUTUYECKON MHOPMALMOHHOW MHPPaCTPYKTYpbl Poccuinckon ®epepaumnm (Danee -
KpUTU4eckas MHHOPMaLMOHHAs UHGPACTPYKTYpa) B peecTp 3Ha4YNMbIX 06 bEKTOB KpUTUYECKOW
NHMOPMaLMOHHON NHDPACTPYKTYPhI;

N3MEHEeHUs KaTeropuy 3Ha4UMOCTM, MPUCBOEHHOW 3HAYUMOMY 0O BEKTY KPUTUYECKOW MHDOPMALIMOHHON
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NHPACTPYKTYpPSbI;
nosiyyeHns nHgopmaumm o6 oTCYyTCTBUN HEOBXOAUMOCTU NPUCBOEHNSA 0BBEKTY KPUTUYECKON

NHOPMALMOHHON NHDPACTPYKTYPbl OAHOW U3 KaTeropuin 3Ha4MMoCTK;

NCKOYeHNs 00 beKTa KPUTNYECKON MHPOPMALIMOHHON UHGPACTPYKTYpPbI U3 peecTpa 3Ha4YMMbiX 06beKToB
KPUTUYECKOW MHOPMALIMOHHON MHGPACTPYKTYPbI;

COCTaBJIEHNS aKTa MPOBEPKM MO NTOraM OCYLLECTBAEHNSA FrOCYAAPCTBEHHOO KOHTPOAS B 061acTn
obecneyeHns 6e30MacHOCTM 3HaYNMbIX 06 LEKTOB KPUTUYECKON MHOPMALMOHHON NHPPACTPYKTYpbI, B
KOTOPOM COAEPXUTCA MHopMaumsa o HapyLlieHun TpebosaHnin no obecnevyeHnto 6€30MacHOCTM 3HAYNMBbIX
06BEKTOB KPUTUHECKON NHGOPMALMOHHOM MHDPACTPYKTYPLI, B pe3yabTaTe KOTOPOro CO34atTcs
NPeAnoCbIIKU BO3HUKHOBEHUSA KOMMbIOTEPHBLIX UHLMAEHTOB.

2. Hopmaums, ykasaHHasa B NyHKTax 1 - 4 [epeyHs, HanpasiaseTcs yrnoJIHOMO4YeHHbIM opraHoM B HKLIKA
B (hopMaTax, onpenesieHHbIX YNoJIHOMOYEHHbIM OpPraHoM.

3. Hdopmauuns, ykasaHHas B NyHKTe 5 MNepeyHs, npeacTaBnseTcs cybbekTamy KpUTUYeCKom
NHopMaLMOHHON NHDPacTPYKTYpbl B FTOcCOMNMKA nyTem ee HanpasneHns B HKLLKW B cOOTBETCTBUN C
onpegeneHHbiMn HKLKW hopmaTamm € MCnoib30BaHNEM TEXHUYECKON NHGpacTpykTypbl HKLKW,
npefHa3Ha4YeHHON NS OTAPaBKKW, NoayyYeHuns, 06paboTKM 1 XpaHeHNs yBEAOMAEHWIA 1 3aNPOCOB B paMKax
MH(OPMALIMOHHOI0 B3aMMOLENCTBMUA C CybbekTaMn KpUTu4eckon MHHOPMaLMOHHON NHPPACTPYKTYpLI, a
TakXXe C UHbIMU He ABASIOLWMMUCS CYObeKTaMN KPUTUYECKON UH(OPMaLMOHHOM MHADPACTPYKTYPSI
opraHamy 1 opraHu3aunsMm, B TOM YUCS1e UHOCTPaHHBIMU 1 MeXAYHAapOLHbIMY (fanee - TeXHUYecKas
nHpacTpykTypa HKUKWN).

4. B cnyyae OTCYTCTBUS NOAKIIOYEHMSA K TEXHUYeCKON nHgppacTpykType HKUKW nHdopmauma
HanpaBaseTCca NoCpeLCTBOM NOYTOBOM, (DAaKCUMUALHOW AN 3EKTPOHHOWN CBA3MN Ha afapeca (TenedoHHble
Homepa) HKLKW, yka3aHHble Ha opumunanbHOM canTe B MHDOPMALMOHHO-TENEKOMMYHNKALMOHHON CeTK
"HTepHeT" no agpecy: "http://cert.gov.ru".

5. NHdopmauus, ykasaHHas B NyHKTe 5 MNepeyHs, HanpaBnseTcs cybbekToM KpUTUYECKON
NHOPMaLMOHHON MHDPACTPYKTYpbl B HKLUKW He no3aHee 24 4acoB ¢ MOMeHTa 0BbHapyXeHus
KOMIMbIOTEPHOr0 NHUMAEHTA.

6. HKLUKW yBepomnsieT cybbekT KpUTUYECKON MH(OPMALMOHHON MHPACTPYKTYPbl O NMOSYyHEHUN
MH(OPMaLMK, HaNpPaBAeHHOW B COOTBETCTBMU C MYHKTOM 5 HacTosAwero Mopsaka He no3gHee 24 4acos ¢
MOMEHTa ee MoJIy4yeHus.

7. MHdopmaumsa, ykasaHHaa B NyHKTe 6 lMNepeyHs, npencrtasnsetca B FocCOMNKA nyTem ee Hanpas/ieHUs B
HKUKW nocpeacTtsom No4TOBOW, (haKCMMUJIbHOWN U SNEKTPOHHOW CBA3M Ha agpeca (TenedoHHbie HoMepa)
HKLKW, yka3aHHble Ha ouLnaibHOM cainTe B UHDOPMALMOHHO-TENIEKOMMYHUKALNOHHON ceTn "UHTepHeT"
no agpecy: "http://cert.gov.ru".

8. Mpun HanU4MM NOAKOYEHNSA K TeXHNYecKon nHgppacTpykType HKLKW nHdopmaums, ykasaHHas B NyHKTe
6 MepeyHa, HanNpaBASeTCA NOCPEACTBOM UCMONb30BaHUSA AaHHON UH(PACTPYKTYPbI.

9. NH(opmaums, ykasaHHasa B NyHKTe 6 MepeyHsa, npeactasnsetcsa B [ocCOMKA B cpoku, AOCTaTOYHbIE AN
CBOEBPEMEHHOr0 NPOBEAEHNSA MEPOMNPUATUIA MO 0OHAPYXEHNIO, NPEAYNPEXAEHNIO N IMKBUAALAN
NnocNeaCTBMIN KOMMbIOTEPHbIX aTakK 1 pearnpoBaHUI0 Ha KOMMbIOTEPHbIE UHLMAEHTbI.
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