006 yTBep>xaeHun TpeboBaHuu o 3awmute UHpopMaLuum,

comep>Xallencs B rocyaapCcTBeHHbIX UH(POPMaALUOHHBbIX

CUCTeMaXx, € UCNoJib30BaHUEeM WUdpoBasibHbIX

(kpunTorpacdumyeckux) cpencTs

Mpuka3s * Ne 524 - o1 24.10.2022 - ®epepansHas cnyxba 6e3onacHocTu - lencTByeT 6€3 N3MeHeHu
OEAQEPAJIbHAA CIYXKBA BE30MACHOCTW POCCUIACKOW ®EEPALIAN

MPUKA3
MOCKBA

24 okTa6psa 2022 r. Ne 524

06 yTBepxAeHnn TpeboBaHWn 0 3aLLMTe MHPOPMALIMK, COAEPKALLENCS B FOCYAAPCTBEHHbIX
MHOPMALMOHHbBIX CUCTEMAX, C MCMOJIb30BaHMEM LIMGPOBAJbHBLIX (KPUNTOrpaduyecknx) cpeacTs

3apeructpuposaH MuHiocTom Poccum 23 Hoabpsa 2022 .
PernctpauunoHHbii Ne 71073

B cooTBeTCTBUM C YacTbto 5 cTaTbn 16 PepepanbHOro 3akoHa ot 27 uons 2006 r. Ne 149-03 "06
NHgopMaLmnm, MHPOPMALIMOHHBIX TEXHONOMNAX U 0 3almnTe nHpopmaummn" 1, nyHKTom "Ww" yacTn 1 cTtaTomn
13 ®epepanbHOro 3akoHa ot 3 anpens 1995 r. Ne 40-®3 "O enepansHon cnyxbe 6esonacHocTn" 2 1
nyHkToM 1 MonoxxeHns o PepepansHoi cnyxbe besonacHocTy Poccuiickon denepaunn, yTBEPXKAEHHOIO
Yka3oM lMpe3ngeHTa Poccninckon Pegepaumm ot 11 aBrycta 2003 r. Ne 960 3,

1 CobpaHue 3akoHomaTenbCcTBa Poccminckon ®epepaunm, 2006, Ne 31, c1. 3448; 2014, Ne 30, cT. 4243.
2 CobpaHue 3akoHogaTenscTBa Poccuinckon Gegepauun, 1995, Ne 15, cT. 1269; 2003, Ne 27, cT. 2700.
3 CobpaHue 3akoHoaaTenbCcTBa Poccuinckon denepauun, 2003, Ne 33 cT. 3254; 2007, Ne 1, cT. 205.

MPUKA3bIBAIO:

1. YTBepanTb Npunaraemble TpeboBaHWs 0 3aLLUTE NHGOPMALIUN, COAEPXKALLENCSA B FOCYAaPCTBEHHbIX
NHMOPMALMOHHBIX CMCTEMAX, C UCMOJIb30BaHMEM UMM POBaJIbHLIX (KpUNTOrpagmyecknx) cpeacTs.

2. YCTaHOBWTb, YTO HAaCTOSLWMIA NPUKA3 He PacnpoCTPaHSAETCS Ha FroCyAapCTBEHHbIE NH(OPMALIMOHHbIE
cmctembl AoMuHUCTpauun MpesungeHTa Poccunckon ®epepaummn, Coeta besonacHocTu Poccuinckon
depepaunn, PepepansHoro CobpaHusa Poccuinckon ®epepaumm, MNpasutensctea Poccniickon denepaunn,
KoHcTuTyumoHHoro Cyaa Poccunckon ®epepaumnmn, BepxosHoro Cyaa Poccunckon ®egepaumm un
depepansHon cnyx6bbl 6esonacHocTn Poccuinckon ®epnepaum, a Takxe Ha rocy1apCTBEHHble
NHOPMaLMOHHbIE CUCTEMbI, COAEPXKALLMNE CBEAEHUSA, COCTaBNAOLWME FOCYAapPCTBEHHYIO TallHY.

3. HacTodAwwmi npukas BCTynaeT B CMY MO UCTEYEHUN OOHOro rofa co AHSA ero ouumanbHoro
onybankKoBaHuMs.

OunpekTop A.BOPTHUKOB
YTBEepXaeHbl

npukasom ®CB Poccun

oT 24 okTA6psa 2022 r. Ne 524

TpeboBaHusa
0 3alMTe NHGopMaLMK, CoaepXKaLlenca B rocy1apCTBEHHbIX MH(OPMALIMOHHbIX CMCTEMAX, C
NCMoJib30BaHNEM WNPPOBaJIbHbLIX (KPUNTOrpaniyeckux) cpeacTs
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|. 3awmTa nHopMaLnn, CoOAepPKaLLEeNCs B roCyAapCTBEHHbIX MHHOPMALIMOHHbLIX CUCTEMAX, C
NCNonb30BaHMEM NG POBasbHbIX (KpUNTOrpauyeckmx) CpencTs

1. NHbopmMaumsa, cogepxxallascs B roCyAapCTBEHHbIX MHPOPMaLMOHHbIX cncteMax (ganee - FNC),
NoOAMeXUT 3aluTe C UCNOJIb30BaHMEM LWNPPOBAJIbHBIX (KpUNTOrpaduryecknx) CpeacTs 3almThl
nHopmauum (panee CK3W) B cnyyasx, ecnu:

3aKOHOZaTesIbHbIMW 1 NHBIMW HOPMATUBHbLIMY MPaBOBbIMK akTaMu Poccuinckon depepaunm npegycmMoTpeHa
00643aHHOCTb MO 3aLlmnTe nHopMaumm, cogepxxaweincs B FNNC, ¢ ncnonsloaHnem CK3U;

B [MC ocywecTBnseTcsa nepefadya MHGMOpMaLMmM No KaHanaMm CBA3U, NPOXOLALLUM 3a NepuMeTpPoMm
OXpaHaeMon TeppuTopUN NPeanpuaTNS (Y4pexaeHns), orparkgatoLnx KOHCTPYKLUIA OXpaHSIeMOro 34aHuns,
OXpaHSAeMON YaCTW 34aHNA, BblAEIEHHOr0 NoMeLLeHns (Lanee - KOHTPOJIMpyeMas 30Ha);

Heobxoammo 06ecneynTb PUANYECKYIO 3HAYMMOCTb NIEKTPOHHBIX JOKYMEHTOB U 3alLMTY UX OT NOALESNKY;
B MIC ocyLLeCcTBNAETCS XPaHEHNE faHHbIX Ha HOCUTENSX MHGOPMaLWK, NpeaHa3HaYeHHbIX 411 3anuch,
XPpaHeHns n BocnponsseneHnsa nHhopmauumn, obpabaTbiBaemol € NCMOb30BaHNEM CPEACTB
BbIYNCNTENBHOW TEXHUKN, HECAHKLIMOHUPOBAHHbIA AOCTYM K KOTOPbLIM CO CTOPOHbLI TPETLUX JINL, HE MOXET
ObITb NCK/IOYEH C MOMOLLLI0 HEKPUATOrpadnyecknx MeToaos 1 cnocobos.

2. HeobxogumocTb ncnonb3oBanHuns CK3W gns 3awmtel MHDOpMauum, cogepxallerncs B FNC, nognexnt
060CHOBaHMO B MOL4eNN yrpo3 6€30nacHOCTU NHGOPMaLIUN, TEXHUYECKOM NPOEKTE N TEXHUYECKOM
3afaHumn Ha co3aaHue (pa3sutne) NMC. Moagenb yrpo3 6e3onacHoOCTU UHoOPMaLUK 1 (MKn) TEXHNYECKoe
3aflaHme Ha co3pgaHue (passutue) NIC nognexxat cornacosaHunio ¢ ®Chb Poccnm B 4acTu
KpunTorpagmyeckon 3awwmnTbl MHDopMaumum 1 .

1 A63au BTOpoW NyHKTa 3 TpeboBaHMI K MOPAOKY CO34aHWs, pa3BUTUS, BBOAA B 3KCMyaTaLuio,
3KCMyaTauum 1 BbiIBOAa M3 3KCAyaTaLnm rocyAapCTBEHHbIX MHPOPMALIMOHHBIX CUCTEM U AaJibHenLWero
XPpaHeHUs coaepxallencs B nx 6asax faHHbIX MHGQOPMaLUN, YTBEP)KAEHHbLIX NOCTAHOB/IEHNEM
MpasuTenbcTBa Poccninckon Pegepaunm oT 6 nionsa 2015 r. Ne 676 (CobpaHue 3akoHoAaTeNbCTBA
Poccuinckon ®degepaunm, 2015, Ne 28, cT. 4241; 2021, Ne 23, cT. 4079).

3. Ina obecneyeHuns 3awmTbl MHGOPMaLMK, cogepxallencs B FNC, foKHbI MCNOAb30BaThLCSA ToNbKo CK3U,
cepTuduumposaHHbie ®Cb Poccun.

4. lna NpoTMBOAENCTBUS Yyrpo3aM, NpeacTaBadoWmMM cobor LeneHanpaB/ieHHble eNCTBNA C
1CMO/b30BaHNEM annapaTHbIX, MPOrpaMMHo-annapaTHbIX U (MAK) NPOrpaMMHbIX CPeACTB, HarnpaBaeHHbIe
Ha HapylweHune 6e3onacHocTy 3awmwaemon CK3W nudopmaumm nmbo Ha co3naHme yCcnoBuin ans 3Toro
(manee - aTakuy), LOMKHbI Ucnonb3oBaTbCs CK3M COOTBETCTBYIOLLErO KNacca, ONpeLeneHHoro B
COOTBETCTBUM C rnasol Il HacToswmx TpeboBaHwMi.

Knacc CK3W, onpeaeneHHbI B COOTBETCTBMM C FiaBon Il HacToawmx TpeboBaHuiA, nognexmT 060CHOBaHMIO
B MoLenn yrpo3 6e3onacHoCTy nHopmaLlmm.

5. B clyyae ecnm 3To NpeayCMOTPeHO AoKyMeHTaumen Ha CK3M B OTHOLIEHMM annapaTHbIX, MPOrpaMMHO-
annapaTHbIX Y NPOrpaMMHbIX CPeAcTB, ¢ KoTopbiMu B TNC npegnonaraetcs WTaTHOE (PYHKLMOHUPOBaHMeE
CK3W (mnanee - TexHu4eckne cpeacTsa), 40/KHa ObIThb NPOBEAEHa OLEHKA UX BJIMSHUS Ha BbIMNOJHEHNE
npeabasnsemsoix kK CK3U TpeboaHnin (Banee - oueHKa BANSHUSA Cpelbl (YHKLUOHWPOBAHUS).

OueHKa BAnAHNA cpeabl (PYHKLMOHNPOBaHNA NPOBOAUTCS OpraHm3aunen, yrnoJaHOMOYeHHOW Ha
OCyLLeCTBJIeHNe KpUNTOorpaunyeckmx, MHXeHEPHO-KPpUNTorpagmyecknux n cneymnasbHblX NCCIef0BaHUN
CK3W (TemaTuyeckux uccneposaHuin CK3M) B cootBeTcTBMM C MonoXKeHWeM o paspaboTke, Npon3BOACTBE,
peann3aunm 1 3KCnayaTaumm WndpoBabHbIX(KpUnTorpapuyecknx) CpeacTs 3awnTbl MHGopMaLmMmn
(MonoxeHwne MK3-2005), yTBepxAeHHbIM npuka3zom ®Cb Poccun oT 9 despans 2005 . Ne 66 1 .
Pe3ynbTaThl OLEHKW BANAHUS cpefbl PYHKLMOHUPOBaHMA, 0bpa3ubl CK3W, KoTopble NaaHupyeTcs
1CNoJsIb30BaTh A1 3aLnUTbl MHopMaLumm, cogepxawencs B T'NC, n TeXHNYECKMX CPeACTB LO/MKHbI MPONTK
akcnepTusy B ®CE Poccuw.
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ObpaboTka 3aumiiaemon nHdopmaunn B N'MC npu ncnonb3oBaHuy ons ee 3awmtbl CK3M coBMeCTHO ¢
WHBIMU TEXHWYECKUMW CPeaCTBaMU AOMYCKAETCA TOMbKO MPU HAMNYUN NOSOXKUTENBHOMO 3akoveHus dCb
Poccum, noaroToBAEHHOrO MO pe3ysibTaTaM 3KCNepTu3bl.

6. B nomMeLleHunsx, B KOTOPbIX pa3meLleHbl 1 (nnm) xpaHatcs CK3U n (nnm) HocuTenn Knio4yeBow,
ayTeHTUGMUMpyoLWwen n NnapoabHon nHgopmaumm CK3UM, gomxkeH obecneynBaTbCs pexmm,
NPENSATCTBYIOLMNIA BO3SMOXXHOCTW HEKOHTPOIMPYEMOr0 MPOHUKHOBEHNS UK NPebbIBaHNSA L, HE NMEIOLLNX
npaBa LOCTyMNa B Takne NOMELLEHNS, KOTOPbIN OCTMIaeTcs NoCpeacTBOM:

yTBEPXXAEHMSA NMPaBuS OCTYMa B NoMeleHns B paboyee n Hepaboyee BpeMs, a TakXe B HELUTATHbIX
CUTyaLusix;

yTBEPXAEHMSA NepeyHs NnL, UMEKLMX NPaBo 4OCTyNa B MOMELLEHNS.

MomeLeHmns, B KOTOPbIX pasMeweHbl 1 (nam) xpaHatcs CK3U n (nm) HoCUTenn Ka4eBson,
ayTeHTUgMuUMpyowen n napoabHon nHgopmaumm CK3W, npegHa3HaveHHble 0A5 3aWnThl MHGOPMaLUN,
copepxauenca B 'MC nnn coctaBHon Yactu FN'NC (nanee - cermeHT MNMC), NnpegHa3Ha4YeHHON AN1S peLIeHns
3apad M'MC Ha Bcel Tepputopun Poccuinckon ®enepauum unm B npenenax aAsyx n 6onee cybbekToB
Poccunckon ®egepaumm, obpabaTbiBatowen MHGMOPMALINIO BEICOKOTO YPOBHSA 3HAYNMMOCTH, LOJIKHbI
COOTBETCTBOBaTL C/eAyoWwmum TpeboBaHUAM:

OKHa MOMELLLEeHNI, PaCMONOXKEHHbIX Ha MePBbIX K (MAK) NOCNeAHMX 3TaXKax 34aHNNA, a TakXXe OKHa
MoMeLLeHNI, HaXOAAWMNXCA OKOO MOXKAPHBIX JIECTHUL, U APYIUX MECT, 0TKYAa BO3MOXHO NPOHNKHOBEHMNE
B MOMELLEHNS MOCTOPOHHMX JINLL, A0JKHbI ObITb 060pYyAOBaHbI METAINYECKMMI peLLeTKaMM Uan
CTaBHAMMW, OXPaHHOW CUrHaNM3aunen nanm opyrumm cpeacteamm, NpensaTCTBYOWMMN HEKOHTPOJIMPYEMOMY
NMPOHWKHOBEHWIO MOCTOPOHHMUX JINL, B MOMELLIEHUS;

OKHa 1 OBEPU NMOMELLLEHMI, B KOTOPbIX pa3MelleHbl cepsepbl M'MC, fomxHbl 6biTb 060pyAoBaHbI
MeTaNIMYeCKUMN peLleTKaMu, OXPaHHON CUrHanmn3aumen nnn opyrumMmn cpeactsamu, NnpenaTcTBYIOWNMA
HEKOHTPOJIMPYEMOMY NMPOHUKHOBEHWIO MOCTOPOHHMX UL, B MOMELLLEHNS.

1 3apeructpmpoBaH MunHioctom Poccum 3 mapTa 2005 r., peructpaumoHHbii Ne 6382 (C M3MeHeHusMu,
BHeCeHHbIMU npukaszoM OCBb Poccum oT 12 anpens 2010 r. Ne 173, 3apernctpuposaH MuHioctom Poccum 25
mast 2010 r., pernctpaumoHHbin Ne 17350).

IIl. MpaBuna onpepeneHus knacca CK3U

7. Knacc CK3W, nognexxawmx NCnonb30BaHUIO AAS 3aWMThl MHGOpMaLnn, cogepxallencs s M'C,
onpegenseTcs ond Kaxxgoro cermenta N'C, npegHa3sHavyeHHoON ons pewenns 3agad NC B npegenax
onpeneneHHon Tepputopun nam obbekTa (06bEKTOB).

B cnyyae ecnm M'NC He conepxunT cermenToB M'MC, To knacc CK3W, HeobxoanMmbIin ans 3alinThl
copepxalencsa B Hem nHgpopmaumu, onpegensetca gna r'McC s yenom.

8. OnpepeneHune knacca CK3U1, noanexalinx MCnoab3oBaHMO 414 3aWnTbl MHOPMaLnMn, COAEpKaLLencs B
M'C, ocyLiecTBNSETCA B 3aBMCMMOCTM OT YPOBHA 3Ha4YMMocTy obpabaTeiBaemor B FNC nHgopmauum n
macwTaba M'MC B cooTBeTCTBUM C Tabnanuen, NnpuBeAeHHON B MPUIOXKEHUN K HacToAwmUM TpeboBaHMAM, €
y4yeToM ocobeHHOCTEeN, NpeaycMOTPeHHbIX MyHKTamu 10 - 18 HacTosiwmux TpeboBaHMiA.

YpoBeHb 3Ha4YMMOCTU nHGopMaLmn, cogepxalenca B F'NC, onpeaenseTcs cTeneHbio BO3MOXXHOMO0 yulepba
ans obnapgatens nHGopMaunn (3akasymka) u (nm) onepaTopa OT HaPYLUEHUS KOHUAEHLNANbHOCTH
(HenpaBoMepHbIe OOCTYN, KONMPOBaHWe, NPeaoCTaBJIEHNE UM PACMPOCTPAHEHME), LENOCTHOCTH
(HeNpaBOMEpPHbLIE YHNYTOXEHNE AN MOANGDULNPOBAHNE) AN [OCTYNHOCTY (HENpaBOMepHoe
610KknpoBaHme) nHopmaumm (ganee - CBONCTBa 6€30MacHOCTN UHOPMaLUN).

VHdopMaLns MMeeT BbICOKWIA YPOBEHb 3HAYMMOCTW, €C/IN B pe3y/ibTaTe HapyLIeHUs XoTS Obl 0QHOro 13
CcBONCTB 6e30MacHOCTM MHOPMaL MM BO3MOXXHbI CyLLLeCTBEHHbIE HEeraTVBHblE NOCNeACTBUSA B COLMANbHON,
NOJINTUYECKON, MEXOYHAPOAHOW, SKOHOMUYECKON, OUHAHCOBON UM NHbIX 061aCcTaX AeATeNbHOCTU U (1K)
FC v (nnn) onepatop, obnagatenb NHGOPMALIUM HE MOTYT BbIMOJIHATL BO3JIOXKEHHbIE Ha HUX (YHKLIN.
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VHdopMaLns nmeeT cpeaHUin ypoBEHb 3HAYMMOCTH, €C/IN B pe3ysibTaTe HapyLleHns XoTa 6bl 04HOro 13
cBoncTB 6e30MacHOCTM MHOPMaLMM BO3MOXXHbI YMEPEHHbIe HEraTUBHbIE NMOC/IEACTBMSA B COLMAJIbHON,
NOJINTUYECKON, MEXAYHAPOLHOM, SKOHOMUYECKON, (OMHAHCOBON NN NHbIX 061acTAX A4eATeNbHOCTU U (1K)
MC v (nnn) onepaTop, obnanatenb NHGOPMaALIUKM HE MOFYT BbIMOJIHATL XOTS Obl 04HY M3 BO3/10XKEHHbIX Ha
HUX PYHKLMA,

NHdopMauns nMeeT HU3KNIA YPOBEHDb 3HAYUMOCTK, €C/IN B pe3yJibTaTe HapyLUeHNs x0T bl 04HOM0 U3
cBoNCTB 6e30MacHOCTY MHOPMaLMM BO3MOXXHbI HE3HAYNTENbHbIE HEraTUBHbIE MOCNEACTBUS B
COLMabHOW, MOJINTUYECKON, MEXAYHAPOAHON, SKOHOMNYECKOW, (OMHAHCOBOWN UM UHbIX 0bnacTax
aeatenbHocTu n (nnun) F’NC n (unn) onepaTop, obnagaTens MHPOPMALMKM MOTYT BbINOJIHATL BO3JIOXKEHHbIE
Ha HUX QYHKLN C HeLOCTaTOYHON 3PHEKTUBHOCTLIO UM BbINOJHEHME (DYHKLINA BO3SMOXHO TOJIbKO C
npvBneYeHnemM SONOSHUTENbHbBIX CUJT U CPeacTB.

9. B cnyyae ecam TUC cocTout n3 aByx n bonee cermerHToB IM'MC, TO ypoBEHb 3HAYNMOCTH MHGPOPMALIUN 1
MacwTab onpenenaoTcs Ans Kaxxaoro cermenTa MNC otaenbHo.

10. Knacc CK3W, nognexxalimx ncrnosb3oBaHnio gasa 3awmtel nHgpopmaumm B F'NC (cermenTe TUC), npu ee
B3aumogmencTaum ¢ gpyrumm M'C un (nnmn) cermeHtamn gpyrux NC onpegensetcs no 6onee BbICOKOMY
knaccy CK3W, ucnonbsyemomy aas 3alimTbl UHGOpMaLumn Bo B3anMomencTeytowmx MNC n (unum) cermeHTax
rc.

11. Knacc CK3W, nognexxalwimx NCrnosb30BaHNi0 41 3anTbl MHGOPMaL i BO B3aMMOAENCTBYIOLNX MEXay
cobon cermeHTax ogHon MNC, onpenenseTcsa He HUXe HauMeHbllero knacca CK3W, ucnonbsyemoro ans
3aWMThl MHDopMaLUnUKn B Taknux cermeHTax IM'MC.

12. Knacc CK3W, ncnonb3lyembix a5 B3auMoLencTeus rpakgaH (pusmndeckux nuny) ¢ N'C (cermeHTom
MAC), onpefenseTcs C y4eTOM aKTyaslbHbIX yrpo3 6e30nacHOCTY MHGOPMaLMK 1 MOXET BbITb HXKe Knacca
CK3W, onpepenenHoro ana NC (cermenTta MNIC) B cooTBeTCTBUM C HacToAWMMM TpeboBaHMAMN.

13. B cniyyqae ecnm B mogenu yrpo3 6e3onacHoOCTy MHopMaL M B Ka4eCTBE aKTyaslbHOW Yrpo3bl
onpenesieHa BO3MOXHOCTb UCTOYHMKA aTakK CaMOCTOATEIbHO OCYLLECTBAATL CO34aHMe CnocoboB aTak,
NOArOTOBKY M MPOBEAEHNE aTakK TOJIbKO BHE NPELENOB KOHTPOMPYEMON 30HbI, TO NS 3alWMNThI
nHgpopmauum B N'NC (cermeHTe NC), B TOM 4ncae npy B3aMMoA4encTBunn rpaxaaH (pmsmyeckux nuy) c N’C
(cermeHToM 'NC), Heobxoaumo ncnonb3oBaTb CK3W knacca KC 1.

14. B cnyyae ecnm B mogenu yrpo3 6e3onacHoCcTy nHopMaLmMm B Ka4eCTBE aKTyaslbHOW yrpo3bl
onpenesieHa BO3MOXHOCTb UCTOYHMKA aTaK CaMOCTOATENbHO OCYLLECTBAATL CO3AaHMe CnocoboB aTak,
NoAroTOBKY M MPOBEAEHNE aTakK B NpefesiaX KOHTPOAMPYEMON 30HbI, HO 6e3 dm3nyeckoro gocTyna K
annapaTHbIM CpecTBaM, Ha KOTOpbIX peann3oBaHbl CK3U 1 cpefa nx QyHKUNOHNMPOBAHNSA, TO NS 3aLLUTI
nHpopmauum B N'NMC (cermenTe N'NC), B TOM Yncne nNpu B3auMMOLENCTBUN FpaxkaaH (pusmnyeckux amu) ¢ N’C
(cermeHTOM 'NC), Heobxoaumo ncnonbzoaTb CK3U knacca KC2.

MpaBuno, ykasaHHOe B ab3aLie NepBOM HaCTOALLEro MyHKTa, MPUMEHSAETCA, €Cn 411 3aLUnThI
nHpopMauun, cogepxallenca B N'MC (cermente MC), B cooTBETCTBUM C Tabnnuen, npuBeaeHHON B
NPUI0XKEHUN K HacToswmM TpeboBaHuaM, Heobxoaumo ncnonb3oaTb CK3U knacca KC1.

15. B cniyyvae ecnm B mogenu yrpo3 6e3onacHoCTy MHopMaLmMm B Ka4eCTBE akTyaslbHOW Yrpo3bl
onpegfeneHa BO3MOXHOCTb MCTOYHMKA aTaK CaMOCTOATENIbHO OCYLLECTBAATL Co34aHmMe cnocobos aTak,
NMoAroTOBKY W MPOBEAEHNE aTakK B NpefieslaX KOHTPOIMPYEMON 30HbI C OU3NYECKMM AOCTYMNOM K
annapaTHbIM CpeAcTBaM, Ha KOTOPbIX peann3oBaHbl CK3UM n cpega ux yHKLMOHNPOBaHMWSA, TO AAS 3aWMThI
nHopmauum B N'NC (cermente N'NC), B TOM Yncae npy B3auMOAENCTBMN FpaxkaaH (dpusmnyveckux amu) ¢ NC
(cermeHTOM 'NC), Heobxoaumo ncnonb3oaTb CK3U knacca KC3.

MpaBuno, ykasaHHOe B ab3aLie NepBOM HaCTOSLLEro MyHKTa, MPUMEHSAETCS, eCn 4N 3aLUnThbI
NHopMauun, cogepxxallencsa B N'MC (cermente MNC), B cOOTBETCTBUM C Tabnmuen, npuBeaeHHON B
NPUAOXKEHUN K HacTosAWwmMM TpeboBaHuaM, Heobxoammo ucnonb3oatb CK3U knacca KC1 nan KC2.

16. B cnyyvae ecnm B mogenu yrpo3 6e3onacHoOCTM MHoOpMaL MM B KAa4eCTBE aKTyasIbHOW Yyrpo3bl
onpefeneHa BO3MOXXHOCTb MCTOYHMKA aTak NpuBAeKaTb CMeLMaancToB, UMEOLNX OnbIT pa3paboTku u
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aHanm3a CK3W, Bkntoyas cneumanncToB B 061acTy aHanM3a CUrHa 0B JMHENHON Nepesayn n CUrHanaos
No604YHOro 3N1EKTPOMArHUTHOro N3Ny4yeHus n Hasogok CK3M n cneunannctos B 061aCTU UCNOJIb30BaHMSA
4719 peann3aunm aTak HefOKYMEHTUPOBAHHbIX BO3MOXXHOCTEN NPUKIAAHOI0 NPorpaMMHOro obecneyeHuns,
TO ond 3awmnThbl MHGopmaumm B T'MC (cermeHTe MNAC), B TOM Ynucne npu B3aMMoLenCTBUN FparkaaH
(pm3mnyecknx nuy) c F’NC (cermentom MNMC), Heobxoammo ucnonb3zosats CK3UW knacca KB.

MpaBuno, ykasaHHOe B ab3aLie NepBOM HACTOSLLEro MyHKTa, MPUMEHAETCA, €Cn 411 3aLUnThbI
NMHpopMauun, cogepxxallencsa B N'MC (cermeHte MNC), B cooTBETCTBUM C Tabnmuen, npuBeaeHHON B
NPUIOXEHNIN K HacToAWMM TpeboBaHuaM, Heobxoaumo ncnonb3oBaTb CK3U knacca KC1, KC2 nnm KC3.
17. B cnyyae ecnm B mogenu yrpo3 6e3onacHoOCTM MHOpMaL MM B Ka4eCTBE aKTyaslbHOW yrpo3bl
onpegfeneHa BO3MOXHOCTb MCTOYHMKA aTak NpuBAeKaTb CMeLMaancToB, UMELNX OnbIT pa3paboTku u
aHanm3a CK3W, Bkntoyas cneymanncTos B 061acTy MCNOMb30BaHNS 419 peannsaunm aTak
HeOOKYMEHTMPOBAHHbLIX BO3MOXHOCTEWN annapaTHOro 1 NporpaMMHOr0 KOMMOHEHTOB Cpefbl
yHKumnoHnposaHusa CK3W, To ansa 3awmtsl nHhopmaumm B FTNC (cermenTe TNC), B TOM Yncne npu
B3aMMOeNCTBUM rpaxkaaH (dunsnyveckmx nuu) ¢ N'MC (cermentom MC), Heobxoammo ncnonb3osaTb CK3
knacca KA.

18. B c/iyvae ecnm UHbIMU HOPMaTUBHbLIMW MPaBOBbIMK aKTaMu, YCTaHaBAMBaOLWMUMN TpeboBaHNS 0 3aLiuTe
MHopMaLuun ¢ ncnosib3osaHmem CK3W, npegycMoTpeHa He0bXoANMMOCTb UCMOJIb30BaTh AJ19 3aLUNThI
nHpopmauum CK3M 6onee BbICOKOro kKnacca, 4em knacc CK3W, onpeneneHHbIi B COOTBETCTBUM C
HacToawwmmy TpeboBaHusamm, To knacc CK3W, nognexaiwmx ncnonb3sosanuto B N'NC (cermente M'C),
onpepensieTcs B COOTBETCTBUM C TAKMMU HOPMATUBHbLIMU MPaBOBbLIMA aKTaMMU.

MpunoxxeHne
K TpebosaHuam (nn. 8, 14 - 16)

Tabnvua onpefeneHns MMHMManbHO AonycTuMoro knacca CK3W, nognexalimx ncnosib30BaHuio gas
3aWmMThl HGopMaumu, cogepxatlencs B N'MC (cermenTte TUC)

YpoBeHb 3Ha4ymMMocTu nHopmaummMacwTab NC (cermenTa N'C)

rc

(cermeHT IN'MC), NnpeaHa3HavyeHHas Ana pewenuns 3agay FNMC Ha Bcen TeppuTopum Poccuinckon ®epepaunmn
unun B Npenenax Aeyx n 6onee cybwektoB Poccunckon ®epepaunnl C

(cermeHT N'MC), NnpeaHa3HavyeHHas Ana peweHuns 3agay MNMC B npenenax ogHoro cybbvekTa Poccuinckon
®epepaumniNC

(cermeHT N'MC), NnpeaHa3HavyeHHas ana peweHuns 3agay MNC B npenenax obbekTa (06bEKTOB) 04HOMO
rocyapCTBEHHOr0 opraHa, MyHuLMnansHoro obpasoBaHuns n (Man) opraHm3aumm

Bbicokunin ypoBeHb 3HauumMocTuKBKC3KC2

CpelHun ypoeeHb 3Ha4nmMocTMKC3KC3KC1

Hun3kunin ypoeHb 3Ha4MMocTUKC2KC1KC1

Cka4aHo Ha canTe «3aKoHbl PO» — https://actrf.ru Ctp.5u35



