006 yTBep>xaeHun TpedboBaHu B OTHOLLEHMU DA30BbIX
(oba3aTenbHbIX) PYHKUMA U UH(DOPMALMOHHON De3onacHOCTH
0DOBEKTOB 3/1eKTPO3HEPreTUKM NpM Co3gaHnM U nocaeayloLen
3KCNnJiyaTauum Ha Tepputopum Poccunckon dPepgepaumm cuctem
yOaNeHHOro MOHUTOPMUHIA U AUNArHOCTUKM dHEepreTu4eckoro
obopynoBaHus

Mpuka3s - Ne 1015 - 07 06.11.2018 - MnHMCTEPCTBO 3HepreTukm - lencteyeTt 6e3 n3meHeHnin

MWHWUCTEPCTBO 3HEPIETUKM POCCUACKOWN ®ELEPALIN
MPNKA3
MOCKBA

6 Hosbps 2018 r. Ne 1015

06 yTBepxaeHun TpeboBaHnin B oTHoweHUN 6a30BbIX (0643aTeNbHbIX) QYHKUNA 1 MHPOPMALMOHHOWN
6e30MacHOCTM 06BEKTOB INEKTPOIHEPreTUKIN NPY CO3AaHUN 1 MOCNEAYIOLEN IKCNIyaTalmmM Ha
TeppuTopun Poccuinckon degepaunn CUCTEM YAANEHHOrO MOHUTOPUHIA U ANArHOCTUKM SHEPreTUYeCcKoro
obopynoBaHua

3aperncTtpupoaH MuHtocTom Poccun 15 ceBpans 2019 r.
PernctpaunoHHbin Ne 53815

B cooTBeTCTBUM C NoANyHKTOM "6" NyHKTa 1 nocTaHoBneHus MpaBuTenbcTBa Poccuiickon depepaunm oT 2
mMapTa 2017 r. Ne 244 "O coBepLUeHCTBOBaHMUM TpeboBaHMI K obecneyeHnto HageXXHoCTU 1 6e30nacHOCTK
3NEKTPOIHEPreTMHECKUX CUCTEM N 0O BEKTOB 3JIEKTPOIHEPTETUKMN U BHECEHUW N3MEHEHWI B HEKOTOpPbIE
akTbl MpaBuTenbcTBa Poccuiickon ®Pepepaunn” (CobpaHne 3akoHogaTenbCTBa Poccunckon ®epepaumm,
2017, Ne 11, cT. 1562; 2018, Ne 34, cT. 5483) npuka3sbiBato:

1. YTBepanTb Nprnaraemole TpeboBaHNS B OTHOLEHNN 6a30Bbix (0653aTeNbHbIX) DYHKLWA U
NMHOopMaLMOHHON 6e30NacHOCTY 06bEKTOB 31EKTPOIHEPTETUKI MPU CO3AaHNM W NOCIeaYOLLEN
3KCMyaTauum Ha Tepputopun Poccuninckon denepauumn CUCTEM y4aNneHHOro MOHUTOPUHIA U AMAarHOCTUKK
3HepreTnyeckoro obopynoBaHms.

2. HacTosawmin npmkas BCTynaeT B CMJY MO UCTEYEHUN LLIECTM MECsLLEB CO AHS ero onLmnaibHOro
onybankoBaHuMs.

MwuHuncTp A.B.HoBak

YTBEPXXIEHbI
npmkasom MunHsHepro Poccun
oT 6 HosI6pst 2018 r. Ne 1015

TPEBOBAHWNSA

B OTHOLLEHUN 6a30Bbix (06a3aTeNbHbIX) MYHKLNUA 1 MHGBOPMaLIMOHHON 6e30MacHOCTM 00 bEKTOB
3NEKTPO3HEPreTUKMN NPX CO34aHUN 1 NOC/eAyIoLLEen 3KCnyaTaummn Ha TeppuTopumn Poccuinckon
depepaunmn CUCTEM yAaJEHHOr0 MOHUTOPVHIA U AWArHOCTMKIM SHEPreTUYeckoro obopynoBaHus

|. ObLwme NofoXKeHus
1. HacTosiwue TpeboBaHMsa yCTaHABAMBAOT OPraHn3aLUOHHbIE U PYHKLUMOHAbHbIE TPeboBaHUS K 6a30BbIM

(0o6s3aTENBbHBIM) QYHKLNAM N MHDOPMALMOHHON 6e30NacHOCT 06 bEKTOB 3/IEKTPOIHEPTETUKIN MPK
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CO34aHVM 1 nocnenyloLen aKcnayaTauum Ha Tepputopun Poccuinckon ®enepauum CUCTEM yAaneHHOro
MOHUTOPWHIa U AUArHOCTUKN OCHOBHOIO TEXHOOrMYeckoro 06opynoBaHns, HapyLLeHe nam npekpaLleHne
(PYHKLMOHNPOBaHMA KOTOPOro MPMBOANT K MOTEpe yrnpaBieHns 06bEeKTOM 3/IEKTPOSHEPTeTHKM,
HeobpaTUMOMY HEraTMBHOMY M3MEHEHWIO MapaMeTpPoB ero HYHKLMOHNPOBAHMSA (Pa3pyLLEHNIO) Nan
CyLLEeCTBEHHOMY CHIKeHMo 6e30macHOCTM akcnayaTauum obbekTa anekTposHepreTukm (nanee - CYMu[,
OCHOBHOE TexHoJiornyeckoe obopyaoBaHne COOTBETCTBEHHO).

2. ina uenen HacToawmx TpebosaHun nog CYMull noHUMMalOTCA NPOrpaMMHo-annapaTHbIe KOMMIEKCHI,
obecneymBatoLLme NpoLecc yaaaeHHoro HabnaeHma n KOHTPOIA 3a COCTOSAHMEM OCHOBHOMO
TexHoornyeckoro obopyanoBaHns, MarHOCTMPOBaHNE 1N NMPOrHO3UPOBAHNE U3MEHEHMNS TEXHNYECKOT O
COCTOSAHMSA OCHOBHOI0 TeXHoornyeckoro obopynoBaHmsa Ha 0CHoBe COBpaHHbIX AaHHbIX, NOJlyYaeMbIX OT
cucTem cbopa faHHbIX, YCTAHOBEHHbLIX HA YKa3aHHOM TEXHO0rM4eckoM 060pya0BaHNM, OCHOBHbIE
(PYHKLMMN KOTOPbLIX MprBeAeHbl B MYHKTE 4 HacTosAWMX TpeboBaHMNA.

3. HacToswme TpeboBaHNS pacnpoCTPaHATCSA Ha 00BbEKTHI 31EKTPOIHEPT ETUKN:

a) Ha OCHOBHOM TEXHOJI0rM4eCKoM 060pyA0BaHUN KOTOPLIX PYHKLMOHUPYeT CYMul, obecneynBatowime
peann3aunio OCHOBHbIX PYHKLMIA MPMBELEHHbIX B MYHKTE 4 HacToAwmx TpeboBaHUNR;

6) ocHOBHOe TexHosornyeckoe 0bopyaoBaHMe KOTOPbIX COOTBETCTBYET CeAyOWUM BUAaM U NapaMeTpam:
naposble TypburHbl yCTaHOBAEHHON MOLWHOCTbLIO 5 MBT 1 6onee n conyTcTBytowee obopynoBaHue,
y4acTByloLLEee B OCHOBHOM TEXHONOMMYECKOM MpoLecce, HO He OCYLLeCTBAsIoLWEee NPOM3BOACTBO NN
npeobpa3oBaHMe 3N1EKTPUYECKOW SHeprum (Lanee - BCnoMoraTenbHoe 06opynoBaHme) n NnpefHasHavyeHHoe
ans obecneyveHunsa paboTocnocobHOCTM NapoBbIX TYpOUH;

napoBble (3HepreTmyeckne) KoT/bl, obecneymBaioLLme Napom NapoBbie TYpOuHbLI YCTaHOBAEHHOW
MOLLHOCTbIO 5 MBT 1 6onee, n conyTCTBYyHOLLEe BCOMOraTensHoe obopyaoBaHue, npefHa3HavYeHHoe Ans
obecneyeHuns paboTocnocobHOCTU NAPOBLIX (3HEPTrETUYECKNX) KOTJIOB;

rnapoTypbuHbI yCTaHOBAEHHOW MOLWHOCTLI0 5 MBT 1 6onee 1 conyTCcTBytOLLEE BCNOMOraTeNlbHoe
obopynoBaHue, NpeaHa3HavyeHHoe ansg obecnevyeHmsa paboTocnocobHOCTU rMapPoTYPOUH;

ra3oBble TYPOUHbLI € AMHNYHOW MOLHOCTLI0 6onee 25 MBT 1 conyTCTBYylOLLEE BCMOMOraTe/lbHOE
obopygnoBaHune, NpefHa3HavyeHHoe asa obecneyeHmsa paboTocnocobHOCTM ra3oBbix TypbuH;

CU0Bble TpaHCcopMaTopbl HanpsXkeHnem 110 KB 1 Bbille MOLLHOCTLIO 6onee 63 MBA u conyTcTByloLLee
BCNoMoraTesibHoe 0bopyoBaHue, NpefHasHaveHHoe AN obecneyeHuns paboTocnocobHOCTM CUNOBLIX
TPaHCHOPMaTOoOpPOB.

4. 1nd BbINOSIHEHNS OpraHN3aLMOHHbIX U PYHKLMOHaNbHbLIX TpeboBaHW K MHGOPMaLIMOHHON
6e30MacHOCTU CybbEKT 3NEKTPOIHEPIreTUKM NPY CO3AaHUN 1 nocneaytollen akcnayaTauum CYMull nomxeH
PYKOBOLCTBOBATLCA OCHOBHbIMU (DYHKUMAMU CYMU[, K KOTOPbIM OTHOCATCA:

a) TEXHOJIOrNYECKNA MOHUTOPUHI COCTOSHUS OCHOBHOMO TEXHOJI0rMYeckoro obopyaoBaHus C:
BbISIBJIEHWEM Ha PaHHUX CTaAMAX U3MEHEHUIN TEXHNYECKOr0 COCTOSHNUA OCHOBHOMO TEXHOJIOMMYeCKOro
obopynoBaHuMs;

OLLEHKOW 0CTaTOYHOro pecypca 3/1eMEHTOB OCHOBHOIO TEXHOJIOMMYECKOro 060pynoBaHuS;
NPOrHO3MPOBAHNEM BEPOSTHOCTU HAaCTYMAEHNS aBapUHbIX COBLITUIA;

onpefeneHnemM nepeyHs TEXHONOMMYECKMX MapaMeTPOB, XapaKTEPU3YIOLLNX OTKJIOHEHNE NOKa3aTenein
(DYHKLIMOHNPOBAHNSA OCHOBHOIO TEXHONOrMYeCcKoro 06opyaoBaHMs OT 3TaNIOHHbLIX MOLENen;

cbopom, nepefayen, XxpaHeHNEM AaHHbIX O COCTOSHUN OCHOBHOIO TEXHONI0rMYeckoro obopyaoBaHus 1
hopMMpoBaHMEM CTAaTUCTUKM HA OCHOBAHUMN MaTeMaTMHeCKUX Mogenen C Lenbto NoBbIWEHNS HaLE)XHOCTH
ero paboThbl, BblAa4yen pekoMeHAauuin No TeEXHNYECKOMY 06CNY>KMBaHUIO U 3KCMAyaTaLuy OCHOBHOMO
TexHoJsiornyeckoro obopynosaHums;

npefocTaBieHMEM NPOrHOCTUYECKUX YBEAOMJIEHUA O BO3MOXHbIX HEMCMPABHOCTAX OCHOBHOIO
TexHosornyeckoro obopynoBsaHnsa 1 Bbl4adyen pekoMeHAalumnn no ux yCTpaHeHuo;

6) yoaneHHoe yrnpaBieHNe OCHOBHbIM TEXHOJIOMMYECKMM 060pyL0BAaHNEM C BO3MOXXHOCTbIO YAaNeHHOr0
BO3JEMCTBMSA Ha OCHOBHOE TEXHONOorm4yeckoe obopyaoBaHme C Le/bio U3MEHEHNS NapaMeTpoB ero
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(OYHKLMOHNPOBAHNA NN €ro OTKKYEHUS, C NCMONb30BaHNEM CreLManbHOro NporpaMmMHoro obecneyeHuns
1 (nnn) moayns nporpammHoro obecneyexHnsa CYMufl.

5. Cy6beKT 31eKTpo3HepreTnkn AoskeH cobniogaTe HacToswme TpeboBaHNsa C y4eTOM OpraHM3aLMOHHbIX
1 PYHKUMOHaNbHbLIX TPpebOBaHUIM, HanpaBaeHHbIX Ha 61I0KMPOBaHMe (HenTpanu3aLmio) yrpo3 6e3onacHoCcTm
MH(OPMaLUK, CBA3AHHbIX C HapyLUeHMEM ee KOHDUAEHLMANbHOCTM, LEeNOCTHOCTY U AOCTYNHOCTN.

Il. OpraHn3almnoHHble TpeboBaHUs K obecnedyeHnto MHDOPMaLMOHHON 6e30NacHOCTY CUCTEM YAaIEHHOIO
MOHWUTOPWHIa N ANarHOCTUKN OCHOBHOIO TeXHOJ10rn4ecKoro 060py,£l,0BaHVIS| 06BbekTOoB 3NIEKTPO3HEPIreTUKN

6. CyObeKT 31eKTPO3HEpPreTUKN AosHKeH cobniopaTe opraHm3aunoHHble TpeboBaHMsa K obecneyeHunto
NHMopMaLnoHHoN 6e3onacHocTy CYMuJ] 0OCHOBHOIO TEXHOMOrMYeCcKoro 06opyaoBaHUs C y4eToM
OpraHn3aunoHHbIX TpeboBaHMI K KOMMOHEHTAM NporpaMMHoro obecneveHns CYMu[l, annapaTHow
NHppPacTPYKTypbl CYMu[l, BCTPOEHHbIX CPeACTB 3almThbl MHGOpMaLnm, obecnevyeHmnto KOHTPOIS
NHopMaLnoHHon 6e3onacHocTu CYMu[.

7. B uensx BbIMONHEHUS OpraHn3aLnoHHbIX TpeboBaHuin kK obecneyeHuno MHopMaLMoHHON 6e3onacHoCTH
CYMu/[l 0CHOBHOIro TEXHOJI0rM4eckoro 06opyaoBaHNS CYObEKT 3/IEKTPO3IHEPIrETUKMN LO/IKEH NCMOb30BaTh
cnefyoLwme KOMMOHEHTLI MPOrpaMMHOro 1 annapaTtHoro obecnevyeHus CYMun[:

annapaTHoe obecrneyeHne BEPXHEro, CPEAHEr0 N HUXXHEr0 YPOBHEN;

nporpamMMHoe obecneyeHne BEPXHEro, CPeAHEro N HUXXHEro ypoBHEW.

Ons annapaTHoro obecnevyeHns CYMu[] BepxHero ypoBHs CybbeKT 3/1eKTPO3HepreTUKMN LO/KEH
MCNOJIb30BaTh CAeayloLine KOMMOHEHTbI:

cepsep 06paboTKM MHopMaLmK;

MapLipyTum3aTop;

MEXCETEBOW dKpaH;

NCTOYHMKN BecnepebonHOro NMTaHus;

aBTOMaTM3MpPOBaHHbIE paboyne MecTa NepcoHana.

Onsa annapatHoro obecneveHns CYMu[l cpefiHero ypoBHs CyObekT 3N1eKTPO3HEepreTUKM AOSKEH
MCNOJIb30BaTh CneayloLine KOMMOHEHTbI:

cepBep NPUNOXKEHUN;

cepsep 6a3bl JaHHbIX;

MapLlpyTun3aTop;

MeXXCeTeBOW IKpaH;

NCTOYHMK BecnepeboHOro NMTaHus;

aBTOMaTU3MpOBaHHbIe paboyne MecTa NepcoHana (B cnyyae npusaeyveHns CybbeKkToM 31eKTPO3IHEPreTUKM
opraHu3auuin, NpeaoCcTaBAAWMX YCAYrn yAaJeHHOr0 MOHUTOPUHIa U ANarHOCTUKM SHEPreTUY4eCcKoro
obopynoBaHms).

Ina annapaTHoro obecneyeHns CYMull HUXHero ypoBHA Cy6bekT 3N1eKTPOIHEPreTMKN OOJIKEH
MCNonb30BaTh Cieayowne KOMMNOHEHTHI:

cepBep NPUNOXKEHUN;

cepBep 6a3bl AaHHBbIX;

MapLupyTu3aTop;

MEXCETEBOW 3KPaH;

NCTOYHMK BecnepebonHOro NMTaHus;

aBTOMaTU3MpOBaHHbIe paboyne MecTa nepcoHana.

[na nporpammHoro obecneveHuns CYMu[l no peanusaunn pyHKLUMA cO6opa AaHHbIX CO CPEOAHENO U HUXHErO
ypOoBHeW, (hOpMUPOBaHNSA 0THETOB, (DOPMUPOBAHMA 1 aKTyanusaLmm MaTeMaTuyecknx Mogenein, pacyeTa
MPOrHO3HbIX COCTOAHWI SHEPreTnYeckoro obopyaoBaHmns (NporpaMMHoe obecrneyeHne BEPXHEro ypoBHS
CYMn[l) cybbekT 3NeKTPOIHEPreTUKIN AOSIHKEH NCMONb30BaTh CNelyioLne KOMNOHEHTLI:

nporpamMMHoe obecneyeHne cepBepoB XPaHEHNS OaHHbIX;
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nporpamMMHoe obecneyeHune LLEHTPabHOIO CEpBEPA XPaHEHNS AaHHbIX;

NHTephencsbl aBTOMaTU3NPOBaHHbLIX paboymx MecT nepcoHana;

nporpamMMHoe obecrnevyeHne gnsd GopMnpoBaHus, NOAOEP)KAHNSA B aKTyasIbHOM COCTOSHMM N YTOYHEHNA
MaTeMaTunyeckux mogenen CYMunl,;

nporpamMmmHoe obecnevyeHune Aig MOAENIMPOBAHUSA NPOLLECCOB (PYHKLMOHMPOBAHUS OCHOBHOIMO
TeXHO/I0rn4eckoro obopynoBaHns, MOCTPOEHNS CTAaTUCTUYECKUX MOLENEN ONS HY)KA MOHUTOPUHTa,
obHapy>XeHnA 1 IoKann3auny OTKAOHEHUI, onpeaeneHns BEPOSATHbIX MeCT BO3HUKHOBEHUS aBapUHbIX
cuTyauum;

nporpamMmMHoe obecrnevyeHne 06paboTKM apXMBHbIX AaHHbIX;

nporpaMMHoe obecnevyeHne gns pacluMpeHns PyHKLMOHaNbHbIX BO3MOXHOCTEN (LOMOJAHUTENbHbIE
3KCMepTHbIE MOOYN);

nporpamMMHoe obecnevyeHne Aas CUHXPOHMU3ALMMN OaHHbIX.

[na nporpamMmMmHoro obecneyvyeHuns no cbopy AaHHbIX TENEMETPUMN C HMXKHEro YpoBHS CYMu/[l, HakonneHus u
nepenayn faHHbIX Ha BepXHUI ypoBeHb CYMu/ll, hopMmpoBaHMa 3anpoCcoB Ha BEPXHWIA YPOBEHb, aHan3a
TEXHNYECKOro COCTOAHNS OCHOBHOIO TEXHO0rM4eckoro 06opyaoBaHns, KOTOPbLIN He OCYLLLeCTBASETCA Ha
NHbIX ypoBHAX CYMn[, npenBaputensHon 06paboTku npeaynpeanTensbHbix CO0bLEeHNA, POpMUPOBaHNA
oT4eTOB (NporpammHoe obecneyveHne CYMull cpegHero ypoBHs) CyObekT 3N1eKTPO3IHEePreTUKMN AOJKEH
MCNOJIb30BaTh CneayloLine KOMMOHEHTbI:

nprKnagHoe nporpamMmMHoe obecneyeHue cepBepa XpaHeHUs faHHbIX;

CUCTEMHOE NporpaMMHoe obecneyeHmne cepBepa XpaHEHNS OaHHbIX;

NHTepP(ENCbl aBTOMaTM3MPOBaHHbIX pabovymx MecT nepcoHana (MHTepdenCbl aBTOMaTU3MPOBAHHbIX
paboynx mecT ans pa3paboTku 1 NOAEP)KaHUS B aKTyaNbHOM COCTOSHUA MaTeMaTUYeCKUX Moaenei
LOMDKHBI MPUMEHATLCA A5 OpraHn3aLnia, NpefocTaBASoWMX YCAyry yaaaeHHOro MOHUTOPUHIA 1
AVNArHOCTUKN OCHOBHOIO TEXHOI0rM4eckoro obopynoBaHms);

nporpamMMHoe obecrnedyeHne Ana CUHXPOHMU3ALMMN AaHHbIX Mexay ypoBHamu CYMull.

Ina nporpammHoro obecnevyeHnsa CYMu[l ons BpEMEHHOro XxpaHeHMsa nHGopMauny, nepenayn gaHHbIX Ha
BEPXHMeE ypoBHU (MporpammHoe obecneyveHne CYMuJ, HMKHEro ypoBHS) Cy6beKT 3INEeKTPOIHEPreTUKN
[LOJKEH NCNOJIb30BaTh C/IeAYIOLINE KOMMOHEHTHI:

npuKnagHoe nporpaMmmHoe obecneyeHune cepeepa ONepaTUBHOIO XpaHEHWs AaHHbIX;

CUCTEMHOE NporpaMMHoe obecneyeHme cepBepa ONEPaTUBHOIO XPaHEHNS AaHHbIX.

Ecnn cybbeKkTOM 3N1EeKTPOIHEPIETMKN B LLENSAX BbIMOJHEHNS OPraHn3aLnoHHbIX TpeboaHun k CYMu[,
NCMoNb3ytoTCs KOMNOHeHTbl CYMun[, He yKa3aHHbIE B HACTOSLLEM MYHKTE, CyOBEKT 3/IEKTPO3IHEPTrETUKM
[OJIKEH NCMO0JIb30BaTh UHble KOMMOHEHTbI CYMu/.

Ecnn cybbeKkTOM 31eKTPOIHEPreTMKN B LLENSAX BbIMOJHEHNA OpraHn3aLoHHbIX TpeboaHuin k CYMull He
NCMNOJSIb3yeTCs NOJHbINA NepeyeHb KOMMNOHEHTOB CYMu/[], yKa3zaHHbIX B HACTOSILLEM MYHKTE, TO CYyObEKT
3/IEKTPOIHEPreTUKN [OSKEH MPUMEHATL UCMOJb3yeMble KOMNOHeHTbl CYMu[l ¢ y4eTOM apXUTeKTypbl
CyMu[.

8. ns obecneyvyeHuns OoCTyna nepcoHana K nporpaMmHoMy obecneyennto CYMu[l cybbekT
3N1EKTPO3HEPreTMKN [OJKEH MPEAYyCMOTPETb NpoLeypbl UAEHTUDUKaLMK 1 ayTeHTugrKaunn. B
npouenypax UaeHTUOUKaLMN N ayTEHTUPMKALNN CYObEKTOM 3NEKTPOIHEPrETUKN AOJIKHA ObITh
yTBEpXXAEeHa NOJIMTNKa Naposien, COOTBETCTBYIOWANA CedyoWmMM MMHMMabHbIM TpeboBaHMAM:
MUHMMaJIbHas 4JIMHA Napoas AoJHKHa ObITb HE MeHee AecsATY CMMBOJIOB, NPy DOPMUPOBAHMW NapPoNs
JAO/DKHbI UCMONb30BaTbCA YNCSI0Bble, OyKBEHHbIE (NaTUHULA U (MAN KNPUAAULA, MPOMNUCHbLIE 1 (1K)
CTPOYHbIE) U CheunanbHble CUMBOJIbI;

B LeNsX eAUHOBPEMEHHOI0 BXoa Npu d0pMMpPOBaHNM BPEMEHHbIX Maposiet 06HOBEHNE HE AO/IKHO
NPON3BOAUTLCS;

B LLeN1SX NOCTOAHHOMO AOCTYNa Npu (hOpMMPOBaHUN Mapons JOCTyna 06HOBAEHME AOJIKHO OCYLLECTBAATLCA
He MeHee O[HOr0 pa3a B KBapTaJl.
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Mpn obecnevyeHnn OCTyna NepcoHana K nporpammHomy obecneveHunio CYMull cybbekT
3NEKTPO3HEPreTUKN AOJKEH MPEAYCMOTPETb C/lelyoLne MUHUMaSIbHble TpeboBaHNS:

C034aTb Y4€THbIe 3annucu, COOTBETCTBYOLWMNE TpeboBaHNAM NOMTUKIN Naponei, B LeNax NCrnosib30BaHNS
nporpamMmMHoro obecnevyeHna CYMu[l ons nepcoHana;

YyTBEPANTL HAaCTPOMKWN YYETHbIX 3anuncen nepcoHana;

OTK/IYNTb BCTPOEHHbIE YYETHbIE 3anncK (HenepCcoHNPULMPOBAHHbIE YYEeTHbIE 3anncu).

9. lns onpeneneHns n yTBepXAeHnsa cocTaBa annapaTHoM nHgpacTpykTypbl CYMull n obecnevyeHuns
NPOLECCOB KOHTPOJISA 3a anmnapaTHON nHgpacTpykTyporn CYMull cybbeKkT 3/1eKTPO3IHEPTreTUKN AO/KEH
npefycMoTpeTh Nnpouenypbl Mo NogAep»XXKe opraHnsauny 0CHOBHbIX GyHKUMA CYMu[ ¢ yyeTom
HeobxogmmocTu:

obecneyeHns NoLAEPXKN TEXHONOMNYECKNX NPOLLECCOB KOHEYHBIM HabopoM NMporpaMMHOro obecneyeHuns,
nepeyvyeHb KOTOPOro yTBEPXAAeTCA CyObeKTOM 3JIEKTPOIHEPTeTUKNY;

obecneyeHns opraHM3aLMOHHbIX N TEXHUYECKUX MEpP perncTpauun cobbiTnii 6€30MacHOCTK ANA BCEro
nporpamMMHoro obecneyeHus, exoasuiero B coctas CYMu[;

onpeLeneHns N HaCTPOMKKU napameTpoB 06HOBAEHNSA (BPEMEHHOW MHTEpBaJ) NporpaMmMHoro obecnevyeHuns
ANS NHOopMaLMOHHON Be3onacHOCTN.

10. Cyb6beKkTOM 31eKTPOIHEPreTMKN AOSKEH BbITb CO3A4aH apXMB MPOEKTHOWN N 3KCMJIyaTaLlNOHHON
fokymeHTauum gns CYMull. MNpoekTHasa 1 aKCcnayaTauMoHHasa 4OKYMEHTaLUna 40JHKHa aKTyanm3npoBaTbhCs
CybbEKTOM 3/1EKTPOIHEPTrETUKMN.

11. CocTaB obopynoBaHus annapaTHoro obecneyeHns CYMull, a Takxxe nporpaMMHoro obecneyeHus,
MCNOJIb3yeMOro As annapaTHON UHGPACTPYKTYPbI, AO/DKEH YTBEPKAATHCA CyOBbEKTOM
3N1eKTPO3HEPreTnKN B hopMe nepeyHs obopyLoBaHUS U NPOrpaMMHOro obecrneyeHuns, pa3peLleHHoro K
NCMNOJIb30BaHMIO.

12. CybbeKT 31eKTPO3IHEPreTUKN 419 BbIMOAHEHNS OpraHn3aUnoHHbIX TpeboBaHUn K obecneveHunio
NHMopMaLnoHHon 6e3onacHocT CYMunJ, 0OCHOBHOIO TEXHOMOrMYeckoro 0bopya0BaHNs 0OJIKEH BbINOJIHATb
npouenypy dopmMmmnpoBaHus Habopa cermeHTOB annapaTHOW MHGpacTPykTypbl CYMn[ (nanee -
cerMeHTauusa).

Mo pe3ynbTaTaM cerMeHTaUuu annapaTHas nH@pacTpykTypa CYMull nonxHa BKIYaTb B cebs
MWHUMasbHbIA Habop CEerMeHTOB, COCTOALLMN U3:

cermeHTa cbopa, XpaHeHUs 1 Nepefayn AaHHbLIX - MPOrPaMMHOro 1 annapaTHOro obecneyvyeHns HUXKHEro
YPOBHS;

CerMeHTa 3KcryaTauum - NporpaMMHOro 1 annapaTHoro obecnevyeHns cpegHero ypoBHS;

CcermMeHTa obCNy>XMBaHUSA - NPOrPaMMHOro 1 annapaTHOro obecneyvyeHns BEPXHEro YPOBHS;

CUCTEMHOr0 NPOrpamMMHOro obecrneyeHnsa - NPorpamMMHOro obecnedveHns, kotopoe obecrneymsaeT
ynpasfieHne annapaTHbIMU KOMMNOHEHTaMMN TEXHUYECKUX CPeACTB U (DYHKLNOHMPOBaHUE MPOrpaMMHOro
obecneyeHns.

Mocne BbINOMHEHUS NPOLEAYPbl CEFMEHTALMN CYObEKT 31EKTPOSHEPreTUKIN AOJKEH ONpenennTb
NpoLecchl ynpaBaeHnsa nHgopMaunoHHon besonacHocTbio CYMu[;:
NHHOPMALMOHHO-TEIEKOMMYHWKALMOHHON NHGpacTpyKTypon CYMu[;

KOMMJIEKCOM TEXHUYECKUX CPEACTB 3alinTbl MHGOPMaLNK;

nporpaMMHbIM obecneyeHmem 1 annapaTHbIMK cpeacTBamu CYMu[l.

13. CybbeKT 3N1eKTPO3IHEPreTUKIM LOSKEH ONpeaennTb NopsaAoK U3nYeckoro 4oCcTyna nepcoHana
06beKTa INEKTPOIHEPreTMKN K CEFMEHTaM annapaTHOW MHGpacTpyKTypbl CYMn[, KoTopbln foKeH 6biThb
BKJIIOYEH B NpaBuWJ/ia onpeneneHns n yTBepXXAeHns CoCTaBa annapaTHOM MHGPaCcTPyKTypbl CYMul n
obecneyeHns KOHTPONS 3a annapaTHON NHPPACTPYKTypon CYMup.

B uenax gusmyeckoro foctyna nepcoHana obbekTa 3N1eKTPOIHEPreTUKM K CerMeHTaM annapaTHOw
NHpPaCTPYKTYpbl CYMu[l Heobxoammo npenycmoTpeTh TpeboBaHMA Mo NOpsaaKy puanyeckoro 4octyna
nepcoHana B 3aBMCMMOCTM OT QYHKLWUIA yrpaBaeHns:
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NHMOPMaLMOHHO-TEIEKOMMYHUKALMOHHON NHGpacTpykTypon CYMu/[;

KOMMJIEKCOM TEXHNYECKMX CPEACTB 3alnThbl MHGOPMaLMK;

nporpaMMHbIM 1 annapaTHbIM obecnevyeHnem CYMn[.

CnncoK pa3peLleHHOro K UCNoJib30BaHMIO NPOrpaMMHOro obecneyeHmnsa OOKEH YTBEPXKAATbCA CyObeKTOM
3N1eKTPO3HEPreTUKIN C y4eTOM NYHKTOB 7 1 8 HacToAwwmX TpeboBaHWi. Micnonb30BaHMe NporpaMMHOro
obecneyeHns, He BHECEHHOI0 B CMMCKM Pa3peLleHHOro K MCNoJb30BaHMI0, HE AOMYCKaeTCs.

Ins cepepHoro o6opynoBaHNSa 1 aBTOMaTM3UPOBAHHLIX paboynx MecT nepcoHana cybbekTa
3NEKTPOIHEPreTMKMN, BbIMOJHAOWEr0 QYHKLAN yNpaBaeHNa KOMMIEKCOM TEXHUYECKNX CPEACTB 3alUnThl
NHGopMaLNK, NHHOPMALMOHHO-TENEKOMMYHUKALNOHHON UHGPACTPYKTYpbl CYMulL, 0oKHbl 6biTh
obecneyeHbl cnepytolne mepbl MHGOpMaunoHHon 6esonacHocT CYMu[;:

BKJIOYEHbI MEPCOHaJIbHbIE ME)XCETEBbLIE 3KPaHbI, KOTOPbIE AO/HKHbI 06ecnevmBaTb 6/10KMPOBKY CETEBOMO
L0CTyNa, He NpefyCcMOTPEHHOro PyHKUMOHUpoBaHuem CYMu/[;

YyCTaHOBJ/IEHbI MAPOAM ANS A0CTYNa nepcoHana K nporpaMMHoMy obecneyeHunio n akTyanbHble CpeacTBa
QHTUBUPYCHON 3alLnThl C 06HOBNEHMAMM.

14. na npenoTBpaLleHns yrpo3 nHgpopmaumnoHHon b6esonacHocTn CYMu/[l B OTHOLIEHUN annapaTHOM
NHPPACTPYKTYKTYpPbl CYMunJ, cybbeKTOM 3NEKTPO3HEPreETMKN OOJKHaA 0becneynBaThCa 6e30macHOCTL ee
(PYHKLMOHNPOBAHMA.

Ina obecneyeHns 6e3onacHOCTU PYHKLIMOHMPOBAHMSA annapaTHOW MHpPacTPyKTypbl CYMu[l cybbekT
3N1eKTPOIHEPreTUKUN OOSIKEH:

peasin30BaTh MUHUMaJbHbIA KOMMJIEKC MeponpuaTnin gns obecrnevyeHns 6€30MacHOCTU Cpeabl
(DYHKLIMOHNPOBaHMA annapaTHON NHGPaCcTPYKTypbl CYMul opraHusaumoHHbIX TpeboBaHui kK obecneyeHmnio
NHopMaLnoHHON 6e3onacHOCTY annapaTHON UHPaACTPYKTYypbl CYMu[, B cooTBeTCTBMM € Tabanuen 1
npunoxenus Ne 1 K HacTosWMUM TpeboBaHUSM;

NPUMEHATbL CPEACTBa 3alUMThbl MHDOPMALIMK, BKIIIOYas CPEACTBA, B KOTOPbLIX OHM peann3oBaHbl, a Takxe
CpencTBa KOHTPOASA 3PPEKTUBHOCTY 3aLUTbl MHGOPMaLnmK, cepTUULNPOBaHHbIE B COOTBETCTBUM C
®epepanbHbIM 3aKOHOM 0T 27.12.2002 Ne 184-®3 "O TexHm4eckom perynupoaHmmn” (CobpaHue
3aKoHogaTenbcTBa Poccuinckon ®egepaumm, 2002, Ne 52, ¢1. 5140; 2005, Ne 19, cT. 1752; 2007, Ne 19, cT.
2293; Ne 49, cT. 6070; 2008, Ne 30, cT. 3616; 2009, Ne 29, cT. 3626; Ne 48, cT. 5711; 2010, Ne 1, cT. 5, 6; Ne
40, cT. 4969; 2011, Ne 30, cT. 4603; Ne 49, cT. 7025; Ne 50, cT. 7351; 2012, Ne 31, cT. 4322; Ne 50, cT. 6959;
2013, Ne 27, cT. 3477; Ne 30, cT. 4071; Ne 52, cT. 6961; 2014, Ne 26, cT. 3366; 2015, Ne 17, cT. 2477; Ne 27,
CT. 3951; Ne 29, cT. 4342; Ne 48, cT. 6724, 2016, Ne 15, cT. 2066, 2017, Ne 27, cT. 3938, Ne 31, cT. 4765)
(nanee - ®epepasibHbI 3aKoH Ne 184-03).

15. [1na onpeneneHnsa n yTBep>XAeHna cocTaBa annapaTHON UHGPaACTPYKTypbl CYMull n obecneyeHns
MPOLLeCCOB KOHTPOJIS 3a annapaTHOM MHGpacTpyKTypon CYMull cy6bekT 3aN1eKTPOIHEPreTUKN OOJIKEH
PyKOBOZCTBOBaTLCS TpeboBaHUM MNYHKTOB 9 - 14 HacToswmx TpeboBaHWIA.

16. ina obecneyveHns nHdopMaLMoHHON 6e30MacHOCTM BCTPOEHHbIX CPEACTB 3aLlnThl MH(OPMaLUn B
oTHoweHun CYMu[l B KayecTBe Mepbl No obecnevyeHnto NpeaoTBPaLLEeHNs Yrpo3 NHGOPMaLIMOHHON
6e3onacHocTn CYMn[ cybbeKTOM 31eKTPOIHEPTreTUKN LOKHA MPOBOANTLCS NPOBEPKA COOTBETCTBMUS
BCTPOEHHbIX CPEACTB 3alnTbl MHGOPMaLMoHHON Be3onacHocTn CYMu[l cnenyowmm Lensam
NHopMaLnoHHon 6e3onacHocTu CYMu[;:

ayaunT cobbiTMn MHGOPMaLMOHHOM Be3onacHoCTY;

obecneyeHne KpUNTOrpagr4eCcKon 3amnThi;

AVNCKPETHLIN AOCTYN NoNb30BaTeNen CUCTEMbI;

KOHTPOJIb CETEBOr0 B3aUMOAENCTBMS;

nepepayva atpubyTtos 6e3onacHoOCTH;

NAeHTUUKaLMA N ayTeHTUDUKaLMS;

KOHUrypauus 6e3onacHocTu;

yCTaHOBNEHME NOBEPEHHbIX COEANHEHNI;
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LOCTYMHOCTb UHGOPMaLUK.

OnucaHmne Lenen MHGopMaLmoHHon 6esonacHocTn CYMu/ll opraHusaLmoHHbIX TpeboBaHU K obecneyeHunto
KOHTPOS MHDopMaumoHHon besonacHocTn CYMu[l npmeeneHo B Tabanue 2 npunoxerHna Ne 1 K
HacTosAWwMM TpeboBaHMAM.

17. lna obecneyvyeHns KOHTPOAS UHGOPMaLnoHHon besonacHocT CYMu cybbLeKkToM 31eKTPO3IHEPreTuku
L0JKeH ObITb MPefyCMOTPEH KOHTPOJIb COOTBETCTBMSA U UCMOJIHEHUS TpeboBaHW NHHDOPMAaLVOHHOW
6e3onacHocTn CYMull.

B uensix obecneyeHns Mep no nNpenoTBpaLleHnto yTevek nHgopmaumm, coop, obpaboTka 1 xpaHeHue
KOoTOpoW ocyllecTnsaeTcs CYMu[l, cybbekT 3neKTPO3IHEePreTUKN AOKEH PeaM30BLIBaTbCA KOMMIEKC
MeponpusaThin no:

KOHTPOJI0 MPOEKTHON AOKYMEHTaLUN N MCXOLHOr0 COCTOSHNA MporpamMMHoro obecneyeHus;

3almTe OT HeCAaHKLMOHNPOBAHHOIO AOCTYNa K UHOPMaLUN O TEXHUYECKUX N TEXHOJIOMNYECKNX
nmapamMeTpax OCHOBHOIO TEXHOOrM4ecKoro obopynoBaHus;

obecneyeHnto HOPMNPOBAHNS N XPAHEHUSA OTHETHOCTY YKa3aHHbIX MEPONpPUATUN.

18. B kavyecTBe 6a3oBoro Habopa CpeacTB KOHTPOAS MHpopMaLmMoHHoM BesonacHocTn CYMu[ cybbekT
3NEKTPO3IHEPreTUKN [ODKEH:

yTBEPANUTb NOAUTUKY MHOPMaLIMOHHON Be3onacHocTu ans CYMull, cchopMmnpoBaHHYO B COOTBETCTBUN C
rnason lll HacTosiwux TpeboBaHWi;

pacnpegennTb 0653aHHOCTK No obecnevyeHnto nHpopmaLnoHHon besonacHocTn CYMull BHyTpU
opraHu3auuu;

npoBoanTbL 0by4yeHne 1 NoOAroTOBKY NepcoHana no obecneyeHnto MHopMaLmoHHon besonacHocTn CYMu[;
npoBoauTb 0byyeHne 1 NOArOTOBKY MepcoHana no NoAAepXaHuto pexumma MHHOoPMaLMOHHOW
6e3onacHocTn CYMu[;

OopraHn3oBaTh NPOLLECChl yBeLOMIEHNS 0 CJlyvasax HapyLweHns 3awmtel CYMu[;

npumeHaTb Ana CYMull cpeactsa 3almnTbl OT UCMOJHAEMbIX (KOMMABIOTEPHbIX, MPOrPaMMHbIX) KOLOB UK
NHTEepNpeTnpyeMbiX HaBOPOB NHCTPYKLMIA, 06NafatoLLNX CBONCTBOM HECAHKLMOHMPOBAHHOMO
pacnpocTpaHeHns N CaMOBOCMNPOM3BeLEHNS (BUPYCHI);

obecneymBaTb 3aWMTY AaHHbIX U NPOEKTHOW AOKYMeHTauun CYMu[;

OCYLLECTBAATb KOHTPONb COOTBETCTBUS CYMU[, yTBEp)KAEHHON NOIMTMKE UH(OPMALMOHHONM
6e3onacHocTL.

19. ina obecneyveHns KOHTPOAS UHGOpMaunoHHon besonacHocTn CYMu cybbekT aNeKTpOIHEPreTuKy
JIO/IKEH PYKOBOACTBOBATLCS TpeboBaHMAMN NyHKTOB 17 1 18 HacToswmux TpeboBaHuMiA.

20. Cy6bBbeKTOM 3/1eKTPO3IHEPTETUKIM [OSKHO NPOBOANTHLCA KaTeropupoBaHue CYMu[l B COOTBETCTBUM C
®epepasibHbIM 3aKOHOM OT 26.07.2017 Ne 187-®3 "O 6e30MacHOCTH KPUTUHECKON NH(OPMALIMOHHON
NHPaCTPYKTYpbl Poccuiickon ®epepaunn” (CobpaHne 3akoHogaTenbCcTBa Poccuinckon ®epepaumm, 2017,
Ne 31, cT. 4736) 1 nocTaHoBneHnem MpasutenscTBa Poccunckon ®epepauuy ot 08.02.2018 Ne 127 "06
yTBepxAaeHun MNpaBua KaTeropmpoBaHnsa 06BEKTOB KPUTUYECKON NH(OPMALMOHHON NHPACTPYKTYpPbI
Poccuiickon ®epepalmmn, a TakKe NepeyHs nokasatenen KpUTepmnes 3HaYNMMOCTU 0O BEKTOB KPUTUYECKON
NHOPMaLMOHHON MHDPACTPYKTYpbl Poccninckon Pepepaunn n nx 3HadeHmin" (CobpaHue
3aKoHozaTesnbcTBa Poccuinckon ®epepaumm, 2018, Ne 8, cT. 1204).

21. Cy6beKTOM 31eKTPO3IHEPreTUKN B 0OTHOLWEHU CYMuI AoMKHbI BbINONHATLCA TpeboBaHNS K
OpraHun3aunoHHO-pPacnopaANTeNbHbIM JOKYMeHTaM no 6e30nacHOCTY 3HaYNMbIX 06 BEKTOB KPUTUYECKON
NHOPMaLMOHHON MHADPACTPYKTYpbl Poccnitckon deagepaunm B COOTBETCTBUM C riaBoin |V TpeboBaHum K
C034aHun0 cncTem 6e30MacHOCTU 3HAYMMbIX 0O BEKTOB KPUTUYECKOWN MHDOPMALIMOHHOW MHDPACTPYKTYPbI
Poccuiickon ®epepaumm n obecneyeHmnio nx GyHKLUOHMPOBAHUS, YTBEPXKAEHHLIX Nprka3oM ®CTIK Poccuu
0T 21.12.2017 Ne 235 (3apeructpupoBaH MuHiocTom Poccum 22.02.2018, pernctpaumoHHbii Ne 50118)
(nanee - TpeboBaHMA K co3aaHN0 cMcTeM Be3onacHoOCTH).

lll. TpeboBaHMsA K obecneyeHnto MHHOPMALIMOHHOW 6&30NaCcHOCTW CUCTEM Y1aJeHHOr0 MOHUTOPWHIA U
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ONArHOCTUKMN MPU UX CO34aHMM U NOCAeYIOLLeR SKCMayaTauum

22. Mepsbl Mo 3almTe NHopMaLMN AO0SHKHbI MPUMEHATLCA Ha BCEX CTaamax (3Tanax) cosgaHus CYMul,
onpegeneHHblx NOCT 34.601-90 "MHpopMaLmMOHHaa TexHonorma. Komnaekc ctaH4apToB Ha
aBTOMATU3NPOBaHHbIE CUCTEMbI. ABTOMAaTU3MPOBaHHbIE CUCTEMbI CTaAMMN CO30aHNA", YTBEPXKAEHHBIM 1
BBeZleEHHbIM B AeCTBME nocTaHoBneHMeM MoccTtaHaapTa CCCP ot 29.12.1990 Ne 3469 (UMK N3paTenscTBO
CTaHgapToB, 1997).

23. Ins obecneyveHns nHdopmaumoHHon besonacHocTn CYMu npu co3gaHum n nocnepytoLen
akenayataumm CYMul yHKUNSA TEXHONOMMYECKOr0 MOHUTOPMHIA COCTOAHMA OCHOBHOIO TEXHOJIOrMYEeCKOro
obopynoBaHus B 4acTn cbopa, XpaHEHNS 1 Nepefaydn AaHHbIX AOJHKHA OCYLLECTBAATLCA MOCPELCTBOM
NHPaCTPYKTYpbl cbopa, XpaHeHMs 1 nepedayn AaHHbIX (LeHTpoB 06paboTKM AaHHbIX), PaCnon0XXeHHON
Ha TeppuTtopum Poccunckon Gepepauum.

Ecnm npun peannsaunn QyHKLUN TEXHOSIOMMYECKOr0 MOHUTOPUHIa COCTOSHUS OCHOBHOIO
TexHoJsiornyeckoro obopynosaHna npy nepenade AaHHbIX IKCMAyaTUPYIOTCA CeTU CBA3M obLuero
NnoJsib30BaHMA, TO Npu nepegade OaHHbIX AOSKHbLI MCMOb30BaTbCA CPEACTBa 3alMThl MHpOpPMaL MK,
npoweLumne oLeHKy COOTBETCTBUSA B COOTBETCTBMM C TpeboBaHmamMn PegepanbHoro 3akoHa Ne 184-03 .
24. Ecnmn B CYMu[] npenycmoTpeHa yHKLUMA YAaJIEHHOrO yrpaBaeHnst OCHOBHbIM TEXHOJIOMNYECKUM
obopy0oBaHMEM C NCMOJIb30BaHMEM CMeLManbHOro NporpaMmMHoOro obecneyeHns n/unm Moayns
nporpammHoro obecneyenunss CYMull, To ons Takoro nporpaMmMmHoro obecneyeHns n/mam Mooyns
nporpamMmMHoro obecnevyeHunsa CYMu[l nosxHa 6biTb NpoBeAeHa NPOBEPKA HE HIXKE, YeM MO 4 YPOBHIO
KOHTPO1S OTCYTCTBUS HEAEKNAPUPOBAHHbIX BO3MOXHOCTEN.

25. TpeboBaHus K obecneyeHnto nHopMaLmoHHon besonacHocTn CYMu nomxkHbl cobnoaaThCs
CybbEKTOM 3/71eKTPO3IHEPreTUKN BMeCTe € TpeboBaHMAMN K MOAENNPOBAHUIO YrPo3 U DYHKLUNOHANbHbLIMI
TpeboBaHMAMU, NPeaYyCMOTPEHHBIMU MYHKTaMK 26 - 29 HacToAlWwmMX TpeboBaHUA.

26. Ins moaennpoBaHus yrpo3 nHgopmaumnoHHon 6esonacHoct CYMu[, cybbekTy 3N1eKTPO3HEPreTUKN
HeobXx04MMO BbIMOAHUTL MNPOLEAYPY MOAEMPOBaHNA U onncaTb 6a30Byt0 MoAeNb Yrpo3 MH(POPMALMOHHON
6e3onacHocTn CYMu/ll.

[na MmooenmpoBaHns yrpo3 nHgpopmaunoHHon 6esonacHocTn CYMull cybbekT 3neKTPOIHEPreTMKN JOJIKEH
OLEeHMBaThb cyllecTByowme ya3snumocTn CYMnl n eé KOMNOHEHTOB, BEPOATHOCTb YrPoO3 1 X peannsauunio
(ncnonb30BaHUE), OMACHOCTM PacCMaTPMBAEMOW Yrpo3bl C TOYKM 3peHNS NOTEHUMa bHbIX NOCAeACTBUN W
LECTPYKTVBHbIX OEACTBWI, BbIMOJIHAEMbIX B pe3ynbTaTe peasm3auum yrpos.

[na MmooenmpoBaHns yrpo3 nHpopmaumnoHHon b6esonacHocTn CYMull cybbekT 3NeKTPOIHEPreETMKN OOJIKEH
NCNonb30BaTh:

6aHK gaHHbIX yrpo3 6e3onacHOCTY MHopMaumm, BeaeHne koToporo ocyuectenseTca ®CTIK Poccun B
COOTBETCTBUM C NOANYHKTOM 21 nyHKTa 8 MonoxxeHns o PepepasbHom ciyxbe No TeXHUYECKoMY 1
3KCMOPTHOMY KOHTPOJIKO, YTBEPXAEHHOIO YKa3oMm Mpe3ngeHTa Poccunckon Gepepaunm ot 16.08.2004 Ne
1085 (CobpaHune 3akoHomaTenbcTBa Poccuinckon ®epepaunn, 2004, Ne 34, c1. 3541; 2018, Ne 20, cT. 2818),
a TaKXXe UHble JOCTYMHbIE NCTOYHUKM, cogepxalime ceegeHns ob ysa3BnMoCTaX 1 yrpo3ax 6e3onacHoCcTm
nHopmauum CYMnL;

pe3ynbTaTbl OLEHKN BEPOATHOCTY peannsaumm ya3BuMocTen KomnoHeHT CYMuJ.

Ha ocHOBaHMM BXOA4HbIX AaHHbIX 419 MOAENMPOBaHNSA Yrpo3 MHGOPMaLMOHHON 6e30nacHoCTN CyObekT
3NEKTPO3HEPreTUKN [OJKEH CHOPMUPOBATL NEPEYEHb aKTyaslbHbIX Yrpo3 MH(OPMaLMOHHONM
6e3onacHocTn CYMuQ.

27. Mo pe3ynbTaTaM MOOENMPOBAHNS Yrpo3 MHGOpPMaUnoHHoN 6e3onacHocT CYMu[l cybbekTom
3NEeKTPO3HEPreTMKN AOJKHA 6bITh pa3paboTaHa Mogenb yrpo3 nHdopmaumnoHHon besonacHoct CYMu[,
Ha OCHOBAHWW KOTOPON DOPMUPYETCA NOSUTHNKA MHGOPMaLMOHHON B6e3onacHoCTK. MNMonnTuka
NHpopMaumnoHHon 6esonacHocTy CYMu[, nonkHa BKAOYaTh B cebs PyHKLMOHaNbHblE TpeboBaHNS K
NHMopMaLnoHHon 6e3onacHocTy CYMul.

Ina pa3paboTku mogenm yrpos nHgopmaunoHHon b6esonacHocTn CYMull cybbekT 3NeKTPOIHEPreTMKN
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LOJDKEH UCMNOJ/Ib30BaTh:

onuncaHne CYMull, xapaktepucTuku gyHkummn CYMull, pesynbTaTbl NpoLeaypbl cerMmeHTauuu;

onMcaHne NCTOYHMKOB Yrpo3, TUMOBbIX YA3BMMOCTEN, 06BbEKTOB BO3AENCTBUA, AECTPYKTMBHbLIX LENCTBUN B
OoTHoweHun CYMn[;

MOJesin HapywmnTens nHgpopmaumnmoHHon 6esonacHoctn CYMul,.

Mpy onucaHnn NCTOYHUKOB Yrpo3 UHOopMaLMoHHON Be3onacHocT CYMu[, cybbeKTOM 3NEeKTPOIHEPreTUKN
AO/DKHbI UCMONb30BaTbCA CAeayloLne NCTOYHNKIN Yrpo3 nHgopMaunoHHon b6esonacHocTn CYMu/l:
KOHKYPEHTHI;

KPUMUHAbHbIE 3/1IEMEHTHI (CTPYKTYPBbI);

HeLoBpoCcoBECTHbIE MapTHepLI;

paboTHUKK (NepcoHan) opraHusaunn (CybbekTa 31EKTPOIHEPTETUKI);

JiMua, OCyLLeCTBASAOLINE CO34aHNe, PacnpPOCTPaHEHNE UM UCNOSIb30BaHNE KOMMbIOTEPHbLIX NporpamMm nnbo
WNHOM KOMMbIOTEPHON MH(OPMaLUK, 3aBeL0MO NpefHa3HaYeHHbIX 419 HECaHKLUOHUPOBAHHOIO
YHUYTOXEHUSA, 6N10KMPOBaHNA, MOANGMUKALUN, KONMMPOBAHMNA KOMMNbIOTEPHON MHOPMaLMn nan
HenTpaam3aunm CpeLCcTB 3alnThl KOMMNbIOTEPHON MH(OPMaLK;

pa3paboTynKmM N NPON3BOANTENN TEXHUYECKNX CPEACTB W NPorpamMmMHoro obecneyeHus.

Ona onpegeneHnsa TMNoBbIX yrpo3 CYMuJl cybbekToM 3/1eKTPOIHEPreTUKN A0JKeH ObiTb MPOBEAEH aHa N3
YSA3BMMOCTEN B OTHOLLIEHUU:

CeMelCTBa NPOTOKOJI0B, NPEAOCTABASAIOWNX UHTEPGENC AN1a yrpaBaeHns obbekTaMn aBToMaTn3aLmMm 1
TEXHONOrMYEeCKUMK npoLeccamu;

NpUKNagHoOro NporpamMMHoro obecneyeHmns, CucTem ynpasaeHns 6a3amMm faHHbIX;

onepaLOHHbIX CUCTEM.

[N npoBefeHUs aHann3a ya3BMMOCTeN HEOBX0ANMO NCMOb30BaTb NEPEYHM:

6a30BbIX aTak, HEOOX0AMMbIX MPY aHaN3e YA3BMMOCTEN 1 MOCTPOEHUN Moaenn yrpo3 CYMu[,
npuBeaeHHbiX B Tabauue 1 npunoxeHus Ne 2 K HacTosLWMM TpeboBaHUSM;

6a30Bbix ya3BumocTen CYMull, Heo6xoauMbIX ANS NPOBEAEHNS aHann3a ya3sumMocTten CYMu[ un
nocTpoeHus mogenn yrpo3 CYMu[l, npuseaeHHbix B Tabnmue 2 npuaoxeHuns Ne 2 K HacTOALWMUM
TpeboBaHuaM.

[na onncaHnsa 0CHOBHbIX 06beKkToB Bo3aencTens CYMull Heo6xoamMmo NpuMeHATb CIeayoWwmnin nepeyeHb
06BEKTOB BO3AENCTBUS:

a) cepBepbl aBTOMaTU3NPOBaAHOM CUCTEMbI ynpasneHnsa n CYMull cpeiHero n HMXHeEro ypoBHei;

6) ceTeBON KOHTYpP B3aUMOAENCTBMA MEXY:

cepepoM CYMu[l HUXHEro ypoBHS U aBTOMaTU3NPOBaHHbLIM paboymM MeCcToM NepcoHana;

cepepamun CYMu[l HUXHero, cpegHero n BepxXHero ypoBHeN;

cepepoM CYMu/[l BepxHero ypoBHS U NpuKIagHbIM NporpamMMHeiM obecneyeHnem (cpeactsa obpaboTku
AaHHbIX 1 pa3paboTKy MaTeMaTUYECKNX MOoLenen);

cepepoM CYMu/[l n aBTOMaTU3NPOBaAHHLIM paboynM MecToM NepcoHana.

CybbeKT 31eKTPO3HEPreTUKM BNpaBe oNpeaensiTe A0NONHNUTENbHbIE 06beKThl Bo3aencTens CYMul,.
OnpegeneHne BO3MOXXHbIX 4ECTPYKTUBHbIX OEACTBMIA B OTHOLIEHMM Be3onacHoCcTy nHgopmaumm CYMu[
ANS KaXK 0N U3 yrpo3 nHgopMaumoHHon 6esonacHocTn CYMnI 0osKHbI OCYLLECTBAATHCA CyObekTOM
3N1EKTPO3HEPreTMKN B COOTBETCTBUM C NpusioxKeHneM Ne 3 K HacToALWMUM TpeboBaHUAM.

[na onpeaeneHnst OCHOBHbIX AECTPYKTUBHbLIX LENCTBUIA B OTHOLIEHUN MH(OPMALIMOHHON Be30nacHOCTK
CYMu/[l cybbeKT 3n1eKTPO3HEPIrETUKMN AO/KEH NCMONL30BATb Clefyiolme AeCTPYKTMBHbIE AENCTBUA:
HeCaHKLUMOHNPOBAHHOE KOMMpPOoBaHMe nHgopMaumm (4eCTpyKTMBHOE AencTene 1 B COOTBETCTBUM C
HyMepauwnen, npuBeaeHHoN B NpuoxeHun Ne 3 K HacToswmm TpeboBaHUsAM);

YHUYTOXEHNE nHopMaumn (HocuTens uHopmaumum) (AeCTpYKTUBHOE LENCTBUE 2 B COOTBETCTBUM C
HyMepauwnen, npuseaeHHoN B NpuoxeHun Ne 3 K HacToswmm TpeboBaHUsAM);

MoANGULNPOBaHME NHGOPMaLUN (M3MEHEHNE NCXOAHON NHGOPMALIUM Ha NOXXHYI0) (AeCTPYKTUBHOE
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LeNCcTBue 3 B COOTBETCTBMM C HYMepaLunen, NpuBeaeHHoON B NpuaoxKeHun Ne 3 K HaCToAWMM
TpeboBaHMAM);

610KMpoBaHMe NHGOpMaLUN (LeCTPYKTUBHOE OeNCTBME 4 B COOTBETCTBMM C HyMepau e, NpuBeaeHHON B
npunoxeHun Ne 3 K HacToALWMM TpeboBaHMAM);

nepexsaT MHGOPMaLUK Npu ee nepefadve No KaHanaM CBA3N (4eCTPYKTUBHOE AENCTBME 5 B COOTBETCTBMM
C HyMepauuen, NpuBeaeHHON B NpunoXeHun Ne 3 K HacToawWwmMM TpeboBaHMAM);

pa3rialleHve nHgopMaLuym nepcoHanoM (4eCTPYKTMBHOE AeNCTBME 6 B COOTBETCTBUN C HYMepaLmen,
npuBeaeHHON B npuoxeHun Ne 3 K HacToAwmMM TpeboBaHusAM);

XULLEHWe HocuTens nHgopmaumm (LecTpyKTUBHOE AeNCcTBMe 7 B COOTBETCTBMMU C HyMepaLuumen,
npuBeeHHON B NpuaoxeHun Ne 3 K HacTosAWwmMM TpeboBaHmaM);

HaHeceHue ywepba 300pOBbLI0 MEPCOHANA U OKPY>KAOLWMM N0AAM (BEeCTPYKTMBHOE OencTBMe 8 B
COOTBETCTBUM C HYMepaLmel, NpUBeeHHON B NpunoxeHun Ne 3 K HacToAwmum TpeboBaHusaM);

HaHeceHWe yuiepba okpyxatoLleln cpeae (0ecTPyKTUBHOE AelcTBMe 9 B COOTBETCTBUM C HyMepaLmnen,
NpVBEAEHHON B NpuaoxXeHun Ne 3 K HacToAWwMM TpeboBaHmaMm);

usnyeckoe nospexaeHne obbekTa 3allnTbl N ero KOMMNOHEHT (LeCTPYKTUBHOe gencteue 10 B
COOTBETCTBUM C HYMepauunel, NpUBeLeHHON B NpunoxeHnn Ne 3 K HacToAWwMUM TpeboBaHNAaM);
6110KMpOBaHME KOHTPOJIA Had 06BEKTOM 3alUNThl (LeCTPYKTUBHOE AecTBMe 11 B COOTBETCTBMUU C
HyMepaLuwnen, NnpuBeaeHHoN B NpuioxeHun Ne 3 K HacToswmm TpeboBaHMAM).

CybbeKkT aNeKTpOIHEPreTMKY BNpaBe OnpeaensaTb AONOSHUTENbHbIE AeCTPYKTUBHbIE LENCTBUS B
oTHoweHun CYMun/[.

28. [Ins obecneyveHns KOHTPONSA NHPOPMaLMOHHON Be3onacHOCTU KoMNOHeHT CYMu[l, npMBeeHHbIX B
NyHKTe 7 HacToAwWwmMx TpeboBaHWA, N NepcoHana CybbekT 3NeKTPOIHEPreTUKN AOJIKEH YCTaHOBUTbL MOAESb
HapyLwmnTens nHpopmaunoHHon 6esonacHocTn CYMnl.

Mopenu HapywuTenen nHgopmaumnoHHon 6esonacHocTn CYMuJ, fomKHbI 6bITh yTBEPXKAEHBbI CYyObEKTOM
3NEKTPOIHEPreTUKN.

Buabl HapywmTenen Ana onpefeneHns Mogenu HapywmTenen nHgpopmaumnoHHon 6esonacHoctn CYMn[
npviBegeHsl B npuaoxxeHnm Ne 4 K HacToaWwmMM TpeboBaHmsM,

29. [Ins pocTmxeHus uenen nHopMaumoHHon besonacHocTn CYMu[l cybbeKTOM 3N1eKTPO3IHEPrETUKN
LOJKHbI YCTaHaBAUBATLCA PYHKLUMOHaNbHbIe TpeboBaHMs K nHGopMaLnoHHon be3onacHocTy CYMn[.

30. Ins noaTeepxaeHns cootTeeTcTBUsS CYMuJ HacToswmum TpeboBaHUsAM CyObEKTOM 3N1EKTPOIHEPrETUKI
L0JKHa NPOBOAUTLCS oLeHKa CYMu/ll n eé noacuctemsl 6e3onacHocTy B popMe aTTecTauun CYMull B
COOTBETCTBUM C TpeboBaHNAMK 0 3aLLUMTE UHGOPMALUN, HE COCTABASIOLLEN FOCYAAPCTBEHHYIO TalHY,
cofepxallencs B rocy4apCTBeHHbIX MHPOPMALMOHHbIX CUCTEMaX, YTBepXKAeHHbIMU npukazom OCTIK
Poccum o1 11.02.2013 Ne 17 (3apernctpuposaH MuHioctom Poccun 31.05.2013, pernctpaumoHHbin Ne
28608), c n3MeHeHNsIMU, BHECEHHHbIMK Npukasom GCTIK Poccmm oT 15.02.2017 Ne 27 (3apernctpmpoBaH
MwuHiocToM Poccun 14.03.2017, peructpaumoHHbin Ne 45933) (panee - TpeboBaHus 0 3awuTe nHdopMaLmu,
He COCTaBNALWEN roCyAapCTBEHHYIO TallHy, COAEPXKALLENCs B rOCYAapPCTBEHHbIX MHPOPMaLMOHHbIX
cucrtemax).

31. NHdopmaunoHHas 6esonacHocTe CYMu/ll, ABASIOWNXCS 3Ha4YMMbIMU 06 beKTaMmn KpUTUYECKON
NHOPMaLMOHHON MHADPACTPYKTYpbl Poccniickon Pepgepaunn, 0oskHa obecnevymBaTbCs CybbekToOM
3N1eKTPO3HEPreTUKN B COOTBETCTBUM ¢ TpeboBaHnaMu no obecneyeHunio 6€30NacHOCTY 3HAYUMbIX 0OBEKTOB
KPUTUYECKON NHOPMaLMOHHON MHPaCTPYKTYpbl Poccuninckon denepaunn, yTBEPKAEHHBLIMU MPUKA30M
®CT3K Poccum o1 25.12.2017 Ne 239 (3apernctpupoBaH MuHiocTom Poccun 26.03.2018, perncTpaLioOHHbIN
Ne 50524), c nsmeHeHnsiMu, BHECEHHBLIMK NpuKa3om ®CTIK Poccum oT 09.08.2018 Ne 138
(3aperucTtpupoBaH MuHtoctom Poccun 05.09.2018, peructpaumoHHbin Ne 52071), a Takxe TpeboBaHMaMN K
co3faHnto cmctem 6e30NacHOCTY C Y4€TOM NYHKTOB 23 - 24 HacTosAWwmMX TpeboBaHui.

32. [Ins obecneyvyeHns cmctemMbl MHGopMaLMoHHon 6esonacHocTu CYMull cy6bekToOM 31eKTPO3IHEPTETUKN
LOJKHbI yCTaHaBNUBaThbCA TpeboBaHNA KO BCTPOEHHbIM CTPeACTBaM 3alUMnThI.
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Ina obecneyeHns cuctemsl 6€30NacHOCTN KOMAOHEHT CYMuJl cybbekT 3N1eKTPO3IHEPreTUKUN AOJIKEH
BbIMONHATbL TpeboBaHMA, ycTaHOBNEHHbIE rnaBoi |l TpeboBaHUIM K CoO3aaHMI0 cucTeM 6€30MacHOCTH.

Mpw opraHm3auumn paboT no obecneyeHmnio 6esonacHocT CYMu[ B pamkax pyHKLMOHNPOBAHNA CUCTEMBI
6e30nNacHOCTN CYyObEKT 31EKTPOIHEPTETUKIN LO/IKEH BbIMONAHATL TpeboBaHMs, yCTaHOBAEHHbIE FnaBon V
TpeboBaHmMi K co3gaHuio cnuctem besonacHocTu.

33. Beopg B penictrne CYMull n ee noacuctemsl 6€30MacHOCTY O0JIKEH OCYLLECTBIATLCS NOCSE NONYyHEHUS
aTTecTaTa cooTBeTcTBMA CYMu.*

* MyHKT 17.5. TpeboBaHM 0 3awwuTe NHGOPMaLnM, He COCTaBNAIOLLEN FOCYAAPCTBEHHYIO TalHy,
cofepxxallenca B rocylapCTBEHHbIX MH(OPMALMOHHbIX CUCTEMAX.

MpunoxxeHus Ne 1 - 4 kK TpeboBaHMAM He NpuBoAATCA. CM. onLMaNbHBIN UHTEPHET-NOPTaN NPaBOBON
nHopmauum http://www.pravo.gov.ru.
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