006 yTBep>xaeHun TpeboBaHUM K CpeacTBaM 3JIEKTPOHHOMU
noanucu u TpeboBaHuM K cpencTBaM yA0CTOBEPSAIOLLEro LeHTpa

Mpukas ®enepanbHom cnyxbbl 6e3onacHocTn Poccuinckon ®epepaumm - Ne 796 - o1 27.12.2011 - lencTByeT ¢
N3MEHeHnAMMN

Mpuka3 ®enepansHom cnyxbel 6esonacHocTn Poccunckon depepaumm ot 27.12.2011 r. Ne 796 (bronneteHb
HOPMaTUBHbIX aKTOB (hefepasibHbIX OPraHOB UCMOJHUTENbHOW BnacTy oT 2012 r., Ne 16)

®ENEPAJIbHOM CNY>XBbl BE30OMNACHOCTW POCCUIACKOWN ®EOEPALINN
MPUKA3

MockBa

oT 27 nekabpsa 2011 r. Ne 796

06 yTBepxaeHumn TpeboBaHWN K CPpeACcTBaM 3NEKTPOHHOM noanucy n TpeboaHuin K CpeacTBaM
yOOCTOBEPAIOLLEro LeHTpa

3aperucTpupoBaH MuHiocTom Poccum 9 chepans 2012 r.

PernctpaumnoHHbii Ne 23191

B cooTBeTCTBUM C HacTbto 5 cTaTbu 8 PefepasnbHOro 3akoHa ot 6 anpensa 2011 r. Ne 63-®3 "06
3/IEKTPOHHON NOANMUCK"! NPUKa3bIBalo:

yTBEepOuTh:

TpeboBaHMA K CpeACcTBaM 31€KTPOHHOM noanucy (npunoxxexHme Ne 1);

TpeboBaHMA K CpecTBaM yAOCTOBEPSAIOLLErO LeHTpa (NpunoxeHne Ne 2).

OvpekTop A.BOpTHMKOB

t CobpaHue 3akoHoaaTenbCTBa Poccunckon ®epepaumm, 2011, Ne 15, cT. 2036; Ne 27, cT. 3880.

MpunoxeHune Ne 1

TPEBOBAHIA
K CpeaCcTBaM 3/IeEKTPOHHON NoANUcK
|. ObLme nonoXeHns

1. HacToswue TpeboBaHus paspaboTaHbl B COOTBETCTBUM C PefepasibHbiM 3aKOHOM OT 6 anpens 2011 r. Ne
63-®3 "06 anekTpoHHON noagnucn" (ganee - PegepanbHbll 3aK0H).

2. B HacToswmx TpeboBaHUSAX NCNOMb3YIOTCA CAEAYIOLLNE OCHOBHbIE MOHATUSA, ONPeAeNieHHbIe B CTaTbe 2
denepanbHOro 3akoHa:

1) anekTpoHHas noanuck (aanee - 3M) - MHpoOpPMaLMa B SNEKTPOHHON hopMe, KOTOpas NPUCOeaANHEHa K
Apyron nHhopmaLmm B 31eKTPOHHON hopMe (MoANMCbIBaEMO MHOpMaLIMK) NaK MHbIM 0B6pa3oM CBsizaHa C
TaKon nHopMaLmen n KoTopas UCNosib3yeTcs a5 onpefeneHns nuua, NoAnmnceIBalowero nHpopMaLmio;
2) yoocToBepsaowuia LeHTp (fanee - YL) - opuamnyeckoe nnuo, UHANBUAYabHLIN NpeanpuHuMaTens nnbo
rOCYAapCTBEHHbLIN OpraH UM opraH MecTHOro caMoynpaBaeHns, OCyLeCTBAALNE PYHKLMM MO CO34aHMI0
1 Bblaye CepTMduKaToB KnoYen Nposepkn 31, a TakxKe MHble PYHKLMK, NpeayCMOTPeHHble
®epfepanbHbIM 3aKOHOM;

3) koY 3l - yHMKanbHaa nocnegoBaTesIbHOCTb CUMBOJIOB, NpeAHa3HavYeHHasa o cosganus 301,

4) KntoYy nposepku 3l - yHMKanbHas nocnefoBaTelbHOCTb CMMBOJI0B, OAHO3HAYHO CBA3aHHasA C K4om Il
1 NnpegHa3HavyeHHasa 4s1sa NpoBepku nogamHHocTn 3 (manee - nposepka 3M);

5) cpencTta 30 - WngpoBanbHbie (KpUNTOrpauyeckne) CpefcTsa, UCNoJib3yemMble A5 peann3aumm XoTs
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6bl 0fHOW 13 cnepyoWwnx GyHKLMA: co3agaHune M1, npoBepka 3I, co3paHmne knYa M 1 KoYa NPoOBEPKM
a0,

6) cepTnukaT KoY4a NpoBepkK 3N - IAEKTPOHHLIN [OKYMEHT WK LOKYMEHT Ha bBymMa)kHOM HocuTene,
BblAaHHble YL nnbo noBepeHHbIM nuuom YL 1 noaTeepxaatoLime NnpuHaaneXXHoCTb Ktova npoeepku 3
BNlajesblly cepTudurKaTa Koda nposepkm 3.

3. HacToswme TpeboBaHna yCTaHaBAMBAOT CTPYKTYPY U coaep>xaHne TpeboBaHuin K cpeacteam M.

4. HacTtosilwme TpeboBaHWa npefHa3HayYeHbl 415 3aKa34NKOB 1 pa3paboTymkos paspabaTeiBaeMbix
(MomepHM3npyembix) cpeacTs 3l Npu nx B3anmMogencTemm Mmexxay cobon, ¢ opraHnsaunsaMm, NPoBoAALLINMHN
KpunTorpaguyeckne, MHXeHepHo-KpunTorpaduyeckne n cneyunanbHole nccnenosaHma cpencts 3, OCb
Poccuu, ocyLecTBASOWEN NOATBEPXKAEHNE COOTBETCTBUS CpecTB Il HacToswmM TpeboBaHmAaM.

5. HacToswwme TpeboBaHua pacnpocTpaHaoTCa Ha cpeacTsa I, npeaHa3HayYeHHble A5 UCMOJIb30BaHNSA Ha
TeppuTopun Poccunckon depepaunu, B ydpexxaeHusx Poccumnckon depepauum 3a pybexxom un B
Haxoaawmxcs 3a pybexxom 060cobneHHbIX NoApasfe/eHNAaX IOPUANYECKMX JiML, 06pa30BaHHbIX B
COOTBETCTBUM C 3aKOHOAATeNbCTBOM Poccuinckon depepauun.

6. K cpeacteam 31 B 4acTu mx pa3paboTky, Mpon3BoACTBa, peaam3auun 1 skcnayaTaumm npeabsasasaioTcs
TpeboBaHua, 3aKpensieHHble MNonoXxxeHnemM o pas3paboTke, NPON3BOACTBE, peann3auun 1 sKCnayaTauum

LN POBaNbHbIX (KpUNTOrpamnyecknx) CpeacTs 3awnTsel nHpopmauun (MonoxxeHue MK3-2005),
yTBepXAeHHbIM npuka3zom ®CBb Poccum oT 9 dpeBpana 2005 r. Ne 66 (C MU3MEHEHNSAMU, BHECEHHBLIMU
npukasom ®CB Poccum o1 12 anpensa 2010 r. Ne 1732), gns WwWingpoBanbHbIX (KpUNnTorpapuiecknx) CpeacTs
3aWMThl MHGOPMALUN C OrpaHNYeHHbIM AOCTYMOM, He COAEpPKaLLen CBeAEHUN, COCTaBASAIOWNX
roCyLapCTBEHHYIO TalHy.

7. TpeboBaHUA K TEXHOAOrMAM Co34aHUA (DopMMpoBaHKS) 1 NpoBepkmn 3N ¢ nomoLbio cpeacTea 3
YKa3bIBalOTCA B TAKTUKO-TEXHUYECKOM 3a4aHUN NN TEXHUYECKOM 3aaHUN Ha NpPoBeLeHne OMnbITHO-
KOHCTPYKTOPCKOW paboThl MM COCTaBHOWM YaCTW OMbITHO-KOHCTPYKTOPCKOM paboTsl No pa3paboTke
(MopepHusaumn) cpenctsa M (nanee - T3 Ha pa3paboTky (MoaepHM3aumo) cpeactea IM).

! 3apernctpupoBaH MuHiocTom Poccun 3 mapTa 2005 r., peructpaumnoHHbIin Ne 6382,
2 3aperncTtpupoBaH MuHtocTom Poccum 25 mas 2010 r., pernctpaumoHHbiin Ne 17350.

Il. TpeboBaHua Kk cpeacTeam 3

8. Mpwn co3pgaHum 3N cpepnctsa 30 LOJIKHBI:

- MOKa3blBaTb AULY, NOAMUCHIBAOLLEMY 3NEKTPOHHbBIN LOKYMEHT, cofepXaHue nHpopMaLnm, KOTOPY OH
noanucbiBaeT?,

- co3faBaTb I TONbKO NOCNe NOATBEPXKAEHUSA INLLOM, MOAMNCHIBAIOLLMM 3NEKTPOHHbLIN LOKYMEHT,
onepauumn no cosganHuio 3,

- 0JHO3HA4YHO NOKa3bIBaTb, 4TO II1 co3gaHal.

9. Mpwu nposepke 3 cpencTea 3 [OSKHBI:

- NMOKa3blBaTb COAEPXKaHNEe INEeKTPOHHOr0 JOKYMeHTa, nognucaHHoro 3,

- MOKa3blBaTb MHOPMALINIO O BHECEHUN U3MEHEHUI B NOANUCAHHbIA 3l 3NEKTPOHHbIA JOKYMEHT?;

- YKa3blBaTb Ha /IMLLO, C UCMOJIb30BaHMEM KtoYa 3l KOTOPOro NoANMCcaHbl 3IEKTPOHHbIE OOKYMEHTbIL

10. TpeboBaHua NYHKTOB 8 1 9 HacToAWMX TpeboBaHUI He NPUMEHSIOTCA K cpeacTBam I, NCNONb3yeMbIM
[J19 aBTOMaTU4eCKOro Co3faHns n (nnm) aBToMmaTnyeckomn nposepku 3 B MHPOPMaLMOHHON CUCTEME.

11. CpeacTta 3 [o/MKHBI MPOTUBOCTOATL Yrpo3aM, NpeacTasasowmm cobon ueneHanpaBieHHbIe
LEeNCTBUSA C MCMOJIb30BaHMEM annapaTHbIX U (MAK) NPOrpaMMHbIX CPELACTB C Leblo HapyLeHns
6e3o0nacHOCTY 3awmaeMon cpeacTsom 3l MHopMaLMK MK C Lefblo CO34aHMs YCN0BUIA Ans 3TOro
(panee - aTaka).

12. B 3aBMCMMOCTM OT CNOCOBHOCTEN NPOTMBOCTOATL aTakaM cpeacTBa Il Noapa3aensoTCa Ha Knacchl?.
13. CpeacTBa 3N knacca KC1 npoTMBOCTOAT aTakaMm, Npu co3gaHunn cnocobos, MOAroTOBKE 1M NPOBeAEHNN
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KOTOPbIX NCMOJIb3YIOTCA CaeaytoLume BO3MOXKHOCTL:
13.1. CamocCTOATENbHOE OCYLLECTBIEHME CO34aHMA CNocoboB aTak, MOArOTOBKN 1 MPOBEAEHUS aTaK.
13.2. lecTBMA Ha pa3anyHbIX 3Tanax XXU3HEHHOro LnKna cpeactaa I3,

13.3. lMpoBefeHne aTakn TOIbKO N3BHE NPOCTPAHCTBA, B Npefesiax KOTOPOro OCyLEeCTBAAETCA KOHTPOIb
3a npebbiBaHNEM 1 LENCTBUAMMK nL, U (MAKN) TPAHCNOPTHLIX CPEACTB (faNee - KOHTPoANpyeMas 30Ha*).
13.4. MNpoBeneHne Ha 3Tanax pa3paboTKu, NPON3BOACTBA, XPAaHEHWS, TPAHCNOPTUPOBKY cpeacTs MM u
3Tane BBOAaA B 3KCMayaTaumnio cpeacTs 3l (NyckoHaNago4vHble paboThl) cnenylowmnx aTak:

- BHECEHME HECAHKLVNOHUPOBAHHbIX M3MeHeHnn B cpeacTBo M n (1m) B KOMMOHEHTbI CP, B TOM 4ncie ¢
NCNonb30BaHNEM BPELOHOCHbIX MPOrpaMM;

- BHECEHME HECaHKLUNOHNPOBAHHbLIX N3MEHEHWI B [OKYMEHTaLMIO Ha cpeacTBo 3 1 Ha KOMAOHEHTbl CO.

! Peann3yeTcs B TOM YuC/e C MCMOJIb30BaHWEM annapaTHbIX 1 MPOrPaMMHbIX CPeacTB, COBMECTHO C
KOTOPbIMM LUTATHO (PYHKLUMOHUPYIOT cpeacTBa Il 1 KoTopble CnocobHbl MOBANATL Ha BbINMOJIHEHME
npenbsaBnseMblx K cpeactsam M TpeboBaHWA, B COBOKYMHOCTW NPeAcTaBAsOWMX cpeay
byHKUMOHNpoBaHMA cpencts 3 (panee - CO).

2 Heobxoammbin knacc paspabaTeiBaeMoro (MoaepHM3nMpyemoro) cpeactsa Il onpenenseTcs 3aka3unkom
(pa3paboTymkom) cpenctaa I nyTem onpefeneHns BO3IMOXHOCTEN OCYLLeCTBAATL CO3AaHme cnocobos
aTak, NoAroTOBKY W NPOBefeHMEe aTak Ha OCHOBe MNYyHKTOB 13-18 HacTosAwmx TpeboBaHUA 1 yKa3bIBAaeTCA B
T3 Ha pa3paboTKy (MooepHM3auUno) cpeacTsa .

3 K 3Tanam Xn3HEeHHOro Lukna cpeacTsa 3l oTHocsTCs pa3paboTka (MogepHMU3aLms) yKasaHHbIX CPeacTB,
NX NPON3BOACTBO, XPaHEHWE, TPAHCMOPTUPOBKaA, BBOA B 3KCMNyaTaLMio (MyCKoOHanano4Hble paboThl),
3KCMayaTauus.

4 ['paHMLEN KOHTPOMPYEMOIM 30HbI MOTYT BbITb: MEPUMETP OXPAHAEMON TEPPUTOPUN NPEANPUATUS
(y4pexneHus), orpaxatoLine KOHCTPYKLNN OXPaHSEMOro 34aHNs, OXPaHAEMOM YacTu 34aHN,
BblAEJIEHHOr 0 NOMELLLEeHNS.

13.5. NpoBefeHne aTak Ha cneayolne 06bekThbI:

- DOKYMeHTaUumIo Ha cpeacTso 3l 1 Ha KOMMOoHeHTbl CO;

- 3aWMLLAaeMble 31EKTPOHHbIE [OKYMEHTbI;

- KJI0YEBYI0, ayTEHTUULMPYIOLLYIO 1 MapOabHYI0 MHGOPMaLno cpeacTaa 3MT;

- cpecTBo 3l ¥ ero NporpaMMHbIe U annapaTHbIE KOMMOHEHTH;

- annapaTHble CPeACcTBa, Bxoaawme B CO, BKAOYaA MUKPOCXEMbI C 3aMUCaHHbIM MUKpoKogom BIOS,
OCYLLEeCTBASALEN NHALMANN3ALMNIO 3TUX CPEACTB (fanee - annapaTHble KOMAOHeHTbl CO);

- NPOrpaMMHble KOMMOHEHTbI CO;

- laHHble, NepefaBaeMble Mo KaHanaM CBA3M;

- MOMELLLEHUNS, B KOTOPbIX HAXOAMTCA COBOKYMHOCTb NPOrpPaMMHbIX U TEXHUYECKUX 3JIEMEHTOB CUCTEM
06paboTKN AaHHbIX, CNOCOOHBLIX (YHKLIMOHMPOBATL CaMOCTOATENIbHO UM B COCTaBe APYrux cucTem (panee
- CBT), Ha KOTOpbIX peasn3oBaHbl cpeacTtea 3 n CO;

- NHble 06bEKTHI aTakK, KOTOPble NpK HEOBX0AMMOCTY YKa3biBatoTCA B T3 Ha pa3paboTKy (MoaepHM3aLuto)
cpefcTBa 3 € y4eTOM UCMO0JIb3yeMbIX B UHPOPMALMOHHON CUCTEME NH(OPMALIMOHHbBIX TEXHOIOT U,
annapaTHbIX cpeacTs (ganee - AC) n nporpammHoro obecneyeHuns (nanee - o).

13.6. NMonyyeHne cnepytoLlen nHgpopmMaLuu:

- 0bwmx ceegeHnn 06 MHPOPMALMOHHON CUCTEME, B KOTOPOIM MCM0JIb3yeTcs cpeacTso 31 (Ha3HayvyeHue,
COCTaB, orepaTop, 06bEKTLI, B KOTOPbIX pa3MeLLeHbl PeCypCbl MHDOPMALMOHHON CUCTEMBI);

- cBefieHuin 06 MHhopMaLMOHHBIX TexHonorusax, 6asax gaHHblx, AC, MO, ncnosb3yemblx B MHPOPMALIMOHHON
CUCTEeMe COBMECTHO CO cpeacTeom 3l1;

- CBeLleHU 0 M3NYeCcKMX Mepax 3allinTbl 06bEKTOB, B KOTOPbIX pa3MeLLeHbl cpeacTtsa 3,

- CBeeHU 0 Mepax No obecnevyeHnio KOHTPOMPYEMOI 30HbI 06 bEKTOB UH(POPMALMOHHON CUCTEMBI, B
KOTOPOMN MCMNoJsIb3yeTcs cpeacTso 3T,
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- CBeAeHW 0 Mepax Mo pa3rpaHnyYeHnto LOCTyNa B NOMeLLeHns, B KOTOPbIX Haxoaatca CBT, Ha KOTopbIX
peanunsoBaHbl cpeactsa I un CO;

- cogepXXaHus HaxogsLlencsa B ceoboAHOM fOCTyNe AOKYMEHTaLMM Ha annapaTHbIe U MPOrpaMMHble
KOMMOHEHTLI cpeacTaa 3l n CO;

- 06WwMx cBeAeHWI 0 3aluuLLaeMon MHpopMaLLMK, MCNOb3YeMON B MpoLecce aKcnayaTaumm cpeactaa 3MT;
- BCEX BO3MOXXHbIX AaHHbIX, NepefaBaeMblX B OTKPbITOM BMAE MO KaHaflaM CBA3W, He 3alMLLEeHHbIM OT
HEeCaHKLNMOHUPOBAHHOIO AocTyna (fanee - HCO) K nHMopMaumm opraHm3aLMoHHO-TEXHUYECKUMIN MePaMU;
- CBEAEHWI O IMHUAX CBA3W, MO KOTOPbLIM NepefaeTcs 3awmwaeMas cpeacTsom I nHpopmauns;

- cBeAeHuin 060 BCcex NPOSBASAOLNXCA B KaHanax CBA3N, He 3awmileHHbIX oT HCL, K nHdopmauun
OpraHM3aLMOHHO-TEXHUYECKMMM MepaMK, HapyLUeHUAX NpaBu akcnayaTauum cpenctea 3 n Co;

- cBeAeHuin 060 BCcex NPOSBASAOLUXCA B KaHanax CBA3W, He 3awmiieHHbIx oT HCL K nHdopmauun
OpraHN3aUNOHHO-TEXHNYECKMMIN MEPaMUN, HENCMPABHOCTAX M c60AX annapaTHbIX KOMNOHEHTOB CPeACTBaA
M n Co;

- CBEOEHWI, NONYYaEMbIX B pe3ybTaTe aHaau3a Jitobbix CMrHan0B OT annapaTHbIX KOMMOHEHTOB CPeACTBa
9N n CO, KoTOpble MOXET NepexBaTUTb HapyLnTeb.

13.7. icnonb3oBaHue:

- HaxoZawwmxcsa B cBO6OAHOM [OCTYMNe WK UCNOJIb3YEMbIX 3a NpeaesiaMn KOHTpoanpyemon 30Hbl AC u M0,
BKJIKOHMAs annapaTHble U NPorpaMMHble KOMNOHeHTbl cpencTsea 3 n CO;

- cneumanbHo pa3paboTaHHbix AC 1 M0.

13.8. Vicnonb3oBaHMe B Ka4eCcTBe Cpefibl mepeHoca oT cybbekTa K 00beKTY (0T 06bekTa K CybbekTy) aTaku
LEeNCTBUN, OCYLLECTBASEMbIX MPU NOATOTOBKE U (MSIM) NPOBEAEHNUM aTaKu (fanee - KaHas aTaku):

- He 3awmueHHbIX oT HCL, K uHopMauum opraHn3aLMoOHHO-TEXHNYECKUMI MepaMi KaHal0B CBA3N (Kak
BHE KOHTPOIMPYEMON 30HbI, TaK U B €e npeaenax), No KoTopbiM nepefaeTcs 3awmuaeMas cpeacTsom I
NHMopMaLus;

- KaHaJ1I0B pacnpoCcTpaHeHnsa CMrHasaoBs, CONPoOBOXAAWMX PyHKUMOHUpoBaHNe cpeactea I3l un CO.

13.9. lMpoBefeHne aTakm U3 NHGHOPMALMOHHO-TENEKOMMYHUKALIMOHHbLIX CETEN, [OCTYM K KOTOPbLIM He
OrpaHU4YeH onpefeneHHbIM Kpyrom fnL.

13.10. Ncnonb3osaHue AC 1 N0 13 cocTaBa cpeacTB MHGOPMaLMOHHON CUCTEMBI, NCMOSIb3YEMbIX Ha MECTax
akcnnyaTauum cpenctaa Il (panee - WTaTHbIE CPEACTBA) U HAXOAALWMXCS 32 NpefenaMn KOHTPOAMPYEMOi
30HbI.

14. CpepncTtBa 3 knacca KC2 npoTUBOCTOAT aTakaMm, Npu co3gaHnm cnocobos, NoAroTOBKE 1 NPOBEAEHUN
KOTOPbIX MCNONb3YKTCA BO3SMOXHOCTU, NepevncienHble B nognyHkTax 13.1 - 13.10 HacToawmx
TpeboBaHuMi, 1 CnepytoLmne 4ONOJHUTENbHbIE BO3MOXHOCTU:

14.1. MNpoBefeHne aTaku Npy HaxoXXAEHNN KaK BHE NpeaesioB, Tak 1 B Npefesax KOHTPOANPYEMOMN 30HbI.
14.2. AicnoNib30BaHMe WTaTHbIX CPEACTB, OrpaHMYeHHOEe MepamMu, peasin3oBaHHbIMN B MHDOPMaLIMOHHON
cucTeMe, B KOTOPOW MCNONIb3yeTca cpencTso 3M, 1 HanpaBAeHHbIMU Ha NPeLOoTBPaLLeHNEe 1 NpeceyeHne
HECaHKLIMOHNPOBAHHbLIX AENCTBUIA.

15. CpeacTa 3N knacca KC3 npoTMBOCTOAT aTakaMm, Npu co3gaHunn cnocobos, MOAroTOBKE U NPOBELEHNN
KOTOPbIX UCMOJIb3YIOTCSH BO3MOXHOCTH, NepedncieHHsle B nognyHktax 13.1 - 13.10, 14.1, 14.2 HacTOSALWLMX
TpeboBaHuWi, 1 CnepyloLne 4ONOJHUTENbHbIE BO3MOXHOCTU:

15.1. JocTyn K CBT, Ha KOTOpbIX peann3oBaHbl cpeacTso 3 n CO.

15.2. BO3MOXXHOCTb pacnonaraTb annapaTHbIMU KOMNOHeHTamMu cpeacTsa 3l n CO B 06beme, 3aBUCSALLEM
OT Mep, HanpaBJIEHHbIX Ha NPeaoTBPaLLEHNE U NpecevYeHne HECAaHKLIMOHMPOBAHHLIX 4eNCTBUNA,
peasin30BaHHbIX B MHPOPMaLMOHHON CMCTEME, B KOTOPOM MCMNOJIb3yeTcs cpeacTtso M.

16. CpeacTBa 30 knacca KB1 npoTUBOCTOAT aTakaM, Npu co3aaHum cnocobos, NOAroTOBKE U NPOBEAEHNN
KOTOPbIX UCMOJIb3YTCSH BO3MOXHOCTY, NepeyncieHHsle B nognyHktax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2
HacTosAwwmx TpeboBaHWi, 1 Cneaylolme AOMONHUTENbHBIE BO3MOXKHOCTU:

16.1. Co3paHue cnocoboB aTak, NOArOTOBKA 1 MpoBeeHNe aTak C MPUBJEYEHNEM CMELNanncTos,
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nMetoLLMX onbIT pa3paboTku 1 aHanm3a cpencTs M, BKAOYas cneunanncTos B 061acTy aHanm3a CUrHaoB,
CONpoBOXAaLWMX PyHKLNOHNPOBaHUe cpeacTaa I3l n CO.

16.2. MNpoBeneHne nabopaTopHbIX NCCefoBaHUn cpeacTsa 31, MCMOb3YEMOr0 BHE KOHTPONPYEMON
30Hbl, B 00beMe, 3aBUCSALLEM OT Mep, HanpaB/IeHHbIX Ha NPeaoTBPaLLEeHNE N NpeceyeHne
HEeCaHKLMOHWPOBaHHbIX LENCTBUIA, peasin30BaHHbIX B MHPOPMALIMOHHON CUCTEME, B KOTOPOM UCMOAb3YeTCs
cpenctso 3.

17. CpepncTtBa 3 knacca KB2 npoTMBOCTOAT aTakaM, Npu Co34aHMKM cnocoboB, MOArOTOBKE U NPOBEAEHNN
KOTOPbIX UCNONb3YKTCA BO3SMOXHOCTHY, NepevyncienHsle B nognyHkTax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2,
16.1, 16.2 HacToAwmx TpeboBaHWiA, U CneayoLlne [ONONAHUTENbHbIE BO3MOXXHOCTK:

17.1. Co3paHue cnocoboB aTak, NOArOTOBKA 1 MpoBefieHne aTak C MpUBJeYeHneM CneLnannucTos,
nmMetoLLMX onbIT pa3paboTku 1 aHanm3a cpencTs M, BKAOYas CNeunanncTos B 061aCTy MCNOIb30BaHUS
LNS peannsauim aTak BO3MOXHOCTEN NpukaagHoro MO, He ONuCaHHbIX B AOKYMEHTaLMn Ha NpuKiagHoe
Mno.

17.2. NocTtaHoBKa paboT no co3gaHmio CnocoboB 1 CPeACTB aTak B HaY4YHO-NCCNe0BaTENbCKUX LIEeHTPaX,
cneumnanusmpytowmxca B obnactu paspabotkm n aHanusa cpencts 3 n CO.

17.3. BO3MOXHOCTb pacrnosaraTb UCXOOHbIMU TekcTaMu Bxoaswero B CO npuknagHoro 0.

18. CpepncTta 3 knacca KA1 npoTMBOCTOAT aTakaM, Npu Co34aHMK cnocoboB, MOArOTOBKE U NPOBEAEHNN
KOTOPbIX MCNONb3YKTCA BO3SMOXHOCTHY, NepevyncieHHsle B nognyHkTax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2,
16.1, 16.2, 17.1 - 17.3 HacTosAwmx TpeboBaHui, 1 cneaytoLime AONOAHNTEbHbIE BO3MOXHOCTHU:

18.1. Co3gaHue cnocobos aTak, MOArOTOBKa M MPOBEAEHNE aTak C MPUBEYEHNEM CMELINAINCTOB,
nMeoLwmnx onbIT pa3paboTkn 1 aHann3a cpeacTs I, BKAOYasd CneunanucTos B 061acTy MCNOAb30BaHMNS
LNS peannsauim aTak BO3MOXHOCTEN cucTeMHoro MO, He ONUcaHHbIX B OKyMeHTauum Ha cuctemHoe M0.
18.2. BO3MOXXHOCTb pacrnofiaraTb BCEM AOKYMEHTaUMEN Ha annapaTHbIe U MPOrpaMMHbIe KOMAOHeHTbI CO.
18.3. Bo3MOXHOCTb pacrnosiaraTb BCeMU annapaTHbIMU KOMMOHeHTaMu cpenctea 3 u CO.

19. B cnyyae peanusaunm B cpeactee 3l pyHKUMN NpoBepKn M 3N1eKTPOHHOr0 JOKYMEHTa C
NCNoJib30BaHMEM cepTudrKaTa Ktoda nposepkun 30 3Ta peanmsaumns LOJHKHA UCKITIOYNTb BO3MOXHOCTb
nposepku 3l 31eKTPOHHOro AoKyMeHTa 6e3 nposepku 31 B cepTudmKaTe Kaoda nposepkmn 3 nam 6e3
Ha/IM4Ms NONOXKUTESNIbHOr0 pesysibTaTa nposepky 3l B cepTudmkaTe Kada nposepku 3.

20. Npwn paspaboTke cpencTts Il LOMKHBI MCMONb30BaTLCS KPUNTOrpadhuyeckme anropuTMmsbl,
YyTBEPXIEHHbIE B KAYeCTBE roCyapCTBEHHbIX CTAaHAAPTOB UM NMEIOLLIME NMOJIOXKMUTESIbHOE 3aKJ/lo4HeHre
®Cb Poccun no pesynbTaTaM MX IKCAEPTHLIX KPUNTOrpathnyecknx NCCnefoBaHuint.

! MoanyHKT 25 nyHkTa 9 MNonoxeHus o PepepansvHon cnyxbe besonacHocTu Poccuinckon ®epepaunu,
yTBepXXAeHHoro Yka3om lpe3ungeHTta Poccuiickon ®epepaumm ot 11 asrycrta 2003 r. Ne 960 (CobpaHue
3aKoHofaTenbCTBa Poccuinckonm Peapepaunn, 2003, Ne 33, cT. 3254; 2018, Ne 28, cT. 4198) (panee -
MonoxeHne o ®Ch Poccun).

21. IH)XeHepHO-KpunTorpaduyeckas 3awmTta cpeactsa I O0HKHA UCKOYUTL COBLITUS, NpMBOASLLNE K
BO3MOXXHOCTMW NPOBEAEHNSA YCNELUHbIX aTakK B YCI0BMAX BO3MOXXHbLIX HEMCNPaBHOCTen nnu cboes
annapaTHOro KOMMNoHeHTa cpeacTsa 3l uan annapaTHoro KomnoHeHTa CBT, Ha KOTOPOM peann3oBaHo
nporpamMmmHoe cpencTso 3.

22. B cpeacTse 3 foskHbl 6bITh peann3oBaHbl TOAbKO 3adaHHble B T3 Ha pa3paboTKy (MoaepHU3aLMIO)
cpenctsa 3 anropuTMbl PYHKLMOHUPOBaHNA cpeacTsea .

23. MNMporpaMMHbIZ KOMNOHEHT cpefcTBa 3l (B C/lyvae HaM4Msa NPorpaMMHOro KOMMNoHeHTa cpeacTsa IM)
LO/DKEH yLOBNETBOPATbL chegyowmm TpebosaHmaMm:

- 06bEKTHBIN, (3arpy304HbIA) KOA NPOrpPaMMHOro KOMMNOHeHTa cpeacTBa Il 10/1)KEH COOTBETCTBOBATL €r0
NCXOLHOMY TEKCTY;

- B NPOrpaMMHOM KOMMOHeHTe cpeacTBa Il A0KHbBI UCNOIb30BaTLCA NPU peasim3auunm ToNbKO OnncaHHbIe
B LOKYMEHTaLMUN QYHKLNN NPOrpaMMHON Cpefbl, B KOTOPOW PYHKLMOHUPYET cpeacTso II;
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- B UICXOAHbIX TEKCTax NporpaMMHOro KOMMoHeHTa cpeacTBa I f0/KHbI OTCYTCTBOBATh BO3MOXXHOCTH,
Nno3BoJiAOLWME MOANGDULNPOBATL UK NCKaXXaTb anroputm paboTbl cpeacTsa 3l B npouecce ero
NCNOJIb30BaHMA, MOANPULMPOBATL WM MCKaXKaTb UHOPMALMOHHbIE WK YAPaBASOLWME NOTOKN U
NPOLECChHI, CBA3aHHbIE C (PYHKLMOHMPOBaHNEM cpencTBa I, 1 NoyYaTb HapyLWMTeNnam 4oCTyn K
XPaHALWENCS B OTKPLITOM BUAE KNOYEBOWN, NAEHTUDUKALNOHHON 1 (1K) ayTeHTudUUmMpytoLLen
nHgpopmauunm cpencrea 3M;

- 3HaYeHUSA BXOOHbIX U BHYTPEHHUX MapamMeTpoB, a TakXe 3Ha4YeHUs napamMeTpoB HAaCTPOEK NPOrpaMMHOro
KOMMNOHeHTa cpeacTBa 3l He fOMKHbI HEraTUBHO BAUATL Ha ero hyHKLNOHMPOBAHNME.

24. B cnyvyae naaHMpoBaHMa pasMeLleHmsa cpeacts 3l B NOMELLEHNsAX, B KOTOPbIX NPUCYTCTBYET peyeBas
aKyCTUYecKas u Bu3yanbHas MHpopMaumsa, cogepxallas cBefeHuns, CoCTaBsoWmne rocyLapCTBEHHYIO
TalHy, 1 (unn) yctaHoBneHsbl AC 1 CUCTeMbl NpreMa, nepenayu, 06paboTkmn, XxpaHeHns 1 0TobparkeHus
MHOopMaLUK, codepiKallien CBeleHns, COCTaBASIOLME rOCYAapCTBEHHYIO TanHy, AC MHOCTPaHHOIo
NPON3BOACTBa, BXOAALWME B COCTaB cpencTB 3, AoJKHbI ObITb MOABEPrHYTHI MPOBEPKAM MO BbISIBJIEHWIO
YCTPOWCTB, NpeAHa3HauYeHHbIX A8 HErNacHOro NoayyYeHns NHopMaLnn.

B cnyyae nnaHnpoBaHUs pasMeLleHns cpeacTs Il B NOMeLEHNAX, B KOTOPbLIX OTCYTCTBYET peyeBas
aKyCTMYecKas u BU3yasbHas MHpoOpMaLmMsa, cogepxallas CBeAeHmMs, COCTaBASIOWMNE FOCY4apCTBEHHYIO
TalnHy, 1 He ycTaHoBseHbl AC 1 cucTeMbl NpreMa, nepegayn, 0b6paboTku, xpaHeHnsa n oTobparkeHus
NH(OpMaLUUK, cogepikallien CBeeHuns, COCTaBASAIoWME roCy4apCTBEHHYIO TalHy:

- pelleHune o nposefeHun nposepok AC MHOCTPAHHOIO NPOU3BOACTBA, BXOASALWMX B COCTaB cpencTs I
knaccos KC1, KC2, KC3, KB1 n KB2, npuHnmaeTcs opraHu3aumen, obecneynsatoLen akcnayaTaLuio
AaHHbIX cpencTs 3l;

- npoBepky AC MHOCTPaHHOrO MPOM3BOACTBA, BXOAALWMNX B cocTaB cpelcTs 3l knacca KAL, npoBogATCS B
obs3aTeNbHOM NMopsiake.

25. CpencTso 30 A0JIKHO NPOBOAUTbL ayTEHTUDMKaLMIO CyObeKTOB A0CTYyNa (nL, NPOLLECCOB) K 3TOMY
CpencTBy, NPU 3TOM:

- MPY OCYLLECTBJIEHUN AOCTYNa K CpeacTBy I ayTeHTMdUKaUMa cybbekTa AOCTyNa AO/KHA MPOBOAMTLCS
[10 Hayasia BbINOJIHEHUS NepBOro PyHKLMOHANLHOro Moayns cpencrsa 31,

- MexaHM3Mbl ayTeHTUGMKaLUN 0OJKHbI BIOKMPOBaTL AOCTYN 3TUX CYOBEKTOB K (hyHKUMAM cpencTsa 1
npv OTpMLaTEeNbHOM pe3yfbTaTe ayTeHTUdUKaL K.

26. Cpencto 3l f0/HKHO NPOBOANTL ayTEHTUMKALMIO JINL, OCYLLECTBASAOLWMX JIOKabHbIN OOCTYMN K
cpencTsy 3.

27. HeobxoaumocTb npoBefeHns cpenctsoM 3l ayTeHTUhNKaLUM NPOLIECCOB, OCYLLECTBAAOLWMNX
JIOKaNbHbIA WK yOaNeHHbIN (CeTeBon) AOCTYN K cpencTBy I, ykasbiBaeTcs B T3 Ha pa3paboTky
(MopepHusaumio) cpeactaa 3.

28. Ins noboro BxoasLero B cpeactso Il mexaHn3Ma ayTeHTUMKaUnn 0oJKeH bblTb peannsoBaH
MexaHN3M OrpaHUYeHNs KonYecTBa CaedyoWwmnx Noapsas NonbITOK ayTeHTUMUKaLMM 0gHOro cybbekTa
AOCTYMa, YNCJI0 KOTOPbIX HEe A0/KHO 6biTb 60sbwe 10. Mpu NpeBbIlLEHNN YUCa CIeayoLWmMX Noapsa
NonbITOK ayTeHTU(MKaLNN 04HOro CybbekTa AOCTyNna YyCTaHOBAEHHOIO NPeAEebHOMr0 3HaYeHNS AOCTyn
3Toro cybvekTa K cpenctay 3 gomkeH 610KMpoBaTLCA Ha 3af4aHHbIN B T3 Ha pa3paboTky
(MooepHu3aLuio) cpenctaa 3l NPOMEXYTOK BPEMEHU.,

29. B cpeacTse 3 posxkeH bbITb peann3oBaH MexaHn3M (Npouenypa) KOHTPOAS LLeNoCTHOCTU cpeacTsa 3l
n Co.

KOHTPOJIb LLeNIOCTHOCTU MOXKET OCYLLLECTBAATLCS:

- B Havane paboTbl co cpeacTsom 31 no nepexona CBT, B KOTOPOM peann3oBaHo cpeacTso 31, B paboyee
COCTOSAHME (HanpuMep, 80 3arpysku onepaunmoHHon cuctemsl CBT);

- B XO4€ pernamMeHTHbIX MpoBepoK cpencTia 3l Ha MecTax aKcnayaTaumm (pernaMeHTHbIN KOHTPOb);

- B aBTOMaTUYECKOM pexxnmMe B rnpouecce PyHKLMOHMPoBaHMA cpeacTsa M (AMHAMUYECKMIA KOHTPOb).
KOHTpOJ/1b LENOCTHOCTN A0JKEH MPOBOAMTLCSA B Havasie paboTebl co cpeactaom 3.
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MexaHn3M perflaMeHTHOro KOHTPOS LLeNOCTHOCTU AOJKEH BXOAMTb B COCTaB cpeacTs M.

30. Ansa cpencts 3N knaccos KC1 n KC2 HeobxoauMOCTb NpeabsaBaeHus TpeboBaHWn K ynpaBaeHuio
AOCTYMOM M 04MCTKE NaMATK, a TakXXe UX CoOAepxaHne ykasblBaloTca B T3 Ha pa3paboTKy (MoaepHU3aLnIO)
cpencTea 3.

31. B coctaB cpencts I knaccos KC3, KB1, KB2 n KA1 nan C® f0/KHbI BXOLUTH KOMMOHEHTbI,
obecneymBatowme:

- ynpaB/ieHne AOCTYNOM CyObeKTOB K pa3MYHbIM KOMAOHEHTaM 1 (MnK) LeneBbiM PyHKLMAM cpeacTsa 3l
n CO Ha oCHOBE NMapaMeTpoB, 3adaHHbIX aAMUHUCTPATOPOM UK nNponssBoanTenemM cpeactsea 3l
(TpeboBaHMs K yKa3zaHHOMY KOMMOHEHTY onpeaenstoTcs n 060CHOBbLIBAOTCSA OpraHM3aLuneit, NpoBoasLLEN
nccneposaHus cpencTsa Il € Lenblo OLEeHKU CooTBeTCTBMA cpeacTsa Il HacTosawmM TpebosaHnam);

- OYUCTKY OMNepPaTMBHOMN M BHELLHEN NaMAaTK, UCNOJIb3yeMon cpeacTsoM 3l 4Nna XxpaHeHMs 3alunaemMon
NHpopMauun, Npu ocsoboXxxaeHnn (NepepacnpeseneHnn) NamMmaTh NyTEM 3annMcu MacKmpyloLlen
NHopMaLum (CnyyYanHOM M NCEBAOCYYaNHOM NOCAeA0BaTENLHOCTU CMMBOJIOB) B NaMsTh.

32. B cocTaB cpencts 3l knaccos KB2 n KAL nnn CO goskHblI BXOAUTb KOMMOHEHTLI, 0becneymBatoLine
3KCTPEHHOE CTMpPaHMe 3aLmLLaeMon NHGOPMaLIMK OrpaHMyYeHHOro 4ocTyna. TpeboBaHUs K peannsaumm um
HaOEeXXHOCTWN CTUPaHMA 3alatoTca B T3 Ha pa3paboTky (MoaepHu3auuo) cpeactsa M.

33. Onqa cpencts 3N knaccos KC1 n KC2 HeobxoanMocCTb npefbssaeHus TpeboBaHW K perucrpaumm
cobbITUM N NX cogep)kaHne yKka3sbiBatoTcs B T3 Ha pa3paboTKy (MoaepHuUsaumio) cpeactaa M.

34. B cocTaB cpencts 3l knaccos KC3, KB1, KB2 n KA1 gokeH BXOAMTb MOAY /b, MPON3BOASALLMNIA
hUKCaLMIo B 3/IEKTPOHHOM XXYypHase pernctpauny cobbituin B cpeactae 3N n CP, cBA3aHHbIX C
BbIMOJIHEHNEM CpeacTBOM 31 CBOMX LeneBbiX QPYHKLNIA.

TpeboBaHMA K yKazaHHOMY MOAYJIIO U MepeYvyeHb perncTpupyembix cobbiTUN ONpeaensaoTca u
060CHOBbIBAIOTCS OpraHu3aLnen, NpoBoAsLLEN CCNenoBaHnsa cpeacTsa Il C Lenblo OLEHKN COOTBETCTBUA
cpefcTBa M HacToAwmM TpeboBaHMAM.

35. XKypHan pernctpaumm cobbiTuin osKeH 6bITb AOCTYNEH TObKO NML@M, ONpPeaeseHHbIM 0OnepaTopoM
MHOPMaLMOHHON CUCTEMBI, B KOTOPOW MCNOJIb3yeTcsa CPeacTso I, nam ynosHOMOYEHHLIMU UM LMK,
Mpy 3TOM JOCTYN K XXYypHany pernctpaumm cobbiTUin fO/KEH OCYLLECTBASTLCSA TOJIbKO AN MPOCMOTPa
3anncen n Ana nepemMeLleHns COaep>XXMMoro XXypHana peructpauny cobbliTuii Ha apXnBHbIE HOCUTENN.

36. Cpok gencTens katda npoeepku 3l He [oJKEH MPeBbIWaTh CPOKa AeNCTBKSA Ktova Il bonee 4yem Ha
15 ner.

37. TpeboBaHUs K MEXAHN3MY KOHTPONIS1 CPOKa MCMONb30BaHUSA Katoya 31, bnokupytowero paboTty
cpencTsa 3l B cayyae NonbITKM NCAOAb30BaHUA K/oYa A0JblUe 3a4aHHOr0 CPOKa, OnpeaensoTcs
pa3paboTynkom cpenctsea M 1 060CHOBLIBAIOTCA OpraHmn3aLen, NPoBoAsLLIEN NCCIef0BaHUs cpeacTBa I
C Lesiblo OLLeHKM CO0TBeTCTBUA cpefcTaa Il HacToawmm TpeboBaHMAM.

38. KpunTorpaduyeckne npoTokosbl, obecneynBatLLme onepaunn C KNo4eBon NHGopMaLnen cpeacTea
3M, BoMKHbI 6bITh peann3oBaHbl HeEMOCPeACTBEHHO B cpeacTe 3.

39. NccnepoBaHns cpeacts 3l € LieNblo OLUEHKN COOTBETCTBUSA cpeacTs 3l HacToswmm TpeboBaHNSAM
LO/KHbI MPOBOAMTLCS C UCMONb30BaHNEM pa3pabaTeiBaeMbix PCH Poccum 4ncnoBbiX 3HaYEHUI
napameTpoOB U XapaKTePUCTUK peanmn3lyemblx B cpeacTsax I MexaHW3MOB 3alMTbl 1 annapaTHbIX 1
nporpaMMHbIX KOMMoHeHToB COL,

! NMoanyHKT 47 nyHKTa 9 MNonoxeHnsa o ®Cb Poccun.

MpunoxeHue Ne 2

TPEBEOBAHWNSA
K CpeacTBaM yA0CTOBEPSIOLLErO LLEHTPA
|. ObLime nonoXxeHns
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1. HacTosiwme TpeboBaHusi pa3paboTaHbl B COOTBETCTBUM C PefepasibHbiM 3aKoHOM OT 6 anpens 2011 r. Ne
63-®3 "06 anekTpoHHOM nognucn" (panee - PegepanbHbll 3aK0H).

2. B HacToswunx TpeboBaHMAX NCMONb3YIOTCS CneayloLine OCHOBHbIE MOHATWA, ONpeaesieHHble B CTaTbe 2
defepanbHOro 3akoHa:

1) anekTpoHHaa noanuce (ganee - 3M) - MHpOPMaLMa B INEKTPOHHON PopMe, KOTOpas NPUCOeANHEHA K
APYron MHADopMaL MM B 31IEKTPOHHON hopMe (NoAnucbIBaemMoi nHopmaLmm) nnm nHbiM 06pa3om cBs3aHa C
TaKowm nHopMaLmMen n KoTopas UCNOJSIb3yeTCs AN onpeneneHns nuua, NoanunceiBatowero nHpopmaLmio;
2) yoocToBepswowmi LeHTp (ganee - YL) - opuanyeckoe nuuo, MHANBMAYaJbHbIA NpeanpuHumMaTens nnbo
roCyAapCTBEHHLIN OpraH WAy OpraH MEecTHOro CamoyrnpaB/ieHNs, OCYLLECTBAAOWME PYHKLMM MO CO34aHNI0
1 Bblaye cepTMdunKaToB Kaoyven NpoBepky 3, a TakKe nHble PYHKLMIK, NPeayCMOTPEHHbIE
depepanbHbIM 3aKOHOM;

3) cpeacTa 3l - WngpoBabHbie (KpUNTOrpaduyeckne) CpeacTsa, UCNOJIb3yeMble A5 peann3aunm XoTs
6bl 0fHOW 13 cnepyoWwnx GyHKLMA: co3aaHune 31, npoBepka I, co3paHne knYda M 1 KYa NPoBEPKM
a1,

4) knto4 3 - yHMKanbHasa NocnefoBaTeNbHOCTb CMMBOJIOB, NPeAHa3Ha4YeHHas 4a co3ganma 30,

5) knto4 nposepkyn 3l - yHMKaNbHas NoCcaef0BaTENbHOCTb CUMBOJIOB, OAHO3HA4YHO CBA3aHHas C Kao4oMm I
1 NpefHa3HavYeHHaa gnsd NpoBepku noganHHocTu 3N (ganee - nposepka 3M);

6) cepTudukaT KtoYa NpoBepKK I - SNEKTPOHHBIN JOKYMEHT WK LOKYMEHT Ha ByMa)kHOM HoCcUTene,
BblAaHHble YU nnbo nosepeHHbIM nuuom YU n noaTeepxaatoLime NpuHaaneXXHoCTb Kto4a npoeepkn 3
Bllagenbluy cepTudmrkaTa Kada nposepku 3M1;

7) KBaNN(ULMPOBaHHbLIN cepTUdUKaT Ktoda nposepkmn 3l (panee - KBaNNMULNPOBAHHLIN CepTUdUKaT) -
cepTuUKaT KtoYa npoepkmn 3, COOTBETCTBYIOLWNA TpeboBaHNAM, yCTaHOBNEHHbIM PefepanbHbIM
3aKOHOM M UHBIMW MPUHUMAEMbBIMUN B COOTBETCTBMM C HUM HOPMATUBHbLIMW NPABOBbIMY aKTaMu, CO34aHHbIN
aKKpeanToBaHHbIM YL, nnbo epepanbHbIM OpraHoM UCMOAHUTESNIbHOM BAACTW, YNOJIHOMOYEHHbIM B cdhepe
ncrnonb3oBaHns 3l (ganee - ynoaHOMOYEHHbIN hefepasibHbIi OpraH), 1 SBASOLWMIACS B CBA3U C 3TUM
onLMNaNbHbIM OOKYMEHTOM;

8) Bnageney cepTudmkaTa Kao4a nposepku 3l - AL, KOTOPOMY B yCTaHOBAEHHOM PefepanbHbIM
3aKOHOM Mopsiike BblAaH cepTuduKaT Ktoya nposepkm 3lT;

9) akkpeauTauma YL, - npmsHaHne cooTBeTcTBUA YL TpeboBaHmAM PenepasibHOro 3aKoHa;

10) cpeacTsa YL, - annapaTHbIe 1 (MaK) NPOrpamMMHbIe CPeACTBa, MCMOJIb3yeMble a5 peannsaumm QyHKLURA
yu;

11) y4aCTHUKK 371EKTPOHHOI0 B3aMMOAENCTBUS - OCYyLLecTBASAOWME 0bMeH NHGhOpMaLMEN B SNEKTPOHHON
thopme rocynapCTBEHHbIE OpraHbl, OPraHbl MECTHOrO CaMoyrpaB/ieHns, opraHn3aunmn, HANBMAYyanbHble
npegnpuHUMaTeny, a TakXXe rpaxaaHe.

12) meTKa AOBEPEHHOIr0 BPEMEHMU - AOCTOBEPHAsA MHDOPMaLINS B SNEKTPOHHOW (hOpMe 0 AaTe U BPEMEHU
NoANMCaHNA 3IEKTPOHHOr0 JOKYMEHTa 3/1IEKTPOHHOM NOANWCHIO, CO34aBaeMas 1 NpoBepsemMas
JI0BEPEHHON TpeTben cTopoHon, YL, nam onepaTtopom MHAOOPMALIMOHHOW CUCTEMbI 1 MOJlyYEHHAS B MOMEHT
NoANMUCaHNSA 3IEKTPOHHOIO LOKYMEHTA 3/IEKTPOHHOMN NOAMMCHIO B YCTAaHOBIEHHOM YNOJIHOMOYEHHbIM
thenepanbHbIM OPraHoOM NopsgKe € MCNoJib30BaHWEM NPOrpaMMHbIX U (1K) annapaTHbIX CPeACTB,
npoleaLwmnx npoueaypy NoaTBEPXKAEHNA COOTBETCTBMA TpebOBaHUSAM, YCTaHOB/IEHHBIM B COOTBETCTBUM C
®epepanbHbIM 3aKOHOM?. ([JononHeH - MNprkas ®efnepansHon cnyxbbl 6e3onacHOCTM Poccuinckon
®epepaumm ot 04.12.2020 Ne 555)

1.B cooTBeTCTBMM C YacTbio 1.1 cTaTbu 3 PeaepanbHOro 3akoHa ot 27 gekabpsa 2019 r. Ne 476-03 "O
BHECEHUN N3MeHeHN B PefepalbHblil 3aKoH "O6 31eKTpoHHOM noanncn" n ctaTelo 1 depepasbHOro
3aKoHa "O 3awmTe Npas PUANYECKUX L U UHAUBUAYAbHbBIX NPeANpUHNMaTENen Npu ocyLLecTBAEHUN
rOCy[apCTBEHHOrO KOHTPOAA (HafA30pa) 1 MyHUUMnanbHoro KoHTpona" (CobpaHune 3akoHOAaTeNbCTBA
Poccuiickon ®epepaumm, 2019, Ne 52 (4. 1) ¢T. 7794; 2020, Ne 26, cT. 3997) TpeboBaHua K cnyxbe MeTok
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JIOBEPEHHOr0 BpeMeHu npumeHsaoTcs ¢ 1 aHBaps 2021 r. (JononHeH - Mpuka3 ®egepanbHON Cnyxbbl
6e3onacHocTn Poccuinckon ®enepauunm ot 04.12.2020 Ne 555)

3. HacTosawme TpeboBaHUs yCTaHaBANBAIOT CTPYKTYPY U coaepxaHue TpebosaHni kK cpeacteam YL,

4. Hactosiwme TpeboBaHus npegHa3HayveHbl 415 3aKa34rMKoB U pa3paboTymkos pa3pabaTbiBaeMbix
(MogepHU3npyembix) cpeacTs YL npu ux B3anMoaencTeumn mexay cobow, ¢ opraHmsaumamm, NpoBoAALLMMU
KpunTorpauyeckne, NHXXeHepHo-KpunTorpaguieckme n cneunansHole nccnegosanmsa cpencts YU, ®Cb
Poccuu, ocyLLecTBASAOLWEN NOATBEPKAEHNE COOTBETCTBUS CpefcTB YL, HacToAawmm TpeboBaHusAM.

5. HacTosawme TpeboBaHUs pacnpoCTpaHAaOTCA Ha cpeacTsa YU, npefHasHavyeHHble A5 UCNO0Ab30BaHMs Ha
TeppuTopun Poccninckon degepaumn.

6. K cpeacteam YL, B 4acTu ux pa3paboTku, Npon3BOACTBA, peann3auum 1 sKCnayaTauum npeabsasasioTcs
TpeboBaHW4, 3aKpensieHHble [onoXxeHneM o pa3paboTke, MPOM3BOACTBE, peann3aLmm 1 IKCnayaTaumnm
LWNpoBasbHbIX (KpUMTOrpathmuyeckux) cpencTs 3awmTbl MHopMaumm (MonoxeHne MK3-2005),
yTBEpXAeHHbIM npuka3om OCBb Poccum oT 9 cheBpand 2005 r. Ne 66 (C M3MeHEeHUAMM, BHECEHHbIMU
npvkasom ®CB Poccum o1 12 anpensa 2010 r. Ne 1732), gns wWngpoBanbHbIX (KpUNnTorpapuyecknx) CpeacTs
3aWwnTel UHGopMauun (panee - CK3M) c orpaHnMyeHHbIM LOCTYNOM, HE COAEpKallen CBeAeHUN,
COCTaBJIAOLLNX FOCYLapCTBEHHYIO TalHy.

! 3aperucTtpupoBaH MuHiocTom Poccum 3 mapTa 2005 r., pernctpaumoHHbin Ne 6382.
2 3aperncTtpupoBaH MuHtocTom Poccunm 25 mas 2010 r., pernctpaumoHHbin Ne 17350.

Il. TpeboBaHua Kk cpeacTeam YL

7. Cpenctsa YL, fo/KHBI NPOTUBOCTOATH Yrpo3aM, NnpeacTaBasowmm cobon LeneHanpaBieHHbIe 4eNCTBNS
C UCMNOJIb30BaHMEM annapaTHbIX U (UKM) NPOrpaMMHbIX CPEACTB C Lesblo HapyLeHUs UHXEHEepPHO-
TeXHUYeCKon n KpunTtorpaguryeckon besonacHocT cpencTs YU uan c Luenbio co3gaHus yCaoBuin oas 3Toro
(nanee - aTaka).

8. B 3aBucuMoCTN 0T cnocobHOCTeN NPOTUBOCTONATL aTakaM cpefcTBa YL noapa3aensoTca Ha Knacchlt.

! Heobxoaumbli Knacc pa3pabaTbiBaeMbix (MOAEPHU3NPYEMBIX) CPeACTB YL onpenenseTcs 3aKa3ynkom
(pa3paboTymkom) cpencTs YL, nyTem onpefeneHns BO3MOXXHOCTEN OCYLLECTBAATL co3aHue cnocobos
aTak, NoAroTOBKY 1 NPOBEAEHME aTaK Ha OCHOBE MYyHKTOB 9-14 HacTosAwmx TpeboBaHU 1 yKa3bIBAaeTCA B
TaKTUKO-TEXHUYECKOM 3alaHUN NAN TEXHUYECKOM 3aflaH1M Ha NpOBeAEeHME OMNbITHO-KOHCTPYKTOPCKOW
paboTbl NN COCTABHOW YaCTU OMbITHO-KOHCTPYKTOPCKOM paboThl No pa3paboTke (MoAepHMU3aLMMN) CPeacTB
YL, (nanee - T3 Ha pa3paboTky (MoaepHM3aumuio) cpeacts YL).

9. Cpeactsa YU knacca KC1 npoTMBOCTOAT aTakaMm, Npu co3gaHuny cnocobos, MoOAroToBKe 1 NpoBeAeHN
KOTOPbIX NCMONb3YIOTCS CneaytoLine BO3MOXHOCTU:

9.1. MoaroToBKa W NpoBeAeHNe aTak U3BHE NPOCTPAHCTBA, B NpeAeNiax KOTOPOro OCyLecTBASeTCS
KOHTPOJIb 33 NpebbiBaHNEM 1 AENCTBUSMU UL, U (M) TPAHCMOPTHBLIX CPEACTB (fafiee - KOHTpoMpyeMas
30Ha).

9.2. MoproToBKka 1 NpoBedeHNe aTak 6e3 NCnonb3oBaHUA AOCTYNa K PYHKLMOHAIbHBIM BO3MOXKHOCTAM
nporpaMMHoO-annapaTHbIX CPeacTB B3auMoencTeums ¢ YL,

9.3. CamocTOATENbHOE OCYLLECTBJIEHNE CO3AaHNSA COCcObOB aTak, NOArOTOBKM 1 NMPOBEAEHNS aTak Ha
cnepyouine 06bekThl:

- LOKYMeHTauuio Ha cpeacrea YL;

- 3alLMLL@EMbIE 3JIEKTPOHHbIE LOKYMEHTHI;

- KJIDYEBYI0, ayTEHTUMULMPYIOLLYIO 1N NAaPOJIbHYIO NHDOPMaLKIO;

- cpeacTBa YL, nx nporpaMMHble U annapaTHbIE KOMMOHEHTbI;

- NaHHble, NepefaBaeMble Mo KaHanam CBA3N;
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- MOMeLLEeHKs, B KOTOPbIX HAXOAATCA annapaTHble CpeacTaa (fanee - AC), Ha KOTOPbIX peann3oBaHbl
cpencTsa YU, a Takxe gpyruve s3aluiiaeMble pecypcbl MHPOPMaLMOHHOW CUCTEMBI.

9.4. BHeceHMe Ha 3Tanax pa3paboTku, NponM3BOLACTBA, XPaHEHWS, TPAHCMOPTMPOBKK 1 BBOAA B
3KcnayaTauunio cpeacts YL

- HeraTuBHbIX PYHKLMOHAIbHbIX BO3MOXXHOCTEN B cpeacTBa YL, B TOM Yncne ¢ ncnonb30BaHNEM
BPELOHOCHbIX MPOrpamm;

- HECAHKLIMOHMPOBAHHLIX M3MEHEHWIN B AOKYMEHTaLMI0 Ha cpeacTea Y.

9.5. MonyyeHne cnepywowen nHpopmaymn:

- 06WWKMx cBeaeHUn 06 MHDOPMALIMOHHON CMCTEME, B KOTOPOW MCMOoNb3yoTcs cpeacTtsa YU, (Ha3HayveHue,
COCTaB, 06bEKTbI, B KOTOPLIX pa3MeLleHbl pecypcbl MHHOPMALMOHHON CUCTEMBI);

- cBefeHuin 06 MHDOPMaLMOHHBIX TeXHoNorusax, 6asax aaHHbIX, AC, nporpaMMHoM obecneyeHun (ganee -
M0), ncnonb3yembix B MHDOPMALMOHHON CMCTEME COBMECTHO CO cpeacTBamm YLL;

- CBeAEeHU 0 PU3NYECKMX MepaXx 3allMTbl 0OBEKTOB, B KOTOPbLIX pa3MeLleHbl cpeacTea YL,

- CBEAEHUI 0 Mepax No obecneyeHnto 3aLnTbl KOHTPONPYEMOI 30HbI 06 BEKTOB MHDOPMALMOHHON
CMCTEMbI, B KOTOPOM UCNONb3ylOTCA cpeacTsa YL;

- CBELeHMIN 0 Mepax Mo pa3rpaHNYeHmnto 4OCTyNa B NOMELLEHNS, B KOTOPbIX pa3MeLleHbl cpeacTtsa YL;

- cofep)XaHus Haxogsllencsa B cBoboAHOM JOCTYMne TEXHUYECKON AOKYMeHTauUuMn Ha cpeacTtsea YU,

- CBEEeHWI 0 3aluLiaeMon nHopMaLmm, NCNosb3yeMON B NpoLecce skcrayaTaunm cpencts YU, (Buabl
3almiLaemMon nHgopmaunn: cnyxebHasa nHpopmaums, NapoabHas n ayTeHTUGUUMPYOLWas nHpopMaums,
KOH(UrypaumMoHHas nHopMauns, ynpasaaiowas nHgopMaumns, HhopMauma B 3NEKTPOHHbLIX XXYpHanax
pernctpaumm; obwme CBeAeHNS 0 COAEpPXKaHUN Ka)XKA0ro Buaa 3almniiaemon nHpopmaumu;
XapaKTepucTukin 6e30nacHOCTM ANS KaXKA0ro BMaa 3almaemon nHgopmaumm);

- BCEX BO3MOXHbIX [aHHbIX, MepefaBaeMblX B OTKPbITOM BUAE MO KaHaslaM CBA3W, He 3allULLeHHbIM OT
HeCaHKUNOHNPOBaHHOIo aocTyna (ganee - HCL) K nHpopMaLnym opraHn3aunoHHO-TEXHUYECKUMI MepaMu;
- CBEOEHUI 0 NIMHUAX CBA3W, MO KOTOPLIM NepefaeTcs 3aliniaemas ¢ NCnoab3oBaHueM cpeacts YU
NHdopMaLus;

- cBegeHuin 060 BCcex NpoABAAOLMNXCA B KaHanax CBA3W, He 3awmieHHbIXx oT HCL K nHdopmauun
OpraHM3aLUnNOHHO-TEXHUYECKMMM MEpaMK, HapyLUEHUAX NpaBua 3KCnayaTaumm cpencts YL,

- cBegeHuin 060 BCcex NPoABAAOLMNXCA B KaHanax CBA3W, He 3awmiieHHbIx oT HCL K nHdopmauun
OpraHn3auUnoHHO-TEXHUYECKMMIN MepaMm, HEMCNPaBHOCTAX 1 cbosax cpeacts YL,

- CBEAEHUI, NONyYaeMbIX B pe3ysbTaTe aHanu3a obbix JOCTYMNHbIX 15 NepexBaTa CUrHaN0B OT
annapaTHbIX KOMMOHEHTOB cpeacTs YL,

9.6. icnonb3oBaHue:

- HaxoZswwmxcsa B cBoboAHOM JOCTyne WK 3a NpefenamMun KoHTposmpyemoi 30Hbl AC 1 MO, BkAoYas
nporpamMMHble 1 annapaTHble KOMNOHEHTLI CpeacTs YU;

- cneumanbHo pa3paboTaHHbix AC 1 M0.

9.7. icnonb3oBaHMe B Ka4YeCTBe KaHasloB aTak He 3alnileHHbX oT HC K nHpopMaumm opraHn3aLMoHHO-
TEeXHNYECKMMN MepaMmn KaHasI0B CBA3M (KaK BHE KOHTPOJIMPYEMON 30HbI, TaK 1 B ee npegenax), no
KOTOpbIM NepepaeTcs nHgpopmaumsa, obpabatbiBaemas cpeacteamm YL,

10. CpeacTBa YL, knacca KC2 NpoTMBOCTOAT aTakaM, npu co3gaHum cnocobos, NoAroToOBKE 1 MPOBEAEHUN
KOTOPbIX UCMOJIb3YIOTCS Cefytolme BO3MOXKHOCTK:

10.1. BOo3MOXXHOCTW, NepeyncieHHble B NoanyHKTax 9.3 - 9.7 HacToswux TpeboBaHWiA.

10.2. MNoaroToBKa 1 NPOBEAEHNE aTaK N3 KOHTPOJIMPYEMOW 30HbI.

10.3. MoaroToBka 1 NpoBedeHne atak 6e3 ncnonb3oBaHns goctyna K AC, Ha KOTOPbIX peasin3oBaHbl
cpencrtaa YL.

10.4. cnonb3oBaHMe WTaTHbIX CPEACTB MHGOPMALIMOHHON CUCTEMBI, B KOTOPOW NCMOb3YIOTCA CPeAcTBa
YL.

11. CpencTtBa YL, knacca KC3 NnpoTMBOCTOAT aTakaM, Npu co3faHum cnocobos, NoAroToBKE 1 NPOBEAEHUN
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KOTOPbIX MCMOJIb3YIOTCS ClefytoLe BO3MOXKHOCTK:

11.1. Bo3MOXHOCTY, NepeymcneHHble B nognyHkTax 10.1, 10.4 HacToAwmx TpeboBaHui.

11.2. MNoAroToBKa v NpoBeAeHNE aTak 13-3a NpeaesioB KOHTPOJIMPYEMOW 30HbI C UCMOJIb30BaHNEM LOCTYNa
K PYHKLMOHaIbHBIM BO3MOXXHOCTSIM NPOrpaMMHOo-anmnapaTHbIX CpeacTB B3anMonencTeus ¢ YL, Ha ocHose
NeranbHoro obnagaHusa ayTeHTMduLMpyoLLen nHdopmaumnen nnbo NOArOTOBKA M NPOBEAEHME aTak 13
KOHTPOJINPYEMOW 30HbI C MCMOb30BaHNeM JocTyna K AC, Ha KOTOPbIX peann30BaHbl KOMMOHEHTHI YL, ¢
npaBaMu nuua, He ABNSOLWEroCs YIeHOM rpynnbl PU3NYECKUX AL, YNOJIHOMOYEHHbIX MPOU3BOAMNTD
MHCTaNAaUMoo, KOHUrypupoBaHue n skcnayatauuo cpencts YU, koHpuUrypmuposaHmue npounsa n
napamMeTpoB XypHana ayanTa (PYHKLUN CUCTEMHOIO adMUHUCTPATOpPa), apXMBMpPOBaHMe, pe3epBHoe
KOMMpoBaHWe 1 BOCCTaHOBNeHMe nHdpopMauuy nocne cboes (hyHKLMM onepaTopa), Co3haHmne 1
aHHY/MPOBaHMe cepTudunkaToB Katoven nposepkn 3 (PyHKLUM agMUHUCTPaTOpPa cepTudurkaumnm),
NPOCMOTP U MOALEPXKKY XypHana ayauTa (PyHKLMM agMUHUCTPaTopa ayanTa) (fanee - rpynna
agMunHUCTpaTopoB cpeacTs YL) H1 oaHOrO 13 KOMNOHeHTOB YLI.

11.3. O6bnagaHune AC YLl B obbeme, 3aBUCALLEM OT peann30BaHHbIX Mep, HampaBAEeHHbIX Ha
npenoTBpaLLeHne n npeceyeHne HeCaHKLMOHNPOBAHHbIX AENCTBUIN.

12. CpeacTBa YL, knacca KB1 npoTMBOCTOAT aTakaMm, Npu Co34aHUM cnocobos, MoAroTOBKE 1 NPOBEAEHUN
KOTOPbIX UCMOMb3YIOTCA CnefyloLine BO3MOXHOCTU:

12.1. Bo3MOXHOCTW, NepeyncieHHble B noanyHkTax 11.1 - 11.3 HacTosawmx TpeboBaHuMi.

12.2. OcywecTBneHne Co3aaHnsa crnocoboB 1 NOArOTOBKM aTak C MPUBAEYEHNEM CMELNANUCTOB, UMEIOLLNX
onbIT pa3paboTku n aHannsa CK3W YL, (Bkaovas cneumanncToB B 061acTy aHam3a CMrHaA0B JIMHENHON
nepefayv n CUrHana0B NOBOYHLIX 3INEKTPOMArHUTHbLIX U3y4eHUA 1 HaBofok CK3W YLI).

12.3. NpoBefeHue nabopaTopHbIX nccaefoBaHnin cpeacTs YL, MCnonb3yemblX BHE KOHTPONPYEMOW 30HbI B
obbeme, 3aBNCALLEM OT peann30BaHHbIX MEP, HanpPaBAEHHbIX Ha NPeAOTBPALLEHME U NMPeceYyeHne
HeCaHKLUNOHNPOBAHHbIX OEACTBUN.

13. CpeacTBa YL, knacca KB2 npoTMBOCTOAT aTakaMm, Npu Co3aaHUKM cnocobos, MoAroTOBKE 1 NPOBEAEHUN
KOTOPbIX UCMOMNb3YIOTCS CnefyloLine BO3MOXHOCTU:

13.1. BO3MOXXHOCTW, NepeyncieHHble B nognyHkTax 12.1 - 12.3 HacToawmx TpebosaHui,

13.2. OcywecTBneHne Co3aaHnsa cnocoboB 1 NOArOTOBKM aTak C MPUBJIEYEHNEM CMELNANNCTOB B 061aCTu
MCMNOb30BaHUSA AN peannsalnm aTak HeeKapnmpoBaHHbIX BO3MOXHOCTEN MPUKAALHOro U CUCTEMHOMO
Mo.

13.3. NocTaHoBka paboT no co3paHmMio CnocoboB 1 CPeACTB aTak B HAaY4YHO-UCCNe0BaTENbCKUX LIeHTpaX,
cneumanmanpyowwmxcs B obnactn paspabotkn n aHanm3a cpeacts YL,

13.4. ObnafnaHme NCXoaHbIMK TeKCTaMu NpuknaaHoro MO, NpUMeHsAeMOro B MHPOPMaLMOHHOW CUCTEME, B
KOTOpOW ncnonb3ytoTca cpeactsa YL, n Haxoaswenca B cB060AHOM [OCTyNe AOKYMeHTauunen.

13.5. Pa3paboTka 1 peanusauns C UCNoJb30BaHWEM annapaTHbIX K MPOrPaMMHbIX CPeACTB aTak,
HanpaB/IeHHbIX Ha BbISBJIEHNE 1 NCMNOMb30BaHME uMmerwmxcsa yassmumocten AC YLU. (dononHeH - Mpukas
depepansHon cnyx6bbl 6esonacHocTy Poccuinckon ®enepaumnm ot 04.12.2020 Ne 555)

14. CpeacTBa YL, knacca KA1 NpoTMBOCTOAT aTakaMm, Npu CoO34aHUN cnocoboB, MOAroTOBKE 1 MPOBEAEHUN
KOTOPbIX UCMOJIb3YIOTCS CaefytoLe BO3MOXKHOCTK:

14.1. BO3MOXXHOCTW, NepevmcieHHble B nognyHkTax 13.1 - 13.4 HacToswmx TpeboBaHuiA.

14.2. OcywecTBneHne co3aaHnsa cnocoboB 1 NOArOTOBKM aTak C MPUBJIEYEHUEM HAaY4HO-
nccnenoBaTeNbCKMX LLIEHTPOB, Cheunannsnpyomxcs B obnactu paspaboTku n aHanmsa CK3W v B obnactu
MCMNOMb30BaHUA AN peannsaunmn aTak HeeKapnpoBaHHbLIX BO3MOXXHOCTEN MPUKAALAHOr0 U CUCTEMHOMO
Mo.

14.3. O6bnafaHune BCeN AOKyMeHTaLMEN Ha annapaTHbIe U NPOrpaMMHbIE KOMMOHEeHThI cpeacTs YLI.

14.4. ObnagaHme BceMn annapaTHLIMU KOMMOHEeHTaMu cpeacTs YL,

15. CpeacTtBa YU f0/KHbBI 3KCMyaTUPOBaTLCA B COOTBETCTBMM C 3KCMyaTaUMOHHON OOKYMEHTaUMen Ha
cpefcTBa YLU. Komnnekc opraHu3aLMOHHO-TEXHUYECKMX MeponpuaTuid no obecneyveHmnio 6e3onacHoro
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DyHKLMOHNpOoBaHMa cpeacTs YL, nosmkeH 6biTb yKasaH B 3KCMayaTaUMOHHON OKYMEHTALMW Ha CPpeacTBa
VL.

16. Knacc cpeacts 30, ucnonb3yemoix B cpefcteax YU, pomkeH 6biTb HE HXKe COOTBETCTBYIOLLErO Kacca
cpencts YL. Knacc cpeacts 3MM, ucnonb3yemsix B cpeactsax YU, nomkeH bbiTh YKasaH B
3KCnAyaTaUMOHHON AOKYMeHTauum Ha cpeacTsa Y.

Knacc CK3W, ncnonb3yembix B cpeactsax YL, 0o/KeH BblTb HE HMXKE COOTBETCTBYHOLLIEr0 Knacca CpeacTs
YU. Knacc CK3W, ucnons3syemsix B cpefctaax YL, nomkeH bbiTh yKa3aH B 3KCMyaTalMOHHOM
JOKyMeHTauun Ha cpeactea YL.

17. Kaxxpoe TpeboBaHue, npeabsasnsemoe K cpeacteam YL nboro knacca, kpome KA1, nnbo
npeabaBseTCs K cpeacteam YU cnefytowero knacca 6e3 namMeHeHun (B 3TOM Clyvae OHO B NepeyHe
TpeboBaHuin kK cpeacTBam YL, cnepytollero knacca He ykasbiBaeTcs), 1mbo y)KecTo4aeTcsa (B 3TOM Cliyyae B
nepeyHe TpeboBaHni K cpencTBam YL cnepytowiero knacca NnpMBOAMTCS Y XKeCTOYEHHas (hOPMYMPOBKA).
TpeboBaHua K cpeacTeam YL, cnefytoLlero knacca MoryT COAep»XaTb AOMOJHUTENbHbIE TPeboBaHNS, He
BXO4ALWMe B TpeboBaHuA K cpencTeam YL npeabiayLiero knacca.

18. TpebosaHusa k MO cpencTts YL

18.1. TpeboBaHus gns cpencts YL, knacca KC1:

- MO cpepncts YU He [oOJIXKHO coaep)XaTb CPeacTs, No3BOASAWNX MOANMULMPOBATL MU UCKaXKaTb
anroputm paboTbl NporpamMmHbix cpeacts 1 AC YL.

18.2. TpeboBaHus ans cpencts YL knacca KC2:

- npuknagHoe MO cpencts YU n CK3U, ncnonbsyembix B YL, 4OHKHO NCNONb30BATh TOJILKO
LOKYMEHTUPOBaHHbIe PYHKLMKM cucTemHoro 0.

18.3. TpebosaHuna gnsa cpencts YL knacca KC3:

- cucTemHoe 1 npuknagHoe MO cpencts YL, nomkHo obecneynBaTb pa3rpaHMyeHme ocTyna CUCTEMHOMO
agMuHucTpaTopa cpencTs YU, apMuHncTpaTopa ceptudmkaumm cpeacts YU n amu, obecneynsaembix
CUCTEMHBIM aAMUHUCTPATOPOM cpeacTs YL ngeHTndunumpyowen n ayTeHTuuUmpyowen nHgopmaumen um
He ABJIALWMNXCA aAMUHUCTPATOPOM cepTudmkauum cpencts YU, (ganee - nosb3osatenu cpencts YL), K
nHpopmauun, obpabaTbiBaemon cpeacTBamu YL, Ha OCHOBaHUM NpaBW pa3rpaHUYeHns 4ocTyna,
3a[@HHbIX CUCTEMHbIM aAMUHUCTPATOPOM CpeacTs YL;

- cucTemHoe v npuknagHoe MO cpencTs YL, LOMXKHO COOTBETCTBOBATL 4 YPOBHIO KOHTPOJISA OTCYTCTBUA
HeOeKNapMpOBaHHbLIX BO3MOXHOCTEW;

- cMcTeMHoe 1 npuknagHoe NO cpencTB YL, He LOMKHO coaepXaTb U3BECTHLIX YA3BUMOCTEN,
onybNKOBaHHbIX B 06LLEA0CTYMHbIX UCTOYHMKAX;

- B COCTaB CMCTEMHOro 1 (unun) npuknagHoro MO cpencts YU, 4OKEH BXOAUTL MEXaHMW3M,
obecneymBaloLL Nl OYNCTKY ONEPaTUBHON 1 BHELLHEN NaMATW, UCNO/b3YEeMON 15 XpaHeHUs nHpopMaLum
OrpaHMYeHHOoro JocTyna.

18.4. TpebosaHus ans cpencts YL knacca KB1 cosnagatoT ¢ TpebosaHusmMu ans cpencts YL, knacca KC3.
18.5. TpeboBaHua ons cpeacts YL knacca KB2:

- UCXOOHble TeKCTbl CUCTEMHOIr0 1 NpuknagHoro MO cpencTs YL, LOMXKHBI MPONTW NPOBEPKY peasiv3auum B
HUX MEeTOL0B U CNOCOBOB 3aLUTbl MHOPMALMK, MPOTUBOCTOALLMX aTakaM, 419 MOAFOTOBKUN 1 MPOBELEHMNS
KOTOPbIX NCMOMb3YIOTCS BO3MOXHOCTY, NEPEYUCTIEHHbIE B MYHKTax 9-13 HacToAwmx TpeboBaHwuii;

- UCXOAHbIE TEKCTbl CUCTEMHOMO U NpuknagHoro MO AoKHbI MPONTK NPOBEPKY Ha OTCYTCTBUE
HeOeKNapMpOBaHHbLIX BO3MOXHOCTEW;

- CMcTeMHoe 1 npuknagHoe MO f0/MKHO BbITh YCTONYMBO K KOMMbIOTEPHBIM aTakaM U3 BHELLHUX CeTeNn.
18.6. TpeboBaHus ons cpencts YL knacca KAL:

- UCXOHblE TeKCTbl CUCTEMHOIro 1 nNpuknagHoro MO cpencTs YL, LOMKHBI MPONTK POPMasbHYIO
BepudUKaLMo peannsaunm B HAX METOA0B 1 CNocoboB 3auTbl UHGOPMaLUK, MPOTUBOCTOALLUX aTakaM,
AN15 NOAFOTOBKY U NPOBeAeHNA KOTOPbIX UCMOJIb3YHTCA BOSMOXHOCTY, NepeYyncieHHble B NyHKTax 9-14
HacTosAwwmx TpeboBaHWI, @ TakKXKe OTCYTCTBUSA B HUX HEAEKapMPOBaHHbIX BO3MOXHOCTEN.
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19. TpebosaHusa k AC YLL:

19.1. B cnyyae nnaHnpoBaHus pasmelleHns AC YL, B noMeLLeHmnsaX, B KOTOPbIX MPUCYTCTBYET peyeBas
aKycTu4eckas v Bu3yasabHas MHOpMaLmMsa, cogepxkallas CBeAeHNs, COCTaBAAOWME rocy 4apCTBEHHYIO
TalnHy, 1 (W) yCTaHOB/IEHbI TEXHUYECKME CPEACTBA U CUCTEMbBI NMpueMa, nepenayn, 06paboTku, XpaHeHNS
1 oTobparkeHnsa NHGOpPMaLUN, COLEPXKaLLLeN CBeLEHMSA, COCTaBAAOWME FOCYAAPCTBEHHYIO TallHy,
TexHNYyecKmne CpeacTBa MHOCTPAHHOMO NPOU3BOACTBA, BXOASLMNE B COCTaB cpencTB YL, HomKHbI ObITh
NnoABEPrHyTbl MPOBEPKaM MO BbISBAEHUIO YCTPOWNCTB, NPeAHa3Ha4YeHHbIX A5 HErNaCHOro nojyyeHuns
NHOpMaLUK, a TakKe NCCefoBaHMAM Ha COOTBETCTBMUE TpeboBaHMAM MO 3alinMTe OT yTeuKn nHpopMaunm
Mo KaHanaMm NobOYHbIX 3JIEKTPOMArHUTHbLIX U3JTYHYEHUA N HAaBOLOK B COOTBETCTBUW C KaTeropuen
BblAE/EeHHOr 0 NoMeLLleHus.

19.2. TpeboaHua gns cpeacts YL knacca KC1:

- NPOBOAMTCS NPOBEPKa COOTBETCTBMA peannsaunmy Lenesbix GyHKUnin YL, Ha ocHoBe cuctembl TecToB AC
Y.

19.3. TpebosaHma ons cpencts YL knaccos KC2, KC3 n KB1 coBnagatoT ¢ TpeboBaHMAMY ons cpencts YL
knacca KC 1.

19.4. TpeboBaHus gns cpencts YL, knacca KB2:

- B cpeacTBax YL, fnomxkeH 6biTb peann3oBaH MeXaHW3M KOHTPOASA BXOAAWMX NHGOPMALIMOHHbIX MOTOKOB B
Lensx BblABNEHNS HAaNNYNSA OaHHbIX, aKTUBUPYIOLWMX HeLeKapupoBaHHble BO3MOXHOCTU AC;

- B cocTaBe cpeacTB YL ans BbINONHEHMSA (YHKLUNIA ynpaBaeHns KaoYamm 3 4o/KHbI MCMNOJ/b30BaThCA
oTaenbHble CK3W Ha 6a3e BbigeneHHbIX annapaTHbix maatdopm. OaHHble CK3U He O0/IKHbI
3KCMJyaTUPOBaTbLCA COBMECTHO C APYrM NporpaMMHbiM obecnevyeHnem, He Bxoaswmum B coctas CK3U, B
ogHow cpeae PYHKLMOHNPOBAHMS.

(MoponyHKT B penakuum MNprkasa ®epepansHoi cnyxbbl 6e3onacHocTn Poccuinckon ®epepaumm ot
04.12.2020 Ne 555)

19.5. TpeboBaHua ons cpeacts YL knacca KAL:

- NpoBefeHme crneunasbHON NPOBEPKN TEXHUYECKUX CPEACTB MHOCTPAHHOIrO NPON3BOACTBA, BXOAALLNX B
cocTaB AC YL, B Lieniax BbliBA€HMSA YCTPONCTB, NpeAHa3HaYeHHbIX 41 HErlaCHOro noJly4eHns
NHdopmMaumny;

- NpoBeAEeHne NCCNefoBaHNA HanMYna HedeKNapMpoBaHHbIX BO3MOXHOCTeN AC, BHECEHHbIX Ha 3Tane
pa3paboTKu 1 N3roTOBAEHUS SNEKTPOHHOM KOMMOHEHTHOM 6a3bl, a TakXXe Ha 3Tanax pa3paboTkuy 1
NPOM3BOACTBA CPEACTB BblYNC/INTESIbHON TEXHUKUN Ha ee OCHOBE;

- npoBeaeHme noaHon sepudmrkauum AC (COBMECTHO C aHa/M30M NporpaMMHoro koga BIOS), Ha KOTOpbIX
peannsyloTca cpenctsa YL, C Lenbio UCKII0YEHNS HeAEeKNapUPOBaHHbLIX BO3MOXXHOCTEN.

(LononHeH noanyHKTOM - Mpuka3 ®enepanscHon cnyxbel bezonacHocTn Poccuninckon Gegepauum ot
04.12.2020 Ne 555)

20. TpeboBaHUs K poNEBOMY pa3rpaHNYeHuIo:

20.1. na obecneyeHns BbinonHeHns gyHkumin YL cpeactsa YL 0omXHbI noaaep»xmBaTb PoaeBoe
pa3rpaHWyeHne YaeHOB rpynnbl aAMUHUCTPaATOPOB cpencTs YU,

20.2. TpeboBaHus gna cpencts YL, knacca KC1:

- 0OJKHbI BbITb ONpeneNieHbl CNMCOK posien U pacnpeaeneHne ob6a3aHHOCTEN MeXxay PonsiMu;

- CMNCOK ponew 1 pacnpenenieHne 0653aHHOCTEN MeXAY POAAMU AOJHKHbI ObiTb YKa3aHbl B
3KCMyaTauMOHHON OOKYyMeHTaLUumn Ha cpeactea YU,

20.3. TpeboBaHusa ona cpencts YL knacca KC2 coBnagatoT ¢ TpeboaHuamu ana cpencts YL knacca KC1.
20.4. TpeboBaHusa ans cpeacts YL knacca KC3:

- cpeacTtBa YL DosikHbI NoagepXXunBaTh cnegytoume obasaTenbHble ponu:

1) cMCTEMHOro agMUHUCTPATOPa C OCHOBHbLIMW 0083aHHOCTAMMW MHCTANNALNN, KOHGUIYpaLmMm 1
nogaep>XXkKn yHKLMOHMpPOBaHMA cpencTs YL, co3pgaHns n noaaep Xk npodunen 4a1eHoB rpynnbl
agMUHUCTPaTopoB cpelcTs YL, KoHpurypauum npoduns n napaMeTpoB XypHasa ayauTa;
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2) aOMUHUCTpaTOopa CEPTUDMKALMMN C OCHOBHbLIMY 00493aHHOCTAMU: CO3AaHME N aHHYIMPOBaHMe
cepTUUKaTOB KtoYer nposepkm 3lT;

- B cpeacTBax YL, fnomkeH bbiTb peann3oBaH MeXaHN3M, UCKKYaIOLWNA BO3MOXHOCTb aBTOPM3aLumn 04HOro
YyJieHa 13 rpynnbl aAMUHNUCTPATOPOB cpecTB YL, ANns BbINOSHEHUS Pa3/iMyHbIX ponen;

- 0OJKHA ObITb UCKJII0YEHA BO3MOXKHOCTb XULLLEHWS KIO4EBON NHGOPMALIUKN YEHOM Fpynmbl
agMUHUCTpaTopoB; ([lononHeH - Mpuka3 GenepanbHOn cnyx6bbl 6e3onacHoCcTH Poccuinckon Genepauum ot
04.12.2020 Ne 555)

- KONuMpoBaHmMe K4veBon nHhopmauum CK3W nonxHoO 6bITh peann3oBaHo B 3alMLLEHHOM
(3awndpoBaHHoM) Buae. ([lononHeH - Mpnka3 PepepanbHoin cnyxbbl 6e3onacHocTU Poccuinckon
®epepaumm ot 04.12.2020 Ne 555)

20.5. TpeboBaHus onsa cpencts YL knacca KB1:

- cpeacTBa YL poskHbl obecneynBaTb Hann4vme oba3aTenbHON posn onepaTopa C OCHOBHLIMU
06543aHHOCTAMYN MO PE3EPBHOMY KOMMPOBAHMNIO N BOCCTAaHOBJ/IEHUIO.

20.6. TpeboBaHuna ona cpencts YL knacca KB2 cosnapatoT ¢ TpeboaHnamu ana cpeacts YU knacca KBL.
20.7. TpeboBaHus gna cpencts YL knacca KAL:

- cpeacTtBa YL noskHbl obecneynBaTb Hannyme ob6a3aTenbHON poan agMUHUCTPaTopa ayamTa C
OCHOBHbIMU 0643aHHOCTAMW: MPOCMOTP U NOALEPXKKA XYpPHana ayanTa;

- CUCTEMHBIA aAMUHUCTPATOP He O0JKEH MMETb BO3MOXHOCTW BHOCUTb U3MEHEHUS B XXYpHaa ayauTa.
21. TpeboBaHUs K LenocTHocTy cpeacTs YL

21.1. Cpeactsa YL 0o/KHbI cogepXaTb MEXaHW3M KOHTPOSA HECAHKLIMOHMPOBAHHOIO C/Ty4alnHoro v (1nanm)
npegHaMepeHHoOro NCKaXKeHmsa (M3MeHeHns, MogncKaumm) n (Mnun) paspyLueHma nHgopmaumnm,
nporpaMMHbIx cpeacTts 1 AC YL (oanee - MexaHM3M KOHTPOAS LLEeNOCTHOCTH).

21.2. TpeboBaHus ona cpencts YL, knacca KC1:

- TpeboBaHNS K MeXaHM3MY KOHTPOJIA LLeIOCTHOCTY A0J/KHbI 6bITh YKa3aHbl B T3 Ha pa3paboTky
(momepHusauuio) cpencts YL,

- 0OJKeH BbITb onpeaeneH Nepnos KOHTPONA LEeNoCTHOCTY NporpaMMHbIX cpenacTs n AC YL, 1 ykasaH B
3KCMyaTauMoOHHON fOKYMeHTaumnn Ha cpeacTea YL,

- KOHTPOJIb LL@NOCTHOCTI NPOrpaMMHbIX CpeacTB YL, fosKeH BbIMOJHATLCSA NPU KaXkKAoM CcTapTe
(OYHKLMOHNPOBaAHMA yKa3aHHbIX CPeACTB, @ KOHTPOJIb LenocTHocTK AC YL - Npn Ka)xaon nepesarpyske
onepaunoHHon cuctemsl (ganee - OC);

- BO/MKHbBI UMETbLCS CpeCcTBa BOCCTAHOBAEHUS LLeNIoCTHOCTY cpeacTs YL,

- BEPOSATHOCTb OLIMOKM KOHTPOA LLeJIOCTHOCTM He AO0JKHA MPeBbIaTh aHaJOrMYHOM BEPOATHOCTU s
ncnonb3yembix CK3W. (JononHeH - Mpuka3 ®epepansHon cnyx6bbl 6esonacHocTy Poccuinckon ®enepauunn
o7 04.12.2020 Ne 555)

21.3. TpeboBaHus ansa cpencts YL knacca KC2 coBnagatoT ¢ TpebosaHmamn ans cpeacts YL, knacca KC1.
21.4. TpeboBaHusa ona cpeacts YL knacca KC3:

- KOHTPOJIb LeNOCTHOCTY A0JIKEH BbINOJIHATLCA HE peXe 0AHOro pasa B CYTKMU.

21.5. TpeboBaHus onsa cpencts YL knacca KB1:

- KOHTPOJIb LeNOCTHOCTU LOJIKEH BbIMOHATLCA A0 3arpy3ku OC cpencts YU,

21.6. TpeboBaHus ansa cpencts YL knacca KB2:

- KOHTPOJIb LeNOCTHOCTU LOJIKEH OCYLLECTBAATHCA AUHAMUYECKN NPU (PYHKLMOHUPOBaHUN cpencTs YL,
(MoponyHKT B penakuuu MNprkasa ®epepansHoi cnyxbbl 6e3onacHocTn Poccuinckon depepaumm ot
04.12.2020 Ne 555)

21.7. TpeboBaHus ansa cpencts YU knacca KA1 coBnagatoT ¢ TpeboBaHusMu ana cpencts YL, knacca KB2.
22. TpeboBaHMS K yrpaBieHUio LOCTYMNOM:

22.1. Cpepnctsa YU gomkHbl obecneynBaTb ynpasiaeHue OCTYMNOM.

22.2. TpeboBaHus onsa cpencts YL, knacca KC1:

- 0OJKHbI BbITb OnNpeneneHsl TpeboBaHMA K YyNpaBieHNI0 OCTYMNOM U yKa3aHbl B T3 Ha pa3paboTky
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(momepHusauuio) cpeancts YL,

22.3. TpeboBaHuna ona cpeacts YL knacca KC2 coBnagatoT ¢ TpeboaHuamu ana cpencts YL knacca KC1.
22.4. TpeboBaHus ona cpencts YL, knacca KC3:

- B YL pomkeH obecnevmBaTbCa ANCKPELMOHHBIA MPUHLIMMA KOHTPOIA AOCTyNa.

22.5. TpeboBaHua onsa cpencts YU knacca KB1 cosnagatoT ¢ TpeboBaHmaMu ans cpencts YL knacca KC3.
22.6. TpeboBaHus ansa cpencts YL knacca KB2:

- 0OJKHO BbITb 06ecneyeHo co3aaHne 3aMKHyTon paboyen cpenbi*cpencTs YU,

22.7. TpeboBaHusa ons cpeacts YL knacca KAL:

- B YL pomkeH obecneymBaTbCa MaHAATHbIA NPUHLIAM KOHTPOIA AOCTYNa;

- 1na BBOAA KJoYa I agMuHUCTpaTopa cepTudukaumnn Tpebyetca He MeHee BYX LOBEPEHHbIX JNLIZ.

! MporpaMmMHas cpefa, KoTopas AOMYCKaeT CyLWeCcTBOBaHME B HEWN TObKO (PUKCUPOBAHHOIO Habopa
cybbekToB (NporpamMm, NpoL,EeccoB).

2 Jlnua, aBnsoowmecs YieHamm rpynnsl agMUHUCTPaTOPOB cpeacTs YL 1 3aBenomo He aBastomnecs
HapyLNTENsMU.

23. TpeboBaHUs K UAEHTUDUKALNM N ayTEHTUMKALNN:

23.1. NpeHTudukaums n ayTeHTUUKaLNS BKIOYAOT B cebs pacno3HaBaHme nosb3o0BaTens cpeacts YU,
YyfieHa rpynnbl aAMUHUCTPATOPOB CpeacTs YL, nam npouecca n NpoBepKy MX NOAJIMHHOCTW. MexaHn3M
ayTeHTU(MKaLMN AOJHKEH BNOKMPOBaTb JOCTYM 3TUX CYOBLEKTOB K (hyHKUMAM YL npu oTpuuatensHOM
pesysibTaTe ayTeHTUdUKaLnu.

23.2. B cpeacTtBax YL, ansa noboin peanm3oBaHHON NpoLenypbl ayTEHTUMMKALUN OOKEH BbiTb NPUMEHEH
MeXaHW3M OrpaHNYeHUs KONMYeCTBa CledyrLmx NoApa NonbLITOK ayTeHTUhNKaLMM 0AHOro cybbekTa
A0CTYMa, YNCJI0 KOTOPbIX HE A0JKHO 6bITb 60/ble Tpex. Mpu NPeBbILLEHUN YUCTA CNeYOLWNX NoAPAL
NONbITOK ayTeHTUMKaLMM 0AHOro cybbekTa AoCTyna YCTaHOBAEHHOMO NPeAeNibHOr0 3Ha4YeHUs fOCTyn
3Toro cybvekTa foctyna k cpeacteam YL gomkeH 6biTb 3a610KMpoOBaH Ha NPOMEXXYTOK BPEMEHW, KOTOPbI
yKa3blBaeTcs B T3 Ha pa3paboTky (MooepHu3auunto) cpencts YU,

23.3. TpeboBaHusa ana cpeacts YL knacca KC1:

- OnmMcaHune npouenypbl perncTpaunn nonb3osatenein cpeacts YU (BHeCeHUs AaHHbIX B peecTp
nonb3oBaTenen cpefcTs YL) AOHKHO COAEp)KaTbCA B IKCMAyaTaLMOHHON OKYMEHTaL MM Ha cpeacTaa YL,
- ONS BCEX NULL, OCYLLECTBAAIOWMX AO0CTYN K cpeacTsaM YL, osKHa NpoBoAUTbLCA ayTeHTUdukaums. Mpu
3TOM [0MNYyCKaeTCs OrPaHNYMUTLCA UCMONb30BaHNEM A5 ayTEHTU(PMKALUN TOJIbKO CUMBOJIbHOM O
nepuoamnYeckn N3MeHALWEerocs naposs U3 He MeHee 4yeM 8 CUMBOJIOB MPY MOLLHOCTY andaBuTa He MeHee
36 cumBosI0B. [epuoa N3MeHeHNs Napons He fo/KeH bbiTb 6oNblUe 6 MecsaLEeB.

23.4. TpeboBaHusa ona cpeacts YL knacca KC2:

- HeobX0AUMOCTb MpenbsABAeHUs NoJib3oBaTeNleM cpeacTs YL npu perncrpaumm 4OKyMEHTOB,
YyO0CTOBEPAIOLWMNX IMYHOCTb, AO/KHA ObITb OTPaXkeHa B 3KCMyaTaLMOHHOW LOKYMEHTaUun Ha CpeacTBa
yu;

- 0ns BCex nosib3oBaTenen cpencts YL gonyckaeTcs ncnosib3oBaHne MexaHW3MoB yAasIeHHOW
ayTeHTUmKaumun. CneunanbHble XapakTePUCTUKN MEXAHN3MOB YAANEHHON ayTEHTUMUKALUN LOMKHbI
ObITb NOATBEPXXAEHBI B paMKax MPOBELEHUS NMPOBEPKMN COOTBETCTBNA CpeacTB YL, n o6bekToB
NH(OPMaTU3aLLMKN, NCMOMb3YIOWNX AaHHbIE CPeACTBa, HacToawmM TpeboBaHmAM;

- MPpW OCYLLECTBJIEHUN SIOKAJIbHOr0 JOCTYyNa K CpeacTBam YL, ayTeHTU(MKaLUs Y1eHOB rpynnbl
aAMUHNCTPaTOPOB CpeacTB YL Ao/KHa BbINOMHATLCA A0 nepexofa B paboyee cocTosHME 3TuX cpeacTs YU
(Hanpumep, fo 3arpysku 6azoson OC) 1 C NpUMEHEHNEM MeXaHN3Ma MHOrODaKTOPHOM ayTeHTUMKaLunm,
NCNOJIb3YIOLLEro annapaTHble MAEHTUMNKATOPbI.

23.5. TpeboBaHus ona cpencts YL, knacca KC3:

- B cpeacTBax YL, fonxeH 6biTb peann3oBaH MexaHn3M ayTeHTUMKaLUM oKaabHbIX NOJb30BaTeNen,
nUMerLMX JoCTYN K cpeacTsam YL, HO He BXoASALWMX B COCTaB rpynnbl agMUHUCTPATOPOB cpencTs YLL.
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23.6. TpeboBaHus ansa cpencts YL knacca KB1:

- NpY OCYLLEeCTBJIEHUN ya/leHHOro AocTyna K cpeAcTsam YL, ncrnonb3oBaHme TOJIbKO CUMBOJIbHOIO Napons
He JOoMnyCcKaeTCs, LOJDKHbI UCMOJIb30BaTbCA MEXaHU3Mbl ayTeHTU(MKaLMKM Ha OCHOBE KPUNTOrpaduyeckmx
NPOTOKOJI0B.

23.7. TpeboBaHua ona cpencts YU knacca KB2 cosnapatoT ¢ TpeboaHuamu ana cpeacts YU knacca KBL.
23.8. TpeboBaHus ansa cpencts YL knacca KAL:

- B cpeacTBax YL nna noboro peann3oBaHHOro MexaHU3Ma ayTeHTUUKaLumM LoMKHa ObITb peann3oBaHa
BO3MOXXHOCTb YCTaHOBKM MpefesibHO AOMNYCTMMOro Kosim4ecTBa Ciefyowmnx nogpss nonsiTok
ayTeHTU(MKaL MM 0AHOr0 CybbeKkTa AOCTyNa U YCTaHOBKM BpeMeHu 610KMPOBKM A0CTYNa K cpeacTeam YL
Ha MecTax WX 3KCnjayaTauuu.

24, TpeboBaHUs K 3alUTE AaHHbIX, MOCTYNaOWMX (3KcnopTupyemsix) B (13) YL

24.1. CpepncTta YU gomxHbl obecneynBaTb LOBEPEHHbLIN BBOA CAMOMOAMMUCAHHOIO cepTUdUKaTa K4a
nposepku 3.

24.2. TpeboBaHus ona cpencts YL, knacca KC1:

- cpeacTea YL posmkHbl obecneynBaTb nepedady AaHHbIX, COAepXXalnx MHOpMaL Mo OrpaHNYeHHOro
AocTyna, noctynatowmnx B YL 1 akcnopTupyembix n3s YL, cnocobom, 3awmuieHHsim oT HCJ;

- B cpeactBax YU ponxHa 6bITb peannsoBaHa npoLeaypa 3aluTbl OT HaBA3bIBAHWS JIOXHbLIX CO0BLLeHnA?;
- TpeboBaHMA K NpoLeaype 3alnTbl OT HaBA3bIBAHNSA NIOXHbLIX CO0OLEHNIA YKa3biBatoTCSA B T3 Ha
pa3paboTKy (MoaepHmM3auuo) cpeacts YL,

! HaBsA3bIBaHMe NOXXHOr0 coobLleHna npeacTasnseT cobon fencTamne, BOCNPUHUMAEMOE Y4aCTHNKaMM
3/1eKTPOHHOr0 B3aUMOAEeNCTBMA Wan cpeacTeamu YL, Kak nepegada NCTUHHOMO coobuieHms cnocobom,
3almeHHbM ot HCU.

24.3. TpeboBaHus ona cpencts YL, knacca KC2:

- cpeacTea YL posmkHbl obecneynBaTb 3alWMTY NEPBOHAYaIbHOrO 3anpoca Ha cepTudmKaT K4a
nposepku 3T,

- cpencTtaa YU 0onKHbI NPUHMMaTL KPUTUYHYO ANd yHKUMOHMpPOBaHKS YL nHdopMaLumio, TOJIbKO ecnu
OHa nognucaHa 3MT;

- B cpeactBax YL ponxeH 6biTb peann3oBaH MEXaHW3M 3aLUNThl OT HaBA3bIBAHUS NOXKHbLIX COOBLLEHUN Ha
OCHOBE MCMO0JIb30BaHNS CpeacTB Il, MoNAy4MBLUNX NOATBEPXKAEHNE COOTBETCTBUS TPEOOBAHUAM K
cpencTeaM 3, KNacc KOTOPbIX COOTBETCTBYET Knaccy cpeacts YL; (LononHeH - Mpukas ®egepanbHOm
cnyx6el 6esonacHocTu Poccuinckon ®epepauum ot 04.12.2020 Ne 555)

- B cpeacTBax YL ponxeH 6bITb peann3oBaH MEXaHN3M 3aLUMThl AaHHbIX MPU Nepefaye nx Mexay
hr3nyeckn pasfeneHHbIMU KOMMNOHEHTaMK Ha OCHOBE Ucnonb3oBaHnsa CK3M, knacc KOTopbiX HE HMXe
knacca cpeact YLU. (JononHeH - Mpuka3 ®epnepanbHon cnyxbel 6e3onacHocTn Poccuinckon Genepauum ot
04.12.2020 Ne 555)

24.4. TpeboBaHus gna cpencts YL knaccos KC3, KB1, KB2 n KA1 coBnagatoT ¢ TpeboBaHMAMN N5 CpencTs
YL knacca KC2.

24.5 (YTpatun cuny - MNpukas GegepanbHon cyxbel 6esonacHocTn Poccniickon Pegepaunn ot 04.12.2020
Ne 555)

24.6 (YTpaTtun cuny - MNpukas GenepanbHon cyxbbl 6esonacHocTn Poccniickon Pepgepaunn ot 04.12.2020
Ne 555)

25. TpeboBaHusa K permcTpaumm cobbiTni:

25.1. bazosas OC cpefcTs YL, fomKHa noffepXxuBaTh BeeHNE XXypHaia ayaAnTa CUCTEMHbIX COBbITUR.
25.2. TpeboBaHus ona cpencts YL, knacca KC1:

- B cpeacTBax YL ponxeH 6biTb peann3oBaH MeXaHn3M, NMPOU3BOAALLNNA BbIGOPOUHYIO perncTpauunio
cobbITUI B XXYpHase ayanTa, CBA3aHHbIX C BbiMoaHeHneM YL, cBoux pyHKUMNA;

- CMIMCOK PEerncTpupyemeix CobbITUN [OMKEH COAEPXKATLCA B IKCMTyaTaLMOHHOW LOKYMEHTaLUN Ha

CkavaHo Ha canTe «3akoHbl PO» — https://actrf.ru Ctp. 16 n3 21



cpenctea YL;

- CMNCOK PErnCTpMpyeEMbIX COBbITUI OO/HKEH BKAOYaTb PaKThl (MOMNbITKN) N3MEHEHWNS CUCTEMHOIO BPEMEHU
cpencts YLU. (JononHeH - MNpukas GenepanbHon cnyxbel 6esonacHocTn Poccuinckon degepaunm oT
04.12.2020 Ne 555)

25.3. TpeboBaHusa onsa cpencts YU knacca KC2 cosnagatoT ¢ TpeboaHuamu ansa cpencts YL knacca KC1.
25.4. TpeboBaHus ona cpencts YL knacca KC3:

- 0OJKHbI BbITb MPUHATHI Mepbl 06HaPYXXEHUSA HECAHKLIMOHNMPOBAHHbLIX U3MEHEHUI XYpPHana ayauTa.
25.5. TpebosaHus ansa cpencts YU knacca KB1 coBnapgatoT ¢ TpeboBaHusMu ans cpencts YL, knacca KC3.
25.6. TpeboBaHuna ona cpencts YL, knacca KB2:

- 0OJKHbI BbITb MPUHATHI Mepbl 06HaPYXEHUA HECAHKLIMOHMPOBAHHbLIX U3MEHEHUI KaXKa0N 3anncn B
)XypHane ayauTa.

25.7. TpeboBaHuna ona cpencts YL knacca KAL:

- XXypHan ayanTa A0/KeH ObiTb 4OCTYNEH TONLKO aAMUHNCTPATOPY ayAnTa, KOTOPLIA MOXET
OCYLLECTBJIATb TONIbKO €ro MPOCMOTP, KOMUPOBAHME N NOJIHYIO O4YUCTKY. [1ocsie 04NCTKN NePBON 3amnnchbio B
)KypHasie ayamTa LO/DKEH aBTOMaTUYECKM PErNCTPUPOBATLCA PaKT OYNCTKM C YKa3aHWEM AaTbl, BDEMEHN
1N nHopmaumm o nnue, NPon3BOANBLLEM OMepaLuio.

26. TpeboBaHUSA MO HAAEXHOCTU N YCTONYMBOCTUN (DYHKLMOHMPOBaHNS cpeacTs YL

26.1. lomxHbl 6bITh onpeaeneHbl TPebOBaAHUS MO HAAEXXHOCTU N YCTONYMBOCTU (YHKLIMOHMPOBAHNS
cpencts YL, n yka3aHbl B T3 Ha pa3paboTky (MoaepHu3auuo) cpeacts YL,

26.2. TpeboBaHua ans cpeacts YL knacca KC1:

- NPOBOAMNTCS pacyeT BeposaTHOCTM cboeB 1 HeucnpasHocTen AC YL, npnBoaswmnx K HeBbinoaHeHuo YL
CBOUX OYHKLMA.

26.3. TpeboBaHus ona cpencts YL, knacca KC2:

- 0OJKHO OCYLLECTBJIATLCS TECTUPOBAHNE YCTONYMBOCTY PYHKLIMOHMPOBaHMA cpencTs YL,

26.4. TpeboBaHus ona cpencts YL knacca KC3:

- 0OJKHbI BbITb ONpeneneHsl TpeboBaHMA No BPEMEHN BOCCTaHOBAeHMS cpeacTs YU, nocne c6osa n ykasaHsl
B T3 Ha pa3paboTky (MogepHu3aumio) cpeacts YL;

- Mepbl U CpeACcTBa MOBLILWEHNS HAAEXKHOCTM M YCTONYNBOCTUN DYHKLMOHUPOBaHNS cpeacTs YL, AonKHbI
cofepXXaTb MexaHU3Mbl KBOTUPOBaHUS pecypcos cpencTs YL,

26.5. TpeboBaHus ans cpencts YL knacca KB1:

- BepoaTHOCTb cboeB 1 HencnpaBHocTen AC YL, npnBoasawWmMX K HeBbINOAHeHUO YL cBomx dyHKUMIA, B
TeYeHMe CYyTOK He [0JKHa MpeBbIWaTb aHaIorMYHOM BEPOSATHOCTM A5 ncnosblyembix CK3I.

26.6. TpeboBaHus ona cpencts YU knaccoB KB2 n KA1 coBnapgatoT ¢ TpeboBaHusiMn ons cpencts YU
knacca KB1.

27. TpeboBaHUs K KJIO4EBON UHDOPMaLNK:

27.1. NMopsaoK co3haHuns, NCNONb30BaHUSA, XPaHEHNS N YHUYTOXEHNS KJOHEBOW MH(OpMaLMK
onpeLenseTcs B COOTBETCTBMM C TpeboBaHMAMY IKCNNYaTaLMOHHON AOKYMEHTaUMmn Ha cpeacTaa I u
nHble CK3W, ncnonb3syemole cpencrasamm YLL.

27.2. Cpok gewncTsuna katoda 3 cpenctsa 31, ncnonb3yemoro cpeacteamu YL, 4o/KeH COOTBETCTBOBATH
TpeboBaHMAM, yCTaHOBNEHHbIM K cpeacTeam 1.

27.3. TpeboBaHus ona cpencts YL, knacca KC1:

- He [ONYyCKaeTCs KOMMPOBaHMe MHPOPMaLMM KIOHEBbIX JOKYMEHTOB (KpUNTorpaduyecknx Ka4emn, B ToM
yucne kntoyen M) Ha HOCUTENN (HanpuMep, XECTKUN ANCK), HE SBASIOWMECS KOYEBBLIMM HOCUTENAMU,
6e3 ee npeaBapuTENLHOrO WNGPOBaHNS (KOTOPOE A0JIKHO OCYLLLECTBASATHCSA BCTPOEHHOWN (YHKLMEN
ncnonb3yemoro CK3M). KonnpoBaHue Kato4eBbiX 4OKYMEHTOB AOJ/IKHO OCYLLECTBASATLCA TONIbKO B
COOTBETCTBUU C IKCMJIyaTaLMOHHOW AOKYMEHTaumen Ha ncnoassyemoe CK3U;

- KJI104K 3M, ncnonb3lyemble A NoANMCK CEPTUDUKATOB KtoYen npoBepkn M 1 CANCKOB YHUKaNbHbIX
HOMEpPOB CepTU(NKATOB KJIto4eln npoBepkn I, 4eNCTBNE KOTOPLIX Ha ONpeLeNeHHbIN MOMEHT Bbino
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npekpaweHo YL Ao ncteveHns cpoka nx 4encTeuns (ganee - CNMcoK aHHYJIMPOBAHHbLIX CEPTURUKATOB), a
Takxxe K4y 3, ncnonb3yemblie N noLNNCU METOK JOBEPEHHOIO BPEMEHN HE JO/KHbI UCNOb30BaThCA
HU ONS KaKUX UHbIX Lenen;

- CPOKW OENCTBMSA BCEX KJIKOYEN A0/KHbI BbITh YKa3aHbl B 3KCNyaTalLMOHHOW AOKYMEHTaLMN Ha CPeaCcTBa
yu.

27.4. TpeboBaHus ana cpencts YL knaccoB KC2 n KC3 coBnapatoT ¢ TpeboBaHmamn ons cpeacts YL
knacca KC1.

27.5. TpeboBaHusa ons cpeacts YL knacca KB1:

- 0OJKHbI BbITb MPUHATHI OPraHN3aLNOHHO-TEXHUYECKNE MEPbI, NCKOYatoLne BO3MOXHOCTb
KoMnpoMeTaumm ka4va 3, ncnoab3yemMoro 4ss Nnoanncy cepTugmKaToB KaoYen nposepky 3l 1 CANCcKos
AHHYMPOBAHHbIX CepTUDUKATOB, NPU KOMNPOMETaL NN KJIIOYEBON UHOPMaL MK, [OCTYNHON O4HOMY ALY .
27.6. TpeboBaHus ona cpencts YL knacca KB2:

- KJI104M 3MM, ncnonb3lyemble 4ad NOANMCK CEPTUDUKATOB KtoYen npoBepky 31, CMNCKOB aHHYIMPOBaHHbIX
CEPTUGMKATOB N METOK LOBEPEHHOI0 BPEMEHW, OO/IKHbI FEHEPMPOBATLCA, XPaHUTLCS, MCMOJIb30BaTLCA U
YHUYTOXaTbCA B cpefcTse 31,

- 0OJKHbI BbITb MPUHATHI OPraHN3aLNOHHO-TEXHUYECKNE MEpPbI, NCKOYatoLNe BO3MOXHOCTb
KoMnpoMeTaummn ka4va 3, ncnoab3yemMoro 4ss Nnoanncyu cepTugmKaToB Kaoven nposepky 3l 1 cAnckos
AHHYMPOBaHHbIX CePTUDNKATOB, NPU KOMNPOMETaL NN KJIOYEBON MHDOPMaL MK, [OCTYNHON ABYM NULAM.
27.7. TpeboBaHus onsa cpencts YL knacca KAL:

- 0OJKHbI BbITb MPUHATHI OPraHM3aLNOHHO-TEXHNYECKME Mepbl, NCKYatoLne BO3MOXHOCTb
KoMMpoMeTaunn Kt4da 3M, MCnonb3yemoro onas NoAnucK CepTnnKaToB KaYen nposepkn 3 1 CNNCKoB
aHHYIMPOBaAHHbIX CEPTUDUNKATOB, MPU KOMMPOMETALUN KJIIOYEBON MHAOPMALMK, [OCTYMHON TPEM AnLLaM.
28. TpeboBaHUs K pe3epBHOMY KOMMPOBaHWIO N BOCCTaHOBNEHNO paboTocnocobHocTu cpeacTs YL:

28.1. CpencTsa YL, 0O/KHBI peann3oBbiBaTbh PYHKLAN Ppe3epPBHOM0 KOMMPOBAHUSA 1 BOCCTAaHOBJIEHNS Ha
cnyyan nospexaeHusa AC n (nnn) undopmauumn, obpabaTbeiBaemoin cpeactsamu YL. B xone pesepBHOro
KOMUPOBaHNA AO/KHA BbITb MCKOYEHA BO3MOXXHOCTb KOMMUPOBAHMA KPUNTOrpadhnyeckux Kaoyen.

28.2. TpeboBaHus gna cpencts YL, knacca KC1:

- NaHHble, COXPaHeHHbIEe MPU Pe3epBHOM KOMUPOBAHMM, AO/KHbI ObITb 4OCTATOYHbI 151 BOCCTAHOBAEHNS
(byHKLMOHUPOBaHUA cpencTs YU B cocTosHME, 3a(pMKCMPOBAHHOE HA MOMEHT KOMUPOBaHUS.

28.3. TpeboBaHus ansa cpencts YL knaccoB KC2 n KC3 coBnapatoT ¢ TpeboBaHmamn ons cpeacts YL
knacca KC1.

28.4. TpeboBaHua ona cpeacts YL knacca KB1:

- 0OJKHbI BbITb MPUHATHI Mepbl 06HaPYXEHUS HECAHKLIMOHUPOBAHHbLIX U3MEHEHUI COXPAHEHHbIX OaHHbIX;
- 0OJKHbI BbITb OnNpepeneHbl TpeboBaHMsA N0 BPEMEHW BOCCTAHOBAEHMA 1 yKa3aHbl B T3 Ha pa3paboTky
(MooepHusauuio) cpencts YU n B akCcnayaTauMoOHHON OOKYMeEHTauUmMn Ha cpeacTsa YL.

28.5. TpeboBaHua ona cpencts YL knacca KB2:

- COXpaHsaeMas npu pe3epBHOM KOMMPOBaHMM 3alumLiaeMas MHpopMaLma OOJKHA COXPAHATLCSA TOJIbKO B
3allnppoBaHHOM Bue.

28.6. TpeboBaHus gna cpeacts YL knacca KA1 cosnagatoT ¢ TpeboBaHuaMu ana cpencts YL, knacca KB2.
29. TpeboBaHMA K CO34aHUI0 N aHHYJIMPOBAHUIO CEPTUGMKATOB KtoYel npoBepkmn 3MM:

29.1. MpoTOKObI CO3AaHNA N aHHYINPOBaHUA CepTURMKATOB KtoYen Nposepky 31, a Takxe cxema
nepenayn 3asaBiaeHNs Ha CO3aaHNe cepTuduKaTa Ka4da NpoBepky I LOMKHbI ObITb ONUCaHbI B
3KCMyaTauMoHHON AOKYMeHTaumMn Ha cpeacTsa YL.

29.2. Co3pnaBaeMble YL cepTudunkaTtol Kntoven npoBepku 3N 1 CNUCKN aHHYJIMPOBAHHbLIX CEPTUDNKATOB
LOJIKHbI COOTBETCTBOBATbL MEXAYHapoAHbIM pekoMeHfaunaMm ITU-T X.509 (ganee - pekomeHgaumm X.509).
Bce nonsa v ononHeHns, BKAOYaeMble B CEPTUMUKAT KtoYen npoBepkmn 3 1 CIMCOK aHHYJIMPOBAHHbIX
CepTUMUKATOB, AO/KHbI ObITh 3aM0NHEHBI B COOTBETCTBUN C pekoMeHaaumamu X.509. Mpu ncnonb3oBaHum
aNbTepPHATUBHbIX (HOPMaTOB CEPTURMNKATOB KAtoYeln nNpoBepkun 3 fo/mKHbI 6bITh onpeaeneHsl TpeboBaHUS
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K MPOTOKOMaM CO3AaHUs N aHHYIMPOBaHNA CePTUGNKATOB KJtoYen npoBepkn 3l u ykasaHbl B T3 Ha
pa3paboTKy (MomepHmM3auuo) cpeacts YL,

1 ITU-T Recommendation X.509. Information technology - Open systems interconnection - The Directory:
Public-key and attribute certificate frameworks. 2008. http://www.itu.int/rec/ T-REC-X.509-200811-i.

29.3. Cpeacta YL, 00nKHbBI peasin3oBbiBaTb NPOTOKO aHHYAMPOBAHUA cepTudmKaTa KJda nposepku 31
C NCMNOJIb30BAHNEM CMUCKOB aHHYJIMPOBAHHbLIX CEPTU(PMKATOB.

29.4. [lonyckaeTcs peasim3aumns NpoTOKOI0B aHHYAMPOBaHUA 6€3 NCnonb30BaHUSA CMMCKOB
aHHYJIMPOBaHHbLIX CEPTUGMKATOB, TPEOOBaHUSA K KOTOPLIM A0JHKHbI ObITh YKa3aHbl B T3 Ha pa3paboTky
(MopepHusaumio) cpeacts YU,

29.5. TpeboBaHus ona cpencts YL knacca KC1:

- B cpeacTBax YL, fnomkHa 6biTh peann3oBaHa QPyHKLMA U3rOTOBEHUS CepTuduKaTa Kda nposepku 3N
Ha 6yMa)XxHOM HocuTese. MopsanoK Bbligauun cepTudmkaTa Katoda nposepkn 3l Ha BymaxHOM HocuTene, a
Tak)e npouenypa KOHTPOIS COOTBETCTBMA cepTUdMKaTa KtoYa NnpoBepkn 3l B INEKTPOHHOM BUAE U Ha
HyMaxHOM HocuTene AoJKHbI BbiTb YKa3aHbl B 3KCMyaTaUMOHHON OKYMeHTauny Ha cpeacTea YU,

- B cpeacTBax YL, B oTHOLWEHWMN Blagenbla cepTudmkaTa Katoda nposepkn Il gokHbl ObiTb peann3oBaHsbl
MeXaHN3Mbl MPOBEPKMN YHUKANBHOCTU KJto4a nposepku M n obnagaHns COOTBETCTBYIOWNM Kato4oMm 1.
29.6. TpeboBaHusa ana cpeacts YL knacca KC2 coBnamatoT ¢ TpeboBaHmammu ana cpeacts YL knacca KC1.
29.7. TpeboBaHuna onsa cpeacts YL knacca KC3:

- MOrPeLUHOCTb 3HAYEHN BpEMEHM B CEpTUdUKaTax Kaoyven Nposepkn 3l 1 cAnCKax aHHYAMPOBaHHbIX
CepTUPMKaTOB He JOJKHA NpeBblwaTh 10 MAUHYT.

29.8. TpeboBaHua ona cpencts YL knacca KB1:

- MOrpPeLHOCTb 3HAYEHN BpEMEHM B CepTudUuKaTax Knoden nposepkn 3l 1 CANCKax aHHYIMPOBaHHbIX
CEPTUGMKATOB He JO/KHA MPEBLIWATL 5 MUHYT.

29.9. TpeboBaHus gna cpencts YL knaccos KB2 n KA1 cosnagatoT ¢ TpeboBaHusaMuM gna cpeacts YL,
knacca KB1.

30. TpeboBaHUs K CTPYKTYpe cepTuduKaTa KJto4a npoBepkn M n CNucka aHHYyIMPOBaHHbIX
CepTUgnKaTOB:

30.1. TpeboBaHusa ansa cpeacts YL knacca KC1:

- ONyCTUMblE CTPYKTYpPbI CepTudurKaTa Kao4va npoBepkun 3l 1 CNUCKa aHHYIMPOBAHHbLIX CEPTURNKATOB
JO/KHbI BbITh NEPEYNCNIEHBI B 3KCMyaTalLMOHHOW NOKYMEHTaUMM Ha cpeacTaa YL;

- B cpeacTBax YL, fnomxeH 6biTb peann3oBaH MeXaHW3M KOHTPOS COOTBETCTBMSA CO34aBaeMblX
CEPTUGMKATOB KJIHYen NpoBepku Il 1 CMUCKOB aHHYMPOBAHHbLIX CEPTUGRNKATOB 3a4aHHON CTPYKTYpE;

- B CTPYKTYype cepTudukaTa Ktoda nposepku 3N fomxHbl 6bITb NpeayCcMOTpeHbI NoJie, cogepikallee
CBEAEHNS 0 KJlacce cpeacTB YL, C ncnonb3oBaHUEM KOTOPbIX BbiN CO34aH HAaCTOALWMIA CEPTUPUKAT KJTtoHa
nposepku 31, 1 none, cogepxxallee CBeAEHNSA 0 KNlacce cpencTa Il Bnagenbua cepTugumkaTa Koda
nposepku 3.

30.2. TpeboBaHus ana cpencts YL knaccoB KC2 n KC3 coBnapatoT ¢ TpebosaHmamn ons cpeacts YL
knacca KC1.

30.3. TpeboBaHus ansa cpeacts YL knacca KB1:

- B cpeacTBax YL, fnonkeH 6biTb peann3oBaH MexaHW3M 3afaHns CUCTEMHbLIM agMUHUCTPaTopoM Habopa
JAOMYCTUMbIX OOMOJIHEHU cepTUdMKaTa KoYa Nposepkn I 1 CNMCKa aHHYMPOBaHHbIX CEPTURMKATOB.
30.4. TpeboBaHus onsa cpeancts YU knaccoB KB2 n KA1 coBnapgatoT ¢ TpeboBaHusMu ans cpencts YU
knacca KB1.

31. TpeboBaHUs K peecTpy cepTudMKaToB Katoven nposepku I 1 obecneyeHnto 4OCTYNa K HEMY:

31.1. TpeboBaHusa ansa cpeacts YL knacca KC1:

- B cpeacTBax YL BomkHbl ObITh peann3oBaHbl MEXaHW3Mbl XPaHEHNS 1 MOUCKa BCEX CO3AaHHbIX
CEPTUGMKATOB KJIKYen NpoBepku Il 1 CMUCKOB aHHYIMPOBAHHbLIX CEPTUGRNKATOB B PEECTPE, a TakxXe
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CEeTeBOro LOCTyna K peecTpy.
31.2. TpeboBaHuna ona cpeacts YL knacca KC2 coBnagatoT ¢ TpeboaHuamu ana cpencts YL knacca KC1.
31.3. TpeboBaHus ona cpencts YL, knacca KC3:

- B cpeacTBax YL pomxeH 6biTb peann3oBaH MEXaHN3M NOMCKa CEPTUMUKATOB KoYen NpoBepku 3l n
CMUCKOB @aHHYJIMPOBaHHbLIX CEPTUPUKATOB B peecTpe CepTUPUKATOB KNtoYen NpoBepkin 3 No pa3nnyHbIM
nux aTpubyTam;

- BCE U3MEHEHMNA peecTpa CepTUGMKaTOB KoYen npoepkn 3 f0/KHbLI PErNCTPMPOBATLCA B XXYypHae
ayouTa.

31.4. TpeboBaHus ansa cpeancts YL knaccos KB1, KB2 n KA1 coenagfatoT ¢ TpeboBaHmamn ons cpeacts YL
knacca KC3.

32. TpeboBaHus K npoBepke 3 B cepTudmKaTe KaoYva nposepku I:

32.1. fNonxeH bbITb ONpefeneH MexaHU3M NPoOBEPKW NOAMUCK B cepTudmKaTe Kioda nposepku 3 no
3aMnpocy y4acTHMKA 3JIEKTPOHHOIO B3aMMOAENCTBMA U yKa3aH B 3KCMJyaTaUMOHHON AOKYMeHTauUun Ha
cpenctsa YU.

32.2. B cpenctBax YU gomkeH 6bITb peann3oBaH MexaHM3M NPOBEPKM NOAAMHHOCTYM 3N YL, B BblgaBaeMbIX
UM cepTUgmKaTax Ka4ven nposepkn 3.

32.3. Nposepka 31 B cepTudukaTe Kno4a nposepkun 3l oCyLWeCTBASETCSA B COOTBETCTBUAN C
pekoMeHpaumamn X.509, Bkntovas 0653aTeNIbHY0 NPOBEPKY BCEX KPUTNYECKUX AOMOSHEHWIA.

32.4. Ecnm ucxonsa ns ocobeHHocTen akcnayaTaumm cpeacTts YL nonyckaeTcs ncnonb3oBaHue
aNbTepHaTUBHbLIX (hOpMaTOB cepTudmKaTa KJYa Nnpoepkun 3, gomkeH bbITb onpeaesieH MexaHn3m
NPOBEPKN NOAMNUCK B CEPTUGMKATE KtoYa NpoBepkn M n ykasaH B T3 Ha pa3paboTKy (MoaepHU3aLNIO)
cpencTs Y.

33. B cocTaB cpencTs YL nomxHa BXoauTb cny>kba MeETOK A0OBEPEHHOI0 BpeMeHu. ([lononHeH - Mpukas
®epepansHon cnyx6bbl 6e3onacHocTn Poccuinckon ®epepaumm ot 04.12.2020 Ne 555)

34. [1na orpaHnYeHns BO3MOXHOCTEN N0 MOCTPOEHMIO KaHal0B aTak Ha cpeacTsa YL, ¢ ncnosb3oBaHMEM
KaHaJ10B CBA3M LO/DKHbI MPUMEHATLCA CPeCTBA MEXCETEBOro SKPaHNPOBaHMUS.

35. HosmkHbl BbITb onpeneneHbl TpebosaHma No 3awmTte cpeacTs YL, 0T KOMMbIOTEPHbLIX BUPYCOB U
KOMMbIOTEPHbIX aTakK 1 yKa3aHbl B T3 Ha pa3paboTky (MoaepHm3auuio) cpeacts YL,

36. Mpw nogkntodeHum cpencts YL, 3a uckioyeHmeM CpeacTs, peannsylomnx MexaHnsM GopMnpoBaHus
MEeTOK AOBEPEHHOIr0 BPEMEHHU, K MHDOPMALMOHHO-TENIEKOMMYHUKALNOHHON CeTU, AOCTYN K KOTOPOW He
OrpaHn4eH onpefeneHHbIM KpyroM AuL, ykasaHHble CpeacTBa A0JKHbI COOTBETCTBOBATh TpeboBaHUAM K
cpencteaM YL knacca KB2 nnm KAL.

37. NccneposaHus cpencts YU ¢ uenbio NoATBEPXAEHUSA COOTBETCTBMUA CpeacTB YL HacToawmM
TpeboBaHMAM LOMKHBI MPOBOAUTLCS C UCMOJSb30BaHWeM pa3pabaTeiBaeMbix PCB PoCcCMM YMCNOBBIX
3HaYeHN NapaMeTPOB M XapaKTEPUCTMK MEXaHN3MOB 3aLLMThl, peannsyemMblix B cpeactaax YL

38. [lns orpaHnyYeHns BO3MOXKHOCTEN N0 NOCTPOEHMIO aTak C MCMOJIb30BaHWEM KaHas0B CBA3N Ha
CpencTBa, peaansyrLlme MexaHnusm (popMnpoBaHns METOK AOBEPEHHOIr0 BpeMeHHu, YL 0o KHbI
NPUMEHATbLCA CPEACTBA MEXCETEBOr0 3KPaHMpPOBaHNS ypoBHA Beb-cepeepa (Tnn "I'"),
cepTudnumpoBaHHblie ®Cb Poccum Ha cooTBeTCTBME TpebOBaHUAM K yCTPOMCTBAM TuMa "MexXceTeBown
3KpaH" He MeHee YeM 3 Kacca 3amileHHoCTH. CpefCTBa MeXXCeTEBOro 3KPaHNPOBaHNA LOJKHbI
obecneymBaTb KOHTPOJb U PUNbTPALMIO MHPOPMALMOHHBIX NOTOKOB MO MPOTOKOY Nnepeaayu
runepTekcTa.

Onsa obecnevyeHuns obHapy>XeHUSA KOMMNbIOTEPHbLIX MPOrpaMM AN MHON KOMMbIOTEPHON UHGOPMaLuu,
npefHa3Ha4YeHHOW A5 HECAaHKLMOHNPOBAHHOMO YHUYTOXEHNS, 610K1MpoBaHmMA, MogndmrKaumu,
KOMUPOBaHMA 3aliuLLiaemMon MHpopMaLMK AN HENTPAIM3aLUM CPeACTB 3allnUTbl UHDOPMaLUK, a Takxe
NS pearnpoBaHnsa Ha obHapy>XeHue 3Tux nporpaMmm u nHgopmaumum YL 0omKHbI NPUMEHATLCA CpeacTBa
3alUNTBI OT KOMMbIOTEPHbLIX BUPYCOB, MPefHa3Ha4YeHHbIe 415 MPUMEHEHMWA Ha cepBepax MHPOPMaLMOHHBIX
cuctem (Tun "B") n ceptTuduumnposaHHsie ®Cb Poccun Ha cooTBeTCTBME TPEHOBAHUAM K aHTUBUPYCHbLIM
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cpencTeaM no knaccy b2.

Onsa obecnevyeHuns obHapyXeHNsa LENCTBWIN, HaNPaBAEHHbIX Ha HECAHKLIMOHNPOBAHHbLIA JOCTYN K
NHOopMaLUK, cneunanbHbiX BO3AENCTBUN Ha CpeacTBa, peasm3yowmne MexaHn3mbl (POPMMPOBAHNS METOK
OOBEPEHHOI0 BpeMeHu, B Lenax ,D,OﬁbIBaHI/IFI, YHUYTOXEHNSA, NCKaXKeHNA U 6J'IOKVIpOBaHI/I$I 0O0CTyMNa K
3aluaemMon MHopMaLMmn, a Takxe 415 pearmpoBaHus Ha 3T AeNCcTBUA (NpefoTBpaLleHne 3Tux
aenctenin) YU oomKHbI MPUMEHATLCA CPeACTBa 3alUNTbl OT KOMMbIOTEPHbIX aTak, CepTUPMLNPOBAHHbIE
®Cb Poccun Ha cooTBeTCTBME TPEOOBAHUSAM K NPOrpaMMHbLIM, NPOrpaMMHO-annapaTHbIM UK annapaTHbIM
cpeacTBaM Tuna "cucTembl 0OHapy>XeHNS KOMMbIOTEPHbIX aTak" Mo knaccy b.

015 KOHTPOS NOKAJIbHOrO AOCTYMNa U KOHTPONS LLeSIOCTHOCTU NPOrpaMMHON cpelbl CpencTs
BbIYUCIUTENIbHON TEXHWUKK, BXOASALLNX B COCTaB CPeACTB, Peann3yoLmnx MexaHn3mel (hOpMUpoBaHMS MEeTOK
LOBEPEHHOro BpeMeHu, YL, Ao KHbI MPUMEHATLCA annapaTHO-NPorpaMMHbIe MOAY N LOBEPEHHON
3arpy3ku ypoBHS naaTbl paclunpeHns, ceptuduumnposaHHbie ®Ch Poccum Ha cooTBeTCcTBME TpeboBaHNAM K
annapaTHO-NPOrpaMMHbLIM MOAYNSM LOBEPEHHON 3arpy3Kn 31€KTPOHHO-BbIYNCANTENbHbIX MaLlINH MO
knaccy 2b.

Knacc CK3W cpencTs, peannsylownx MexaHn3msl popMMpoBaHMA MeTOK JOBEPEHHOr0 BpeMeHU, OO/IKEH
6bITb He HMXXe knacca KC3. [lomxHO BbiTb 0b6ecrnevyeHo 3alluLLEHHOE XPaHEHNE KpUNTorpadunyeckumx
KJloYeln B HE3KCNOPTHUPYEMOM BUAE.

McxoaHbin kog BIOS cpencTs, peannsyownx MexaHn3mMel OPMMPOBaAHMNA METOK JOBEPEHHOIO BPEMEHN,
LOJKEH NPONTU aHaNN3 Ha OTCYTCTBUE U3BECTHLIX YSA3BUMOCTEN U BO3MOXHOCTEN AEeCTPYKTUBHOIO
BO34EWNCTBNA, OCYLLECTBASEMOr0 NyTEM MCMOJb30BaHNS NMPOrPaMMHBIX YS3BMMOCTEN CO CTOPOHbI KaHa 0B
CBA3N.

(JononHeH nyHKTOM - Mpuka3 ®enepanscHon ciyxbbl 6esonacHocT Poccuinckon ®epepaumm ot
04.12.2020 Ne 555)

! MoanyHKT 47 nyHkTa 9 MNMonoxeHus o ®enepanbHon cnyxbe besonacHocTu Poccuinckon ®epepaunu,

yTBEpXXAeHHoro Yka3om lNpe3ungeHTta Poccuiickon ®epepaumm ot 11 aBrycta 2003 r. Ne 960 (CobpaHue
3aKoHozaTesnbcTBa Poccuinckon ®egepaumm, 2003, Ne 33, ¢T. 3254; 2018, Ne 28, cT. 4198).
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