006 yTBepxaeHuu Mopapka nHpopmuposanua ®Cb Poccum o
KOMNbIOTEPHbIX aTaKaX U KOMMNbIOTEPHbLIX UHLUAEHTAX,
pearupoBaHUA HA HUX, NPUHATUA Mep NO JIMKBUJALUU
nocseaCTBUMA KOMMNbIOTEPHbLIX aTakK, NPOBeAEeHHbIX B OTHOLUEHUHU
3Ha4YUMMbIX 00BEKTOB KpUTUYECKOU UH(POPMALLUOHHOMN
MHppaCTPYKTYpbl Poccunckon depgepaumm U UHbIX
MH(pOpPMaLMOHHBbIX pecypcoB Poccunckon Pepepauuu,
npuHagneXxawmx opraHaMm M opraHMsauusaM, Ha KOTopble
BO3JI0)KE€Hbl 00A3aHHOCTH, NPeAyCMOTPEHHbIe 4acTblo 4 CTaTbu 9
dPepnepanbHOro 3akoHa ot 26 utonsa 2017 r. Ne 187-®3 "O
0e3onacHOCTM KPUTNYECKOW UH(OPMALMOHHOU MH(PPACTPYKTYPbI
Poccuunckon depepauumn”

Mpuka3s * Ne 547 - oT 25.12.2025 - ®epepansHas cnyxba 6e3onacHocTu - flencTByeT 6€3 n3MeHeHun

MuHNCTEpPCTBO IOCTULNN
Poccuiickon ®epepalimu
3APETMCTPUPOBAHO
PernctpauunoHHbii Ne 84871
oT 30 nekabpsa 2025 .

OEOEPANLHAS CNYXKBA BE30MACHOCTW POCCUNCKOW ®ELEPALIAN
MPUKA3

MockBa

25 pnekabpsa 2025 r. Ne 547

06 yTBepxaeHun Mopsaka uHDopmmpoaHns ®CBb Poccun 0 KOMMbIOTEPHBIX aTaKax U KOMMbIOTEPHbIX
WHUWAEHTaX, pearmpoBaHns Ha HUX, MPUHATA Mep Mo INKBUAALUWM NOCNEeACTBUA KOMMbIOTEPHLIX aTak,
NpoBeAEeHHbIX B OTHOLLIEHUN 3HA4YNMbIX 0O BEKTOB KPUTUHECKON MH(POPMALMOHHON MHPPACTPYKTYpPbI
Poccuinckon degepaunt M MHbIX MHPOPMALIMOHHBLIX pecypcoB Poccuinckon ®epepaummn, npuHagnexalimx
OopraHaMm 1 opraHm3aumnsaM, Ha KOTopble BO3JI0XXEeHbl 06493aHHOCTMW, NPeayCMOTPEHHbIe YacTblo 4 cTaTbh 9
depnepanbHOro 3akoHa oT 26 uions 2017 r. Ne 187-®3 "O 6e30nacHOCTUN KPUTUYECKOW MHPOPMALIMOHHOW
NHPaCTPYKTYpbl Poccuinckon depepaunn

B cOOTBETCTBMM C MYHKTOM 6 YacTu 4 cTaTbu 6, YacTbio 6 cTaTbK 9 PefepalibHOro 3aKOHa OT 26 Mo
2017 r. Ne 187-®3 "O 6€30MaCHOCTN KPUTUHECKON NHGOPMALIMOHHOM MHGPaCTPYKTYpPLI Poccninckon
®epepaummn" n nyHkToM 1 Ykasa lMNpe3ngeHTta Poccminckon ®epepaunn ot 22 gekabpsa 2017 r. Ne 620 "O
COBEpLUEHCTBOBaHWNW rOCyAapCTBEHHOW CUCTEMbl 0BHapYy>XeHWs, NpeaynpexaeHns n IMKBnLaunm
NoCNeacTBUI KOMMbIOTEPHBIX aTak Ha MH(OPMaLIMOHHbLIE pecypcbl Poccunckon ®epepaunn

MPUKA3bIBAIO:

1. YTBepanTb npunaraemoin Mopagok nHhopmmnposaHuns ®Cb Poccmm 0 KOMAbIOTEPHBLIX aTakax 1
KOMMbIOTEPHbIX MHUMAEHTAX, pearnpoBaHnsa Ha HUX, MPUHATUSA Mep Mo IMKBUAALMIN NOCIeLACTBUN
KOMMbIOTEPHbIX aTakK, MPOBEAEHHbIX B OTHOLIEHNN 3HA4YMMbIX 06BEKTOB KPUTUHECKON NHGOPMALIMOHHON
NH(PaCTPYKTYpbl Poccmnckon ®deaepaumn U MHbIX MHOPMALNOHHBIX pecypcoB Poccuinckon ®epepauimu,
NprHagaexallmx opraHam 1 opraHn3auusaM, Ha KOTOopble BO3JI0XKeHbl 0693aHHOCTHW, NPeyCMOTPEHHbIE
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YyacTbto 4 cTaTbh 9 GenepanbHOro 3akoHa oT 26 ntona 2017 r. Ne 187-®3 "O 6e30MaCHOCTY KPUTUHECKON
NHOPMaLMOHHON NHDPACTPYKTYpbI Poccninckon degepaunn”.

2. Mpu3HaTb yTpaTuBLWMMK cuny npukasel Cb Poccuum:

oT 19 uioHa 2019 r. Ne 282 "06 yTBepxaeHumn MNopsaaka nHdopmupoaHna ®Cb Poccnm 0 KOMNbIOTEPHbIX
MHUMOEHTaX, pearnpoBaHus Ha HUX, MPUHATUSA Mep Mo IMKBUAALMW NOCNEeACTBUN KOMMbIOTEPHbIX aTak,
NPOBeAEHHbIX B OTHOLLEHNN 3HaYNMbIX 06 BEKTOB KPUTUYECKOW MHDOPMALMOHHON NHPPACTPYKTYPLI
Poccuiickon ®epepaummn' 1 ;

1 3apeructpmpoBaH MuHioctom Poccum 16 nions 2019 r., pernctpaumoHHsiin Ne 55284,

oT 7 miona 2022 r. Ne 348 "O BHeceHMUn n3meHeHun B Mopsgok nHgopmupoaHmsa ®Cb Poccum o
KOMMbIOTEPHBLIX UHLUMAEHTAX, pearnpoBaHns Ha HUX, MPUHATMA Mep Mo JIMKBUAALMUN NOCeACTBUN
KOMMbIOTEPHLIX aTak, MPOBELEHHbLIX B OTHOLLEHUN 3HAYUMbIX 06BEKTOB KPUTUHECKON NHGOPMALIMOHHON
NHPaCTPYKTYpbl Poccninckon ®epepaunn, yTeepxaeHHbii npmkasom OCb Poccum oT 19 nioHa 2019 r. Ne
282" 2.

2 3aperncTtpupoBaH MuHiocTom Poccnn 5 aBrycta 2022 r., peructpaumoHHbiin Ne 69513,

3. Hactosawwmm npukas Bctynaet B cuny ¢ 30 aHBapsa 2026 1.

OunpekTop A.BOPTHNKOB
YTBEepxaeH

npukasom ®CB Poccun

oT 25 nekabpsa 2025 r. Ne 547

Mopsapok

nHpopmmpoBaHus ®Ch Poccum 0 KOMMNbIOTEPHbLIX aTakax U KOMMbIOTEPHbIX MHUUAEHTaX, pearnpoBaHns Ha
HUX, MPUHATAA MeP MO JINKBUAALUN MOCNEACTBUA KOMMNbIOTEPHLIX aTak, NPoBeAeHHbIX B OTHOLLEHNM
3Ha4YMMbIX 06 BEKTOB KPUTUYECKOW MHDOPMALMOHHON MHPPACTPYKTYpbl Poccuinckon ®epepauiyv n UHbIX
NH(OPMaLIMOHHBIX pecypcoB Poccuinckon ®epepaumm, npuHagiexallimx opraHaMm 1 opraHnsaumnsaM, Ha
KOTOpPbIE BO3/I0XKEeHbl 0683aHHOCTM, NMPEeAYCMOTPEHHbIE YacTbio 4 cTaTbn 9 PefepasibHOro 3aKoHa OT 26
nonsa 2017 r. Ne 187-®3 "O 6e30naCcHOCTU KPUTUYECKON MH(OPMALIMOHHOW MHPACTPYKTYpbl Poccninckon
depepaymn”

1. CybbeKkTbl KpUTUYECKOW MHOPMALMOHHON MHPPACTPYKTYpbl Poccuinckon ®epepaunm 1 0653aHbl
nHpopmuposaTe PCB Poccum 060 BCex KOMMNbIOTEPHbLIX aTakax Y KOMMAbIOTEPHbLIX MHLUMAEHTAX,
pearnpoBaTb Ha HUX W NPUHMMATb Mepbl N0 NKBUAALUN NOCNeACTBUA KOMMbIOTEPHbLIX aTak, NMPoBeAeHHbIX
B OTHOLUEHUW 3HaYNMbIX 0O BEKTOB KPUTUYECKON MH(OPMALIMOHHON UHGPACTPYKTYpPbl, NPUHAANEXALLUNX UM
Ha npaBe CO6CTBEHHOCTM, apeHAbl NN NHOM 3aKOHHOM OCHOBaHWW.

1 Janee - KpuTMYHeCKas NHGOPMaLNOHHAA MHGPACTPYKTYypa.

PykoBogmTenn rocyfapCTBEHHbIX OPraHOB (3@ MCK/KYEHNEM OPraHOB BHELUHEN pa3Befkin Poccumnckom
defepaLnm, OpraHoB rocylapCTBEHHON OXpaHhbl, (heaepasbHOro opraHa obecrnevyeHns Mobuam3saLMoHHON
NoAroTOBKM OPraHoOB rocyaapCTBeHHOW BnacTu Poccminckon ®egepaumnm, penepanbHOro opraHa
NCNONHUTENLHOW BNACcTK, YNOJHOMOYEHHOr0 B 06nacTu obecneyeHmns 6e30mMacHOCTY KPUTUYECKON
MHOPMALMOHHON MHDPACTPYKTYpbl Poccninckon depepaunm), rocyaapCTBEHHbIX YHUTaPHbIX
npeanpuaTuii, rOCyaapCTBEHHbLIX YYPEXOEHUN, roCyAapCTBEHHbLIX (DOHO0B, rOCYAAPCTBEHHbIX KOpropauun
(KOMMNaHWIN), MHBIX POCCUNCKUX IOPUANYECKUX NINLL, KOTOPbIE, €C/IN MHOE He NPesyCMOTPEHO
MeXAyHapoAHbIM AOoroBopoM Poccuiickon ®enepaumm, HaxogAaTca Nog KOHTpoaeM Poccninckon
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depepaumnm, n (nnn) cybbekTa Poccuinckon depepaumnn, u (MmM) KOHTPOMPYEMbIX UMU COBMECTHO WK MO
OTHAENIbHOCTY UL, B YacTU MH(OPMaLMOHHLIX pecypcoB Poccuinckon ®egepauum, npuHagnexawmx Takum
OopraHaMm 1 1PUANYECKUM AnLaM Ha npaBe COBCTBEHHOCTU, apeHAbl NN UHOM 3aKOHHOM OCHOBaHUN 1,
06sa3aHbl nHGopMnposaTb PCE Poccnn 060 BCEX KOMMbIOTEPHBIX aTakax M KOMMbIOTEPHbIX NHLUMIOEHTAX,
CBAI3aHHbIX C (PYHKLMOHNPOBAHMEM MPUHAAIEXALLMX UM NHPOPMALIMOHHbIX pecypcoB Poccuinckom
depepaumn.

1 Nanee - opraHbl (opraHmnsaumn). YacTtb 4 ctatbn 9 PegepanbHOro 3akoHa ot 26 nonsg 2017 r. Ne 187-03
"0 6e30MacHOCTN KPUTUYECKOW MHDOPMALIMOHHON NHGPACTPYKTYpbl Poccuinckon ®epepaunn'.

2. NncpopmuposaHne ®Chb Poccum ocyLLecTBASeTCA NyTeM HanpaBaeHns MHopMaLMm B HaLMOHanbHbIN
KOOPAMHALMOHHBINA LIEHTP MO KOMMbIOTEPHBLIM MHUMAEHTAM 2 B COOTBETCTBMM C onpeaeneHHbiMn HKLKI
hopMaTamu NpeLcTaBAeHN NHHOOPMALIUN O KOMIMbIOTEPHbIX @aTakax U KOMMbIOTEPHbIX MHUUOEHTax B
roCylapCTBEHHYIO0 CMCTeMy ODHapyXXeHus, NpeaynpexaeHns n IMKBUAaLMmn nocnefCcTBUN KOMMbIOTEPHbIX
aTaK Ha MH(MOoPMaLMOHHbIE pecypchl Poccuinckon degepaumm 3 € UCNOJb30BaHNEM TEXHNYECKON
NHppacTpykTypbl HKLKW, npeaHa3HaYyeHHON A8 0TNPaBKK, NoayveHns, ob6paboTku n xpaHeHUs
yBeOMJIEHU 1 3aNpOCOB B paMKax MH(HOPMaLIMOHHOIO B3aMOLENCTBNA C CyObeKTaMu KpUTUYECKON
NH(OPMALMOHHON MHPACTPYKTYPLI, @ TaKXe C MHbIMU He ABASIOLWUMNCA CyObeKTaMn KpUTUYECKOM
NH(OPMaLMOHHON MHPACTPYKTYPbl OpraHaMm U opraHu3aumsaMm, B TOM YUCSIe MHOCTPaHHbIMU U
MeXAYHapo4HbIMU, B cnyyae oTCyTCTBUA NOAKIIIOYEHNSA K JAHHOW TEXHUYECKON NH(PaCTPYKType
nHpopmmposaHue ®Cb Poccun cybbeKTOM KpUTUYECKON NHPOPMALMOHHON UHGPACTPYKTYPhI, @ Takxe
PYKOBOAMTENEM OpraHa (opraHu3aumm) ocyLecTBASeTCs NoCpeacTBOM NOYTOBOWN CBA3M UM SNIEKTPOHHON
cBa3u no agpecam HKLKW, ykazaHHbIM Ha opuLmanbsHOM cCaTe B MH(POPMaLIMOHHO-
TeNeKOMMYHUKaLMOHHON ceTn "NHTepHeT" (www.cert.gov.ru).

2 fanee - HKUKW. MonoxeHne o HauMoHanbHOM KOOPAUHALMOHHOM LIEHTPE MO KOMMbTEPHbLIM
NHUMAEHTaM yTBepXXaeHo rnpukasom OCb Poccum oT 24 niona 2018 r. Ne 366 (3apeructpuposaH MUHIOCTOM
Poccum 6 ceHTsabps 2018 r., perncTpaunoHHbin Ne 52109), ¢ M3MeHeHMAMN, BHECEHHbIMY NMpuka3om OCh
Poccum o1 24 nekabpsa 2025 r. Ne 540 (3apeructpupoBaH MuHtioctom Poccum 25 nekabpsa 2025r.,
pernctpaumnoHHbin Ne 84777) (nanee - MNonoxeHne o HKLKW).

3 MoanyHKT 4.9 nyHkTa 4 MonoxeHna o HKLUKW.

3. IHdhopMauns 0 KOMNbIOTEPHOM MHLUMOEHTE B 3HAYMMOM 00 BbEKTE KPUTUYECKON NHEOPMALIMOHHOW
NH(PACTPYKTYpbl HanpaBnseTcs CybbekTaMu KpUTUYeCckorm MHMOPMaLMOHHON MHPPaCcTpyKTypbl B HKLKK
B CPOK He Mo3aHee 3 4YacoB C MOMeHTa 0BHapy)KeHNS KOMMbIOTEPHOr0 MHUMAEHTA, a B MHbIX 06beKTax
KPUTUYECKON NH(OPMALIMOHHON NH(PACTPYKTYPLI - B CPOK He Nno3gHee 24 4acoB C MOMEHTa ero
obHapyXeHus.

MHopmaLns 0 KOMMNbIOTEPHOM MHLUUAEHTE Ha MHGOPMaLMOHHOM pecypce Poccuinckon ®epepaumm opraHa
(opraHu3auun) HanpaBaAeTCs PyKOBOAUTENEM 3TOro opraHa (opraHusauun) 8 HKLKW B cpok He nosgHee
24 4acoB C MOMEHTa ero obHapyXeHus.

WHdopmMaLms 0 KOMNbIOTEPHOW aTake, NPOBEAEHHON B OTHOLIEHUN 06 beKTa KpUTUYECKON
NHMOPMaLIMOHHON NHDPACTPYKTYPbI UK MHPOPMaLMOHHOIO pecypca Poccuiickon ®degepaumm opraHa
(opraHun3auun), HanpaBaaeTCcs CybbEKTOM KPUTUYECKON NHGOPMALMOHHOM MHDPACTPYKTYPLI 1K
pykoBoaunTenem opraHa (opraHusaunu) B HKLKW B cpok He no3gHee 24 4acoB C MOMeHTa 0bHapyXeHus
KOMMbIOTEPHOWN aTakW.

4. B cnyyae ecniv KOMMbOTEPHAs aTaka U (Mn) KOMMbIOTEPHbIA MHUUAEHT CBA3aHbl C PYHKLVOHUPOBAHNEM
06BbeKTa KPUTMYECKON NHPOPMALIMOHHON NHGPACTPYKTYPbI, MPUHAANEXKALLLEr0 Ha NpaBe COBCTBEHHOCTH,
apeHabl UM MHOM 3aKOHHOM OCHOBAHUW CYOBEKTY KPUTUYECKOW MH(OPMALIMOHHON NHGPACTPYKTYPbI,
KOTOPGLIN OCYLLLeCTBASAET AeaTeNbHOCTb B 6aHKOBCKON chepe 1 B UHbIX chepax MHAHCOBOrO PbiHKA,
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MH(OPMaLIMS O KOMMNbIOTEPHOW aTake 1 (M1M) KOMNbIOTEPHOM MHLMAEHTE TakXe HanpasnseTcs B baHk
Poccum ¢ ncnosib3oBaHMeEM TeXHUYECKON MHPPACTPYKTYpPbl (ABTOMATU3NPOBAHHON cnucTeMsl) baHka Poccun
nnn pesepBHOro cnocoba B3ammMoaencTBma (MpM TEXHNYECKON HEBO3MOXXHOCTU UCMOJIb30BaHMA
TeXHNYeCKON NH(PACTPYKTYpPbl (aBTOMaTU3MPOBAHHOW CUCTeMbI) baHka POCCuMM B CPOKW, YCTAHOB/IEHHbIE
NyHKTOM 3 HacToALLero MNopsaaka. UHpopmaumsa o TeXHUYECKON HPaCTPYKTYpe (aBTOMaTU3MPOBAHHON
cucteme) baHka Poccum nnm pesepeHoro cnocoba B3anMofencTBus pasMeLlaeTcs Ha ouLmManbHOM canTe
baHka Poccun B MHPOPMaLMOHHO-TENEKOMMYHUKALMOHHON ceTun "UHTepHeT".

5. Ina NOAroTOBKM K pearMpoBaHUi0 Ha KOMMbIOTEPHbIE UHUUAEHTbI U NPUHATUIO Mep MO JIMKBUAALNM
NoCNeacTBMIN KOMMbIOTEPHBIX aTak CYyOBbEKTOM KPUTUYECKON MHDOPMALMOHHON NHPPACTPYKTYPHI,
KOTOPOMY Ha npaBe COBCTBEHHOCTM, apeHbl NI UHOM 3aKOHHOM OCHOBAHWUW NPUHAANEXUT 3HAYUMbIA
00BEKT KPUTUYECKON MHDOPMALMOHHO MHPPACTPYKTYPbI, B CPOK, HE NpeBbliatowmii 90 KaneHaapHbIX
LHeW CO OHS BKJIOYEHUS aHHOr0 06bekTa B peecTp 3Ha4MMbIX 06bEKTOB KPUTUYECKON MHGOPMALMOHHOM
NMHPACTPYKTYpPbl Poccuiickon ®depepaunn 1 paspabaTbiBaeTCs NaH pearnpoBaHns Ha KOMMbOTEPHbIE
WHUWAEHTBI U MPUHATUSA Mep Mo IMKBUAALMM NOCNeACTBMIA KOMMbIOTEPHbIX aTak (fasiee - nnaH
pearnpoBaHmns), KOTOPbIN LO/DKEH CoAep)KaTb:

TeXHNYECKMNE XapPaKTEPUCTUKN N COCTAB 3HAYUMbIX 0OBEKTOB KPUTNYECKON NHGPOPMALIMOHHON
NH(PaCTPYKTYpSI;

cobbITnA (YCnoBms), MpyY HAaCTYMJIEHUU KOTOPbIX HAYNHAETCS peann3aumns npeaycMoTPEHHbIX M1aHOM
pearvpoBaHns MeponpuaTuii;

MeponpusaTKS, NPOBOAMMbIE B XO4e pearnpoBaHnsa Ha KOMMbIOTEPHbIE MHUUAEHTbI Y MPUHATUSA Mep no
JINKBMLALMM NOCNEACTBUMA KOMIMbIOTEPHBIX aTak, @ TakXxXe BpeMs, 0TBOAMMOE Ha UX peasnn3aLlnio;
onucaHue cocTasa NoApa3feneHnin n LOMKHOCTHBIX Nl CybbekTa KpUTUYECKON NHOPMALIMOHHON
NH(PaCTPYKTYpPbl, OTBETCTBEHHLIX 3@ MNPOBELAEHNE MEPONPUATUIA N0 PearnpoBaHmMio Ha KOMMbIOTEPHbIE
WHUWOEHTbI U NPUHATUIO Mep Mo JIMKBUAALMN NOCAEACTBMA KOMMbIOTEPHbIX aTak.

1 MNopsAnok BefeHUs peecTpa 3HaYNMbIX 06 bEKTOB KPUTNYECKOWN MH(OPMALIMOHHON NHGPACTPYKTYpPbI
Poccuinckon ®epepaumm yreepxaeH npukasom ®CTIK Poccum oT 6 gekabpsa 2017 r. Ne 227
(3apeructpuposaH MuHioctoM Poccum 8 chepans 2018 r., peructpaumoHHsiin Ne 49966), C nsMeHeHnaMuM,
BHeCeHHbIMY npukaszamu OCTIK Poccum o1 10 deBpansa 2022 r. Ne 26 (3apeructpuposaH MUHIOCTOM
Poccum 1 anpens 2022 r., pernctpaunoHHbin Ne 68031), oT 1 ceHT6psi 2023 1. Ne 177 (3aperncTpupoBaH
MwuHiocToM Poccun 3 okTabps 2023 r., pernctpaunoHHblin Ne 75437) n oT 17 niona 2025 r. Ne 254
(3apeructpmpoBaH MunHioctom Poccum 20 aBrycta 2025 r., peructpaumoHHbin Ne 83245).

6. MnaH pearvpoBaHnsa yTBEPXXAAETCA PyKoBOAMTENEM CybbekTa KpUTUYeckon MHHOPMaLMOHHON
NH(PaCTPYKTYpPbl, KOTOPOMY Ha rnpaBe COBCTBEHHOCTW, apeHAbl WX MHOM 3aKOHHOM OCHOBaHUN
NPUHaANeXaT 3HauyuMble 06BEKTbI KPUTUYECKOW MH(OPMALMOHHON NHPPACTPYKTYPSI.

Konusi yTBepXXAEeHHOro nJjaHa pearnpoBaHns B CPOK, HE NPeBbILLAOLWNIA 7 KaneHAapHbIX LHEN CO OHS ero
yTBepXxLeHus, HanpassseTca B HKLUKN.

7. B nnaH pearnpoBaHnsa MOryT BKJIOYaTbCS:

yC/I0BUS NpuBAeYeHUs noapasgenieHnin n 4oKHOCTHbIX auy, ®Ch Poccum K npoBefeHnio MeponpuaTuii no
pearvpoBaHUIO Ha KOMMbIOTEPHbIE NHUUAEHTbI U NPUHATUIO Mep NO JIMKBUAALMMN NOCNeACTBURA
KOMMbIOTEPHbIX aTak;

nopsfaoK nNpoBefieHns CydbeKToOM KPUTUYECKON MHOPMALMOHHON MHPACTPYKTYpPbl, KOTOPOMY Ha rnpase
COBCTBEHHOCTW, apeHAbl UM MHOM 3aKOHHOM OCHOBAHWUW NMPUHAANEXAT 3Ha4YNMble 06BEKTLI KPUTUYECKON
NH(OPMALMOHHON MHPACTPYKTYPLI, MEPONPUATUI MO PpearnpoBaHUI0 Ha KOMMbIOTEPHbIE UHLUUAEHTLI U
MPUHATUIO Mep MO JIMKBMAALMMN NOCAEACTBUIA KOMMbIOTEPHbIX aTak B OTHOLUEHUN 3Ha4YMMbIX 06bEKTOB
KPUTUYECKOW MHDOPMALMOHHON NHPPACTPYKTYPbl COBMECTHO C MPUBAEKAEMBIMU MOAPA3AETEHUAMU Y
JOJKHOCTHbIMK nnuamn OCh Poccun.

8. MpoeKT nnaHa pearnpoBaHus, COAEPXKALLMI NOJIOXKEHUSA, MPefyCMOTPEHHbIE MYHKTOM 7 HacTosLWero
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Mopsagaka, n MPOEKT 0 BHECEHWNW U3MEHEHWI B Hero pa3pabaTbiBaloTCca CyOBEKTOM KPpUTUYHECKOWA
MH(OPMALMOHHON MHGPACTPYKTYPLI Npn MeToamyeckom obecnedenmn HKUKWN 1 n fo nx yTeepxaeHus
HanpaB/ATCA Ha corsiacoBaHne B LLeHTp 3awwmThl MHDopMauumn 1 cneunansHon ceasm ®Cb Poccun.
LeHTpoM 3awmTbl MHGOpMauun 1 cneunansHon ceasm OCb Poccum NpoekT nnaHa pearmposaHna um
NPOEKT O BHECEHWMW U3MEHEHMWI B HEr0 paccMaTpuUBaeTCs B CPoK A0 30 KaneHAapHbIX AHEN CO AHA
NOCTYMNJIEHNS 1 N0 pe3ynbTaTaM PacCMOTPEHUSA NMPU OTCYTCTBMM 3aMeYaHNin COraacoBbIBAETCA UK
BO3BpallaeTcs, 6e3 cornacoBaHus Ana nopaboTku.

1 MoanyHKT 4.3 nyHKTa 4 MonoxeHns o HKUKN.

9. B nnaH pearuposaHus, pa3pabaTbiBaeMbiii Cy6beKTaMn KPUTUHECKON MHOPMALMOHHOW
NHPACTPYKTYPbI, OCYLLECTBASOLWUMN AeSTEbHOCTL B 6aHKOBCKON chepe 1 B MHbIX cdhepax PUHAHCOBOro
PblHK@, KOTOPbLIM Ha NpaBe COBCTBEHHOCTW, apeHObl AN MHOM 3aKOHHOM OCHOBaHWUW MpUHagnexaTt
3Ha4YUMble 06BEKTbI KPUTUYECKON MHDOPMALMOHHON MHPPACTPYKTYPbl, MOMUMO MOSOXKEHWI, YKa3aHHbIX B
NyHKTax 5 n 7 HacToswero MNMopsaka, MOryT BKIKOYaTbCA YCI0BUSA NPUBSIEYEHNS NOAPa3aeNeHnii
LOMKHOCTHbIX 1L, baHka Poccum K npoBeeHnio MeponpraTin No pearnpoBaHMI0 Ha KOMMbIOTEPHbIE
WHUWAEHTBI Y MPUHATUIO Mep Mo IMKBMAALMUM NOCNeACTBNA KOMMNbIOTEPHbIX aTak.

MpoeKT nnaHa pearnpoBaHnsa 1 NPOEKTLI 0 BHECEHUUN N3MEHEHUI B HEro pa3pabaThiBaloTca CybbekToM
KPUTUYECKON NH(OPMaLMOHHON NMHPACTPYKTYpPbI, KOTOPLIN OCYLLECTBASET AeATEbHOCTb B BaHKOBCKOM
chepe 1 B NHbIX Chepax PMHAHCOBOrO PbiHKA, U 80 UX YTBEPXAEHUA HanpaenaoTca B baHk Poccum Ha
coryiacoBaHwue. MNocne cornacoBaHns baHkoM Poccum v yTBepXXAeHUS MPOeKTa niaaHa pearnposaHnsa niu
NPOEeKTa 0 BHECEHUW N3MEHEHWI B HEFO PyKOBOAUTENEM CyObeKTa KpUTUYECKON NHGPOPMALIMOHHON
NHPACTPYKTYPbI NAaH pearnpoBaHNs NN NPOEKT O BHECEHWUMN U3MEHEHUI B Hero HanpasnseTca B HKLUKK
B COOTBETCTBUMN C MYHKTOM 6 HacTosLero Nopsgka.

B cniyyae BKJIIOYEHWS B NMPOEKT MJiaHa pearnpoBaHns Wan B NPOEKThI O BHECEHUW U3MEHEHWI B HErO
MOJIOXKEHUI, MPefyCMOTPEHHbIX MYHKTOM 7 HacTosAwero MNopsaaka, MPoeKT njaHa pearmpoBaHns U NPOeKThl
0 BHECEHWM N3MEHEHWI B HEMO [0 UX YTBEPXAEHMNS HAaNPaBasaoTCAa B baHK POCCUMM NCKNIOYNTENBHO Noce
BbIMO/HEHNS AENCTBUIA, NPefyCMOTPEHHbIX MYHKTOM 8 HacToswero MNMopsaaka.

baHkoM Poccum paccMaTpuBaeTCa NPOEKT MJlaHa pearnpoBaHUS UK NPOEKT O BHECEHWNMN U3MEHEHMNIA B HEMO
B CPOK 10 30 KaneHAapHbIX AHER CO AHSA NOCTYMAEHUS U N0 pe3ysibTaTaM pacCMOTPEHNS MPU OTCYTCTBUN
3aMeYaHunin CornacoBbIBAaeTCA UK Bo3BpaLlaeTcs 6e3 cornacoBaHma ans aopaboTku.

10. CybbekT KpUTMYECKOM MHPOPMALIMOHHOW MHPACTPYKTYpPbl, KOTOPOMY Ha npaBe COBCTBEHHOCTH,
apeHAbl UM NHOM 3aKOHHOM OCHOBaHMM NPUHAAAEXaT 3Ha4yMMble 06 bEKTbI KPUTMYECKON
NH(OPMALIMOHHOM MHGPACTPYKTYPLI, HE peXe 04HOro pasa B rof 0653aH opraHnW30BLIBaTb M MPOBOAUTL
TPEHNPOBKK No 0TpaboTKe MeponpuATUIA NaHa pearnpoBaHns. O6bem 1 cogepXxaHne TPEHNPOBKU
onpenensaTca CybbekToM KpUTUYECKON NHPOPMALIMOHHON NHGPACTPYKTYPbl NCX0AA N3 MEPONPUATUN,
copepXKallnxcs B rnjaHe pearnpoBaHus.

OpraHnsaumsa n NpoBefeHne TPEHNPOBOK BO31aralnTCa Ha NOApa3AeNeHns 1 LOHKHOCTHbIX auny, cybbekTa
KPUTUYECKON NHPOPMaLMOHHON MHPACTPYKTYpPbl, OTBETCTBEHHbLIX 3a NPOBEAEHMNE MEPOMNPUATURA NO
pearnpoBaHMIO Ha KOMMbIOTEPHbIE MHLMAEHTbLI U NMPUHATUIO Mep MO ANKBUAALUN NOCIeACTBUN
KOMIMbIOTEPHbIX aTak.

Mo pesynbTaTam TPEHMPOBOK B MJiaH pearnpoBaHns BHOCATCA U3MEHEHUS B CJly4ae BbISIBAEHNS
HeOOoCTaTKOB, NPeAyCMOTPEHHbIX MIAaHOM pearvpoBaHNsA MepPOnpUATUN.

11. CybbekToM KpUTUYECKON MHDOPMALIMOHHON NMHADPACTPYKTYpPbl, KOTOPOMY Ha NpaBe COBCTBEHHOCTH,
apeHAbl N NHOM 3aKOHHOM OCHOBaHMM NPUHAAAEXaT 3Ha4yMMble 06 bEKTbI KPUTNYECKON
NHMOPMALNMOHHON NHDPACTPYKTYPbl, B XO4e pearupoBaHns Ha KOMMbIOTEPHbIE NHUNAEHTbI U NMPUHATUS
Mep Mo NKBMUAALMW NOCNEeACTBUA KOMMbIOTEPHbLIX aTak OCYLLECTBAAIOTCA:

aHasIM3 KOMMbIOTEPHbIX NHLUNAEHTOB (BKOYas onpeaeneHne o4epefHOCTY pearmpoBaHns Ha HIX),
YyCTaHOBJIEHME UX CBSA3M C KOMMbIOTEPHLIMW aTakaMu;
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npoBefeHne MeponpuATUA B COOTBETCTBUM C MJIAHOM pearvpoBaHns;

onpefeneHne B COOTBETCTBUM C NJAHOM pearmpoBaHns HE06X0AMMOCTM NPUBSIEYEHNS K pearnpoBaHuMio Ha
KOMMbIOTEPHbIE NHLUUAEHTbI M MPUHATUIO MEP MO JIMKBMAALMM NOCAEACTBUA KOMMbIOTEPHbIX aTak
nogpasaeneHnin n 4oHKHoCTHbIX g, ®Cb Poccunn n baHka Poccuw.

12. B uenax npuHATAS Mep Mo ANKBUAALUN NOCIeACTBUN KOMMNbIOTEPHbIX aTak CyObeKTOM KPUTUYECKON
NH(OPMALIMOHHOM MHGPACTPYKTYPLI, KOTOPOMY Ha NpaBe COBCTBEHHOCTU, apeHabl NN NHOM 3aKOHHOM
OCHOBaHWMW NMpUHagnexaTt 3HauYnMble 06bEKTblI KpUTUYECKON NHHOPMALIMOHHON NHPACTPYKTYPSI,
onpenensoTcs:

COCTaB NOAPa3AENEHNIN N AOJHKHOCTHBIX JIUL, OTBETCTBEHHbIX 3@ NPOBEAEHNE MEPONPUATUIA NO
pearnpoBaHMIO Ha KOMMbIOTEPHbIE MHLMAEHThLI U NPUHATUIO Mep MO ANKBUAALUN NOCAeACTBUN
KOMIMbIOTEPHbLIX aTak, Y UX 3afla4u B paMKax NpuHUMaeMbIx Mep;

nepeyeHb CPeacTB, HEOOXOAMMbIX AN MPUHATUSA Mep MO JIMKBMAALMM NOCAeACTBUAA KOMMbIOTEPHbIX aTak;
04epenHOCTb 3HAaYMMbIX 0O BEKTOB KPUTUYECKON NH(OPMALIMOHHON MHGPACTPYKTYPbI (MX CTPYKTYPHbIX
3/1EMEHTOB), B OTHOLLEHUN KOTOPLIX By AyT NPMHMMATLCS Mepbl N0 MKBUAALMN NOCNEACTBIIA
KOMIMbIOTEPHbIX aTak;

nepeyvyeHb Mep No BOCCTAHOBJIEHUIO (hYHKLIMOHMPOBAHWNS 3HAYMMOro 06 beKTa KPUTUYECKOW
NHOPMaLMOHHON NHPACTPYKTYPSI.

13. B xoe nMKBMAaLMmM NOCaeCTBUA KOMMbIOTEPHbIX aTak CYyObEKTOM KPUTUYECKOW MHPOPMALIMOHHOW
NHPACTPYKTYPbl, KOTOPOMY Ha MpaBe COBCTBEHHOCTW, apeHAbl AN NMHOM 3aKOHHOM OCHOBaHWW
npuvHagnexaT 3Ha4yMMble 06 BEKTbI KPUTUYECKON MHPOPMALMOHHON MHPPACTPYKTYpPbl, MPUHUMAKOTCSA MepbI
Mo BOCCTAHOBJIEHUNIO (DYHKLIMOHMPOBAHNS N NpPoBepKe paboTocnocobHOCTM 3HaYMMOro obbekTa
KPMTNYECKON NHOPMALIMOHHON NHGPACTPYKTYPSI.

14. CybbekT KpUTMYECKOM MHPOPMALIMOHHOW MHAPACTPYKTYPbl, KOTOPOMY Ha npaBe COBCTBEHHOCTH,
apeHAbl NI NHOM 3aKOHHOM OCHOBaHMM NPUHAANAEXaT 3Ha4yMMble 06 bEKTbI KPUTNYECKON
MHMOPMaLIMOHHON MHADPACTPYKTYpbI, 0653aH nHopmmnpoBaTb HKLUKW B cpok He no3aHee 48 4yacoB nocse
3aBepLIeHNs MEPONPUATIUIA MO pearnpoBaHmMi0 Ha KOMMNbIOTEPHbLIE UHLUOEHTbI U NMPUHATUIO MEP NO
JINKBMAALMM NOCAEACTBUIA KOMMbIOTEPHbLIX aTak 0 pe3yJibTaTax TakKux MeponpuaTuii B COOTBETCTBUM C
NYHKTOM 2 HacToswero Mopagka.

CybbeKTbl KpUTUYECKON MHGOPMALIMOHHON NHGPACTPYKTYPbI, KOTOPLIM Ha NpaBe COBCTBEHHOCTW, apeHabl
WA MHOM 3aKOHHOM OCHOBAHWM NPUHAANEXAT 3HaYNMble 0OBEKTLI KPUTUYECKON UH(OPMALMOHHOW
NHPACTPYKTYPbI, OCYLLECTBAAOLMNE AEATENbHOCTb B HaHKOBCKOMN cdhepe 1 B MHbIX chepax PUHAHCOBOro
pbiHKa, Hapsaay ¢ HKUKW, obs3aHbl MHGOPMMPOBaTh O pe3ysibTaTax MeEpPONpPUATUA N0 PearmpoBaHUio Ha
KOMMbIOTEPHbIE MHLUUAEHTbI U MPUHATUIO MEp MO JIMKBUAALMM NOCAEACTBUN KOMMbIOTEPHBIX aTak baHkK
Poccum B Cpok He no3gHee 48 4acoB Moc/e 3aBEPLIEHNS TaKUX MEPONPUATUIA B COOTBETCTBUN C MyHKTOM 4
HacToswero lMopaaka.

15. OpraHamu (opraHusaumsaMn) B Xoae pearvpoBaHns Ha KOMMbIOTEPHbIE NHLUAEHTbI U MPUHATUS Mep Mo
JINKBMAALMM NOCAEACTBUA KOMMbIOTEPHbIX aTak, CBA3aHHbIX C (PYHKLNOHUPOBAHMEM MNPUHAAIEXALLNX UM
NHOPMaLIMOHHbLIX pecypcoB Poccuinckon ®epepaumm, oCyLWeCcTBASIOTCSA aHaIn3 KOMMbIOTEPHbIX
NHUMAEHTOB (BK/OYas onpeaeneHne o4epeHoCTY pearnpoBaHns Ha HX), yCTaHOBJIEHNE UX CBA3M C
KOMMbIOTEPHBIMUN aTakaMi, @ TakXXe OLeHUBAETCS HEOOX0ANMMOCTb NPUBAEYEHNS K PearnpoBaHuUio Ha
KOMMbIOTEPHbIE NHLUUAEHTbI M MPUHATUIO MEP MO JIMKBMAALMM NOCAeACTBUA KOMMbIOTEPHbIX aTak
nogpasaeneHunin n 0oJHXKHOCTHbIX Jiny, ®CB Poccun.

VHbopmaLnio 0 pesysbTaTax pearnpoBaHns Ha KOMMNbOTEPHbIE MHUMAEHTbI Y NPUHATUA Mep No
JINKBMAALMM NOCAEACTBMIA KOMMbIOTEPHbIX aTak, CBA3aHHbIX C (PYHKLMOHNPOBAHMEM NPUHAAIEXALLNX
opraHaM (opraHm3aumsaM) MHPOPMaLMOHHBLIX pecypcoB Poccuinckon degepaumm, opraHbl (opraHmsaunn) B
TeyeHne 24 4acoB C MOMEHTa OKOHYaHMA MepPONPUATUIA MO PearnpoBaHMI0 Ha KOMMbIOTEPHbIE MHUMAEHTI
N MPUHATUIO Mep MO NIMKBUAALNM KOMIMbIOTEPHbIX aTak HanpasssaoT B HKLLKW B cooTBeTCTBUM C MYHKTOM 2
HacTosLLero lNopaaka.
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16. OpraHbl (opraHmsauun) B Lenax NpMHATUSA Mep No JMKBUAALMM NOCAeACTBUIA KOMMbIOTEPHbIX aTak,
CBSA3@HHbIX C PYHKLMOHMPOBAHMEM MPUHALNEXALWMUX UM MHPOPMALMOHHBLIX PecypcoB POCCUNCKON
depnepaumm, 0ba3aHbl onpeaennTb COCTaB NOAPa3AEEHUN N OOHKHOCTHbIX JINL, OTBETCTBEHHbIX 33
npoBefeHNe MEPONPUATUIA MO pearnpoBaHNO Ha KOMMbIOTEPHbLIE NUHLUMOEHTbI Y NMPUHATUIO Mep Mo
JINKBMAALMM NOCAEACTBUIA KOMMbIOTEPHbLIX aTak, UX 3a4a4M B paMKax MPUHUMAEMbIX Mep, 04epefHOCTb
NHOPMaLMOHHbLIX pecypcoB Poccuiickon ®egepaumm (MX CTPYKTYPHBIX 3/1IEMEHTOB), B OTHOLUEHUN KOTOPbIX
OyLyT NPUHUMATBLCA Mepbl MO ANKBUAALUN NOCNEeACTBUN KOMMbIOTEPHLIX aTak, NepeyeHb Mep Mo
BOCCTaHOBEHUNIO DYHKLIMOHNPOBaHNS MHGOPMaLIMOHHOI0 pecypca Poccunckon denepaunm n HanpasuTb
yKa3zaHHyto nHhopmaunio 8 HKLUKW B COOTBETCTBMM C MYHKTOM 2 HacToswero Mopsagka.

17. OpraHbl (opraHm3auun) nocne JMKBMAALMM NOCAEACTBUA KOMMbIOTEPHbIX aTak U NPUHATAS Mep Mo
BOCCTAHOBJ/IEHMIO PYHKLMOHMPOBAHNS U NpoBepKe paboTocnocobHOCTM NHGOPMALIMOHHbLIX PeCYpCoB
Poccuinckon ®egepaumm obs3aHbl nHGopmuposaTs 06 3ToM HKLIKW B TedeHne 24 4acoB C MOMEHTa
3aBepLIeHNs TakKMX Mep B COOTBETCTBUM C MYHKTOM 2 HacTosLlero lNopsaaka.
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