06 yTBep>xpeHuu Mopapgka n TeXHUYECKUX YCIOBUUA YCTAHOBKU U
3KCNJlyaTauum cpeacTs, npeaHasHa4YeHHbIX AJIS NOMCKa
NPU3HAKOB KOMMbLIOTEPHbLIX aTaK B CETAX 3JIEKTPOCBA3M,
MCNOJNb3yeMbIX AJI1 OpraHu3auum B3auMooencTBua oo0bLekToB
KpUTUYecKon UHPOPMaLUOHHON MHPPACTPYKTYpPbl POCCUMUCKOMU
depepauum

Mpukas * Ne 114 - 01 17.03.2020 - MHMCTEPCTBO LNGPOBOro pa3BnTus, CBA3M U MacCOBbIX KOMMYHUKaLWA - lencTeyeT
6e3 n3meHeHuN

MWHWUCTEPCTBO LM®POBOIO PA3BUTIAS, CBA3M 1 MACCOBbIX KOMMYHUKALIMIA POCCUNCKOWN ®EQEPALI
MPNKA3
MOCKBA

17 mapta 2020 r. Ne 114

06 yTBepxaeHum MNopsfka n TeXHNYEeCKMX YCI0BMIN YCTAaHOBKU 1 3KCMlyaTauum CpeacTs,
npefHa3Ha4YeHHbIX 415 MOMCKa NPWU3HAKOB KOMMbIOTEPHbIX aTakK B CETSAX 3/1eKTPOCBA3N, UCMOJIb3YEeMbIX ANS
opraHv3auny B3anMoaencTBus 06bEKTOB KPUTUHECKON NHGOPMALIMOHHON MHGPACTPYKTYpbl PoCCMncKon
depepayunmn

3aperncTpmpoBaH MuHiocTom Poccum 25 nioHa 2020 r.
PernctpaunoHHbIn Ne 58753

B cooTBeTCTBMM C HacTbio 5 cTaTbn 6 PefepansHOro 3akoHa o1 26 uond 2017 r. Ne 187-03 "0
6e30nNacHOCTN KPUTNYECKON MHOPMALMOHHOW MHGPaCcTPYKTYpPbl Poccuinckon ®epepaumnmn' (CobpaHue
3aKoHogaTenbcTBa Poccuinckon ®egepaumm, 31.07.2017, Ne 31, cT. 4736), MonoxxeHnem o MmHmucTepcTee
LMPOBOro pa3BuUTUS, CBA3N N MaCCOBbIX KOMMYHUMKaLWA Poccuinckon ®enepaum, yTBep)X 4eHHbIM
nocTaHoBneHueM MpasuTtenbcTBa Poccunckon depepauum ot 2 noHa 2008 r. Ne 418 (CobpaHue
3aKoHoJaTenbCTBa Poccuinckon Peapepaunn, 2008, Ne 23, cT. 2708; 2019, Ne 36, cT. 5046)

MPNKA3bIBAIO:

1. YTBepanTb MOPSAOK YCTAaHOBKM U 3KCMlyaTaLl MM CPeACTB, NpefHa3HaYeHHbIX 411 MOUCKa MPU3HakoB
KOMMbIOTEPHbIX aTakK B CETAX JIEKTPOCBA3N, NCMOMb3YEMbIX AN OPraHM3auumn B3anmMoLencTeuns obbekTos
KPUTUYECKON NH(OPMaLIMOHHON NH(PACTPYKTYpbl Poccuinckon ®epepaLim, COrnacHo npuaoXxeHuo 1 K
HacTofLLEeMY MpUKasy.

2. YTBepauTb TexHn4yeckune ycaoBus YCTaHOBKM U 3KClyaTaunm CpeacTB, NpefHa3HavYeHHbIX A5 noucka
MPW3HAKOB KOMMbIOTEPHbIX aTakK B CETAX 3IEKTPOCBA3M, NCMOb3YyEMbIX A5 OpraHM3aLnm B3auMoAenCTBUS
00BEKTOB KPUTUYECKON MHDOPMALIMOHHON MHPACTPYKTYpbl Poccuiickon denepaLunn, cornacHo
NPUIOXKEHWNIO 2 K HACTOALWEMY MpMKa3y.

3. HanpaBuTb HaCTOALLMI NPUKa3 Ha roCyAapCTBEHHYIO perncTpaumnio B MUHUCTEPCTBO OCTULUN
Poccuinckon degepaunn.

4. KOHTpOb 32 UCMONHEHMEM HACTOALLEro NprKasa BO3/10XKMTb Ha 3aMmecTuTens MuHucTpa uugposoro
pa3BUTKS, CBA3N N MaCCOBbIX KOMMYHMKauuin Poccunckon ®epepaunn A.B.CokonoBsa.

MuHucTp M.U.Wapaes

MPUNTOXEHWE 1

K NpuKa3y MMHUCTEPCTBa LMMPOBOro pa3BMTUS, CBA3M U MACCOBbIX
KOMMYHUKaLmn Poccuinckon ®epepaumm ot 17 mapta 2020 r. Ne 114

CkavaHo Ha canTe «3akoHbl PO» — https://actrf.ru Ctp.1m35



MOPAOOK

YCTaHOBKMW M 3KCrlyaTauum cpefcTs, NpegHasHa4YeHHbIX 418 NOMCKa NPU3HAKOB KOMMbIOTEPHbIX aTak B
CeTHAX 3/IeKTPOCBA3U, NCMOSIb3yeMbIX A9 OpraHM3aLmm B3aMMoLenCTBNSA 0ObEeKTOB KPUTUYECKON
NH(OPMaLNOHHON MHPACTPYKTYpbl Poccuinckon deaepaumm

1. MNMopsAfoK yCTaHOBKY M 3KCMAyaTalnn CPeCcTB, NpefHa3HavYeHHbIX 415 NOMCKa NPU3HAKoB
KOMMbIOTEPHBIX aTaK B CETAX INEKTPOCBA3N, UCMOb3yEeMbIX 15 OpraHM3aLmnmn B3anMoLencTauns o6beKkToB
KPUTUYECKON NH(OPMALIMOHHON NHGPaCcTPYKTYpbl Poccuinckon ®epepaumm (ganee - Nopagok),
onpegenset TpeboBaHWA K YCTaHOBKe W 3KCMyaTauum CpeacTs, NpefHa3HavYeHHbIX A5 Noucka
NPW3HAKOB KOMMbIOTEPHbIX aTak B CETAX 3/IEKTPOCBA3M, UCMOb3yeMbIX A5 OpraHn3aLumm B3anMoaenCTBus
06BEKTOB KPUTUYECKON UH(OPMALMOHHOM MHPACTPYKTYphl Poccuinckon ®epepaumm (Lanee - cpeacTBa
noucka atak, KW cooTBETCTBEHHO).

2. Mopapok perynupyeT npouenypy B3aMMoLencTemsa hefepasbHOro opraHa UCNOAHUTENIbHON BNacTwy,
YMNOJIHOMOYEHHOr0 B 06nacTu obecneyveHns OyHKLNOHNPOBAHUSA FrOCyAapCTBEHHON cucTeMbl 0bHapyXeHus,
NpeaynpeXxaeHnsa 1 MMKBUAALMN NOCNEACTBUIA KOMMbIOTEPHBIX aTak Ha MH(POPMaLIMOHHbLIE pecypChbl
Poccuinckon ®epepaumm 1 (oanee - YnonHoMo4eHHbIn opraH MocCOMKA), henepanbHOro opraHa
NCMOJIHUTENBHON BAACTU, OCYLLECTBAALWEro (hyHKLMM No BbipaboTKe 1 peannsauny rocyLapCTBEHHO
NOAUTUKM N HOPMATMBHOMY MPaBOBOMY PEryanpoBaHuio B 061acTv cea3u (ganee - YNOAHOMOYEHHbIN OpraH
B 0611aCcTK CBSA3M) 1 ONEPaTOPOB CBA3M.

1 Yka3om lMpe3ngeHTa Poccuinckon ®epepauum ot 22 gekabps 2017 r. Ne 620 "O coBepLUeHCTBOBaHNN
roCyapCTBEHHON CUCTEMbI OBHAPY)XEHUS, NPefyNPEeXAEeHNA N IMKBUAALMN NOCNEACTBMNIA KOMMbIOTEPHbIX
aTak Ha MHGOoPMaLMOHHbIe pecypcbl Poccuinckon ®epepaunn” (CobpaHne 3akoHogaTeNbCTBa Poccuinckon
®epepaumnm, 2017, Ne 52, cT. 8112) dyHKUMM hefepasibHOrO OpraHa NCNOSHUTENLHOW BNacTX,
YNOJIHOMOYEHHOr0 B 06nacTu obecneyeHns QyHKLNOHUPOBAHUS rOCY1apCTBEHHON CMCTEMbI 0BHapyKeHus,
npenynpeXxaeHns n AMKBUAaLMM NoceaCcTBMIN KOMMbIOTEPHbIX aTakK Ha MHPOPMaLMOHHbIE pecypchl
Poccuiickon ®epepaLmm Bo30XKeHbl Ha PefepanbHyto cyxby 6eszonacHocTy Poccuinckon depepauun.

3. YcTaHoBKa 1 3KCNayaTaLmsa CPeAcTB MOUCKa aTak BKAKYaeT B cebs:

onpeneneHne HeobxoaMMOCTI 1 MeCT YCTaHOBKM CPeacTB NOMCKa aTak;

YCTaHOBKY CPeLCTB MNOUCKa aTak, UX NOAKJ0YEHNE K CETAM 3/IeKTPOCBA3N U K KaHaslaM CBA3N,
Heobxo4MMbIM A5 yripaBieHUs cpefcTBaMm NoMcKa aTak;

HaCTPOWKY 1 NpoBepKy paboTocnocobHOCTN YCTAHOBAEHHbIX CPEACTB MONCKa aTak;

npvem B 3KCNayaTaumnio yCTaHOBJIEHHbIX CPeACTB NOUCKa aTak;

obecneyeHne HenpepbIBHOW paboThl CpeacTB NOUCKa aTak;

npoBeAeHNe TEXHNYECKOro 06CNy)KMBaHUS, 3aMeHy 1 IEMOHTaX YCTaHOB/IEHHbLIX CPeACTB NOMCKa aTak;
obecneyeHne COXPaHHOCTUN yCTaHOBJIEHHbLIX CPEACTB NOWNCKa aTak;

OCyLLeCTBJIeHNEe MOHUTOPUHIa 3a PYHKLMOHMPOBAHNEM CPEACTB MOMCKa aTak.

4. Heobx04MMOCTb 1 MeCcTa YCTaHOBKMW CPeLCTB MOMCKa aTak Ha CeTuW 371eKTpocBasu, obecneymBatoLen
B3aumomencTeme obbekToB KWW, onpenenstoTcs YNonHoMmodYeHHbIM opraHom MocCOMKA Ha oCHOBaHMK
oLleHKM 6e30MacHOCTY KPUTUYECKON NHGPOPMALMOHHON MHGPACTPYKTYPLI, MPOBOANMON B COOTBETCTBMM C
NyHKTOM 4 YacTn 4 cTaTbn 6 OefepanbHOro 3akoHa oT 26 nona 2017 r. Ne 187-03 "0 6e30nacHoOCTM
KPUTUYECKOW MHDOPMALIMOHHON NHPPACTPYKTYpbl Poccuinckon ®epepaunn” (CobpaHme 3aKoHO4aTENLCTBA
Poccuiickon ®epepaumm, 2017, Ne 31, cT. 4736) (manee - 3aKoH).

5. YCTaHOBKY B CETSX 3JIEKTPOCBA3M CPeACTB NONCKA aTak B COOTBETCTBMU C NYHKTOM 8 4acTu 4 CTaTbh 6
3aKoHa opraHm3yeT YnosHomo4eHHbIn oprad FocCOMKA.,

B cooTBeTcTBUM C NoanyHkTamu 50 n 50.1 nyHkTa 9 MNonoxeHus o enepanbHon cnyxbe besonacHocTu
Poccunckon ®epnepalimm, yTeepxaeHHoro Ykasom lNpesngeHTta Poccunckon ®@enepaunm ot 11 aBrycTa
2003 r. Ne 960 (CobpaHue 3akoHopaTenbcTBa Poccminckon ®epepaunm, 2003, Ne 33, c1. 3254; 2018, Ne 28,
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CT. 4198) YnonHomoueHHbI opraH FocCOMKA MoXXeT npuBaeKkaTb OpraHM3aumntio oas yCTaHOBKN CPeacTB
NMOWCKa aTakK B CeTAX 3NeKTPoCBA3n (fanee - OpraHusauums).

6. YnonHoMo4eHHbIn opraH MNocCOlMNMKA HanpaBaseT onepaTopy CBA3M MO MoYTe 3aKa3HbIM MUCbMOM C
yBEAOMJIEHWEM O BPYYEHUN CAeAYIOLWY0 MHDOPMALINIO N [OKYMEHTI:

cBefeHNsa 0 HeobxoAMMOCTH YCTaHOBKM CPeACTB NOMCKa aTak C yKa3aHMeM MeCT YCTaHOBKM Ha CeTu
3JIeKTPOCBA3MN onepaTopa CBA3Y;

3KCMJlyaTaunOHHbIE XapaKTepUCTUKKN yCTaHaB/IMBaeMblX CPeACTB NOUCKa aTak;

HaumeHoBaHue OpraHusauumn (B Ciy4yae npueieyeHuns);

hamunus, nMs, 0THECTBO (MPY HANYUK), LOKHOCTb LO/DKHOCTHOrO Anua YNoJHOMOYEHHOO OpraHa
"ocCOlMKA nnn HanMeHoBaHWe CTPYKTYPHOro nogpasgeneHuns YnonHomovyeHHoro opraHa NocCOlMKA,
OTBETCTBEHHOr0 3a OpraHun3auuto paboT;

WHCTPYKLMA MO 3KCrlyaTauum cpeicTBa NOMCKa aTak, yCTaHOBKa KOTOPOro NniaHupyeTcs Ha ceTu
3JIEKTPOCBA3MN.

7. OnepaTop cBs3M He no3gHee 10 KaneHJapHbIX OHEN C faTbl NOAYyYeHUs NHMopMaLnm,
npefycMOTPEHHON NYHKTOM 6 HacToswero Mopsaka, onpegenseT AO/MKHOCTHBIX WL, onepaTopa CBA3N,
LAOMYLLEHHbIX K AaHHOW MHDOopMaLnu.

8. OnepaTop cBA3U B Cpok He bonee 30 KaneHAApPHbIX AHEN C AaTbl NOayYeHns nHopMaLmy,
npesycMOTPEHHON NYHKTOM 6 HacTosAwero Mopsaka, NyTem HanpasieHUs B afpec AO/KHOCTHOMO Anua
(cTpykTYypHOro noapasgeneHuns) YnonHomMo4eHHoro opraHa NocCOlMMKA, 0TBETCTBEHHOIr0 3a oOpraHu3aunio
paboT, 3aKa3HOro NMCbMa C yBEAOMJIEHNEM O BPYYEHUN YTOUYHSET CEAYIOLLYI0 MHADOPMaLMIO:

MeCTa YCTaHOBKMW CpeACTB NoucKa aTak;

cnocobbl NOAKIYEHNS CPeACTB MOMCKa aTak K CeTAM 3/1eKTPOCBA3Y, Yepes KOTopble OCYLLeCTBASETCS
B3aumonencTene obbvekToB KNN;

cnocobbl NOAKIIIYEHNS CPEACTB MONCKa aTak K KaHaslaM CBA3K, He06X0AUMbIM YNOAHOMOYEHHOMY OpraHy
FocCOlMKA gna ynpasieHusa cpeacTBaMuy NoUCKa aTak;

CPOKM 1 npoLeflypa YCTaHOBKW CpeacTB NonCKa aTak.

B cnyyae TexHMYeCKon HEBO3MOXHOCTU YCTaHOBKMN CPeCTB MOUCKA aTak Ha MecCTa, ornpefeseHHble
YnonHomo4eHHbIM opraHom F'ocCOIMMKA, onepaTop ¢Bs3n 1 OpraHmn3aLns no CoraacoBaHmio ¢
YnonHomo4eHHbIM opraHom MocCOlMMKA B nopsigke, npefyCMOTPEHHOM MyHKTOM 6 HacToswero MNopsaka, B
Cpok He 6onee 10 KaneHAapHbIX OHEN CO AHSA YCTAHOBEHNS TEXHUYECKON HEBO3MOXKHOCTU YCTAHOBKM
CpenCTB NOMCKa aTak Ha MeCTa, onpefesieHHble YnosHoMo4veHHbIM opraHoM MocCOMKA, onpenensioT nHble
MeCTa YCTaHOBKU CpefCTB MOMCKa aTak.

9. MHopmaumsa no NyHKTY 8 HacTosLero MNopsaka 415 KaXX4oro Mecta YCTaHOBKM OTPaXkaloTCs Ha
CxeMax yCTaHOBKM CpeAcTB Noncka aTak (fanee - CxeMbl yCTaHOBKM). CxeMbl YCTaHOBKU COCTaBASAIOTCS
ornepaTopoM CBA3M B ABYX 3K3eMMsapax U HanpaBAaoTCA Ha cornacoBaHme B YNOJHOMOYEHHbIA opraH
FocCOMKA B Te4yeHue 30 paboymnx fHen ¢ AaTbl NONYYeHMS UHOPMaLIMW, NPefYyCMOTPEHHOW MYHKTOM 6
HacToswero Mopaaka.

YnonHomMmo4eHHbIn opraH MocCOMKA o0653aH B TeveHue 30 KaneHaapHbIX 4HEN CO OHSA nonydYeHns Cxem
YCTAHOBKMW MPUHATH peLleHne o cornacoBaHum Cxem ycTtaHoBKK nam 06 060cHOBaHHOM OTKase B
cornacosaHuy CxeM yCTaHOBKU. YKa3aHHoOe pelleHne HanpasaseTcs YNoaHOMOYeHHbIM opraHoM FocCOMKA
ornepaTopy CBA3W He no3gHee 5 pabo4ymx OHEN CO AHA ero NPUHATKA.

B cnyyae npuHsaTus YnonHomoyeHHbIM opraHom MocCONMKA pelueHusi 06 060CHoOBaHHOM OTKase B
cornacoBaHun Cxem yCTaHOBKM onepaTop CBsA3M 0b6d3aH B TeveHne 15 paboynx gHen co AHSA NoayyeHus
YKa3aHHOro peLleHns BHeCTn nsmeHeHns B CxeMbl YCTAHOBKUW 1 HanpasuUTb YMNOIHOMOYEHHOMY OpraHy
ocCOIMKA n3MeHeHHble CxeMbl YyCTaHOBKM.

10. YcTaHoBKa CpefCTB Moucka aTak, UX MOLAK/OHEHNE K CETSAM 3/1eKTPOCBA3N 1 KaHaslaM CBA3U
NPOBOAATCHA OTBETCTBEHHbIM NLLOM YNosHOMo4YeHHOro opraHa NocCOMKA nnn OpraHusaumm un
onepaTopoM CBA3M B CPOK He Bonee 60 paboynx AHEN CO AHA COriacoBaHMs YNOAHOMOYEHHbIM OpraHoOM
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FocCOIMKA CxeM yCTaHOBKM, €C/IN MHOW CPOK He COorflacoBaH YNOAHOMOYEHHbIM opraHom MocCOIMKA.

11. MNMpu NnpoBeieHNM NPUEMKUN B IKCIlyaTauunio CPeACTB NOMCKa aTak OCYLLeCTBAATCSA HAaCcTPoKa v
nposepka paboTocnocobHOCTN YCTaHOBJIEHHbIX CPEACTB NOMCKA aTak AnLaMu, yKa3aHHbIMK B MyHKTe 8
HacToswero Mopsaka, B COOTBETCTBUM C SKCMJIyaTaUMOHHON OOKYMEHTaLMen Ha AaHHble cpeacTBa.

12. MpueM B 3KCNyaTaLmnio YCTAHOB/IEHHbIX CPEACTB NOUCKa aTak OCYLLEeCTBASETCS KOMUCCHER,
Ha3Ha4YeHHOW ONepaToOpPOM CBA3M U3 NpeAcTaBuTenen YnonHomoyeHHoro opraHa NocCOMMKA, OpraHusauyum
(B cnyyae nprBneyeHns) 1 onepaTopa CBA3MN.

13. Mo pe3ynbTaTaM NpneMkin opopMaseTcs AKT NPUEMKIN CPeACTB NMOUCKa aTak B 3KCMyaTauuto (oanee -
AKT NPUEMKN B IKCMIyaTaumio).

B AKTe npmveMKmn B 3KCrlyaTaLMio yKa3blBalOTCS:

HanMMeHOBaHNe 06beKTa CBA3M;

flaTa NpYeMKN CpefCcTB Noucka aTak;

hamMnans, nMsa, 0THECTBO (NPY HAaNU4YMK) N SOJDKHOCTb KaXkAoro Y4JeHa KOMUCChu;

MecCTa YCTaHOBKM CpeAcCTB Noucka aTak (agpec, nomeLleHue);

COCTaB W cepuiiHble HOMepa (CepuinHble HOMepa KOMMOHEHTOB) YCTAHOB/IEHHbIX CPEACTB MOMCKa aTak;
pe3ynbTaT NPOBEPKM paboToCnoCcobHOCTN YCTaHOBAEHHbIX CPEACTB MONCKa aTak;

CXeMa yCTaHOBKW CPefCTB NONCKa aTak.

AKT NpMEeMKK B 3KCrJTyaTaumio NOAMNNCHIBAETCSA BCEMU YJIeHaMU KOMUCCUN.

14. 3kcnnyaTauus CpencTB Noncka aTtak ocyLecTsaseTca YnosHoMo4YeHHbIM opraHoM NocCOMMKA.,

15. HenpepblBHOCTb (PYHKLMOHNPOBAHNSA B KPYT1OCYTOHHOM pPeXXuMe 1 COXPaHHOCTb CPeacTB NoncKa aTak
obecneynBaloTCS ONEPaTOPOM CBA3M CaMOCTOATENLHO NyTeM CoB0AEHNS YTBEPXKAEHHbIX
YNONHOMOYEeHHbIM OpraHoM B 061aCTU CBA3M TEXHUYECKUX YCNOBUA YCTAHOBKIM M 3KCNyaTaLum CPencTs,
npegHa3HavyeHHbIX 15 MOMCKa NPU3HAKOB KOMMbIOTEPHbLIX aTakK B CETAX 3/IEKTPOCBA3N, UCNOJb3yeMbIX 44
opraHv3aunm B3anMoaencTBus 06bEKTOB KPUTUHECKON NHGOPMALIMOHHON MHGPACTPYKTYpbl Poccminckon
®epnepaunm (oanee - TeXHNYECKNE YCIOBUSA).

[ns opraHnsauum B3aMMoLencTBus € YnoaHoMo4eHHbIM opraHom TocCOlMMKA onepaTop CBSA3W onpenenseT
OTBETCTBEHHbIX JINLL.

16. TexHU4eckoe 06CNyXMBaHME YCTAHOBEHHbLIX CPEACTB NMOMCKa aTak MPOBOANTCA OTBETCTBEHHbLIMM
nnuamm YnonHomoveHHoro opraHa FocCOMKA nnn OpraHusauuen (B ciyvae NpuBieYeHns).

17. NHdopMaumnio 0 CpoKax 1 NPOAOSHKUTENbHOCTI NPOBEAEHNS TEXHUYECKOTr0 06Cy)KBAaHNS CPencTB
nomcKa aTak 1 aMuax, NPoBOAALLMX TeXHMYeckoe 06CnyKmnBaHue, YNoaHoMoYeHHbIn opraH MFocCOMKA
HanpasageT ornepaTopy CBA3M MO NoYTe 3aKa3HbIM MUCbMOM C YBELLOMJIEHWEM 0 BPYYEHUM He Mo34Hee YyeM
3a 7 KaneHAapHbIX AHEN A0 Havana npoBedeHnsa paboT No TEXHUYECKOMY 06CYXXMBAHMIO.

18. OnepaTop CBA3M B CPOK HE MeHee YyeM 3a 14 KaneHAapHbIX AHen A0 Havana NpoBeAeHUs MAaHoBbIX
paboT, KOTOPbIE MOTYT MOBMEYL HapyLleHNe PYHKLMOHNPOBAHNA CPEACTB MOUCKA aTak, OrnoBeLlaeT
YnonHomo4eHHbIN opraH FocCOMKA nocpeCTBOM HanpaB/ieHUs YyBeAOM/IEHUS MO MOYTE 3aKa3HbIM
NMUCbMOM C YBELOMJIEHNEM O BPYYEHUN O CPOKAX U MPOLOJIKUTESIbHOCTYM MPOBEAEHNSA YKa3aHHbIX MJIaHOBbIX
paboT.

19. 3ameHa cpeaCTB MOMCKA aTak OCYLLECTB/ISETCA B C/ly4ae HapyLLeHnsa ux yHKLMOHMPOBaAHMA UK
HeobX04MMOCTN NX MOAEPHMU3ALMMN B TOM XKE MOPSAAKE U B T€ XKe CPOKU, YTO 1 NPOBELEHNE TEXHNYECKOrO
obcnyXmBaHMA CPeACTB MOUCKA aTak, YKa3aHHble B NyHKTax 16 n 17 HacToswero MNopsaaka, ¢
othopMJieHNneM AKTa NPUEMKM B 3KCMJlyaTaumio, yKa3aHHOro B NyHKTe 13 HacTosAwero lNopsagka.

20. leMOHTaX CpeACTB MOUCKA aTak NPOBOAMTCA B C/ly4ae HEOBX0AMMOCTY N3MEHEHNS MECT YCTaHOBKM
CpencTB MOMCKa aTak WM B CBA3M C peopraHu3aumen, NTMkeBnaaunen namn npekpaweHnem gedaTenbHoCTH
onepaTopa CBSA3M MO peLeHnto YnoaHomo4eHHoro opraHa MNocCOIMKA 1 B CpOK, COrJlacoBaHHbIN C
onepaTopoM CBA3W, OTBETCTBEHHbLIMY JinLLaMu YrosiHoMo4veHHoro opraHa NocCOMKA nan OpraHusaumu.
o pe3ynbTaTaM AeMOHTaXa CpencTB Noncka atak YnonHoMoyeHHbIM opraHoM [ocCOlMKA 1 ornepaTopoMm
CBA3M COCTABAAETCH aKT O lEMOHTaXKe B ABYX 3K3eMnaspax, no 04HOMY AN KaXKLO0N N3 CTOPOH.
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B AKTe IeMOHTa)ka yKa3blBaloTCS:

HanMeHoBaHMe 06beKTa CBA3Y;

fAaTa AeMOHTa)ka CpeAcTB MonCKa aTak;

qoamvmvm, nmd, 0oT4eCTBO (I'Ipl/l HaJ'II/I‘-WII/I) N JOJIXXHOCTb npeacTtasuTend YNOAHOMOYEHHOr 0 OpraHa
FocCOIMKA v onepaTopa CBA3Y;

MeCTa YCTaHOBKM CpeAcTB Noucka aTak (agpec, NoMeLLeHne), B OTHOLIEHUN KOTOPbLIX MPON3BOANTCA
AEMOHTaX;

COCTaB U CEPUNHbLIE HOMEPa (CepuitHble HOMepa KOMMOHEHTOB) AEMOHTUPYEMbIX CPEACTB MOUCKa aTak.

MPUNOXKEHWE 2
K npuka3sy MMHUCTepCTBa LNGPOBOro pa3BMTHA, CBA3N 1 MacCOBbIX
KOMMYHUKaLuin Poccuinckon ®epepaunm ot 17 mapta 2020 r. Ne 114

TEXHWYECKWE YCN10BUA

YCTaHOBKM M 3KCMJlyaTaLuuu CPeAcTB, NpeaHa3Ha4yeHHbIX 15 NOMCKa NPU3HAKOB KOMMbIOTEPHbIX aTak B
CeTAX 3/IEKTPOCBA3M, NCNOJb3YEMbIX AN OpraHn3aLm B3auMOLENCTBNSA 06 BEKTOB KPUTNYECKON
MH(OPMaLIMOHHOM MHPACTPYKTYpLl Poccuinckon depepalimu

1. YcnoBus yCTaHOBKM U 3KCMJlyaTaunm CPeACcTB, NpefHa3HaYeHHbIX 415 MOUCKa NPU3HaKoB
KOMMbIOTEPHBIX aTaK B CETAX 3NEKTPOCBA3N, UCMOb3yeMbIX 415 OpraHM3aLmnmn B3anMoLencTauns o6beKkToB
KpUTUYECKOW MHDOPMALIMOHHON NHPPACTPYKTYpbl Poccuinckon ®epepaunmn (ganee - TexHmyeckume
ycnoBus), paspaboTaHbl € y4eToM TpeboBaHUi K CpeiCTBaM MOMCKa aTak B FOCYAapCTBEHHOW cucteme
obHapyXXeHus, NpefynpexaeHnsa 1 TMKBNAALMN NOCNEeACTBMA KOMMbIOTEPHBIX aTak Ha NH(POPMALMOHHbIE
pecypchl Poccuinckon ®epepaumm, yCTaHOBAEHHbIX Nprka3zom ®epnepanbHon ciyxbel 6e3onacHoCcTH
Poccunckon ®egepaumm ot 6 mas 2019 r. Ne 196 (3apeructpmposaH MuHiocToM Poccum 31 maa 2019 .,
permcTpaumoHHbin Ne 54801).

2. CpefcTBa NoOUCKa aTak f0JKHbl BbITb YCTaHOBEHb! B MOMELLEHNSX, B KOTOPbIX 06ecrneyeHo:

MeCTO A5 YCTaHOBKUN 1 HEMPEPLIBHOW 3KCMyaTauuy B KPYrioCyTOYHOM pexuMe CpeACcTB MOUCKa aTak;
KOHTPO/b U OrpaHuyeHne ru3n4yeckoro AocTyna nepcoHana K cpefcTBaM noucka atak € Lesbio
obecneyeHns nx COXpaHHOCTK;

noffep>xaHue TeMnepaTypbl U BNaXXHOCTU BO3yXa, B Npeesiax KOTOPbIX MOXET OCYLLeCTBAATLCA
3KCnayaTaums (B COOTBETCTBMU C MHCTPYKLUMEN NO 3KCMJlyaTauum CpeacTB NoNcKa aTak);

BblAe/IeHMe MapLIpyTU3Mpyembix IP-agpecoB 1 NOAKAYEHNE CPeACTB NOUCKa aTak K KaHalaM CBA3M,
HeobxoAMMbIM (hefepasbHOMY OpraHy UCMOSHWTENbHOW BAaCcTW, YNOAHOMOYEHHOMY B 061acTu
obecneyeHns HyHKLMOHNPOBAHMWSA FOCYAaPCTBEHHOW CUCTEMbI 0BHaPYXEHNS, NpeaynpexxaeHns 1
NNKBMAALMMN NOCNEACTBMIA KOMMbIOTEPHBIX aTak Ha MHOPMaLMOHHbIE pecypchbl Poccuinckon depepauun,
0N yNpaBneHns CpeacTBaMy NOMCKa aTak, a Takxe obecneyveHne yHKLMOHMPOBAHUS YKa3aHHbIX BblLLE
KaHanoB CBA3U;

NOAKJII04YEHNE CPELCTB NOMCKa aTak K JIMHUSAM CBA3W U CPefCTBaM CBA3W CeTel 3NeKTPOCBA3N, Yepes
KOTOpbIE OCYLLECTBASETCS B3auMoaencTene 06bekToB KU, HeobxoanMbIM Ans BbINOAHEHUS 3aay
CPeLCTB NoucKa aTak;

Hanu4me CpeacTB NOXKapPHON CUrHANM3ALUN N NOXKAPOTYLLEHNS C BO3MOXXHOCTbIO BU3YaJibHOrO U 3BYKOBOIO
onoseLLeHus.

3. Ycnosua obecneyeHns CpencTB NOMCKa aTak 3/1€KTPONUTaHNEM:

BblAeNseMas AS1A NOAKIIIOYEHNS MOLLHOCTb 3N1EKTPUYECKON CETU A0/KHA NpeBbIllaTh He MeHee YeM Ha 20
MPOLLEHTOB MOLLHOCTb, TpebyeMyto B COOTBETCTBUM C MHCTPYKLMEN MO IKCMyaTaunm CpeacTB Noncka
aTak;

CpeLCTBa NOMCKa aTak AOJKHbI OblTb NOAKIOYEHBI K 3/IEKTPUYECKMM ceTam 1 obecrne4ynBaThCs
6ecnepeboiHbIM 3NEKTPOMUTAHNEM.
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